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O ver the last two years, the hype around eBusiness has
fluctuated wildly. Markets have moved from “irrational
exuberance” to irrational pessimism, and the economy

has moved from unbridled growth into recession. However, as
organizations contemplate their long-term business strategies, one
constant remains clear: Long-term business success is impossible
without network connectivity.

Companies have been keeping inventory and human resources
data for years. They have been able to buy and sell things and keep
track of both sales and purchases. Nevertheless, the emergence of
the Internet and extranets that connect them with their employees,
partners, customers, and suppliers has driven huge changes in what
companies can do with that information. Enterprises can create
value-chain management applications that reduce inventories and
production costs, for example, getting their products to market
faster and more cost effectively. Organizations can now drive busi-
ness processes into the network itself, delivering information in
real time to the people who need it, enabling new business models
and global transactions.

As the information-based economy continues its steady growth
and development, however, organizations must confront new chal-
lenges and complexities. Enterprises must work closely with an
ever-changing cast of external business partners while improving
efficiencies across an increasingly dynamic value chain.
Enterprises adapt and adopt new business models to keep pace with
change, and they struggle to hold onto customers in fierce compet-
itive environments. Enterprises can adapt effectively only if they
successfully manage internal and external business relationships,
and instantiate those relationships in the networks on which they
conduct business.

For example, the typical organization must deal with many, if not
most, of the following external relationships:

◆ remote employees or contract users
◆ separate partner organizations
◆ partially or wholly owned subsidiaries

◆ recent, undigested mergers and acquisitions
◆ providers of outsourced services
◆ eBusiness affiliate organizations or communities

The common thread running through each of these relationship sce-
narios is a need to share information with someone (or something)
physically located outside of the traditional enterprise security
perimeter — the firewall.

The heterogeneous nature of today’s network environment in
many enterprises complicates supporting external relationships.
Today, users could be running a wireless client such as an Internet-
enabled phone or personal digital assistant (PDA). In the brave new
world of Web services, the “user” may be an application rather than
a person.

New business models are driving dramatic changes in systems
architecture throughout the enterprise data center, especially concern-
ing security. A new identity and access management infrastructure is
emerging to leverage both directory and security services.

THE VIRTUAL ENTERPRISE NETWORK

The first dramatic change in systems architecture involves the
enterprise network itself. As organizations use extranets to empower
their own employees and to build relationships with customers,
suppliers, and partners, the boundaries between internal and exter-
nal environments are becoming irrelevant for enterprise networks.
This trend is giving rise to the Virtual Enterprise Network (VEN),
as shown in Figure 1.

The business relationships that an organization builds demand
a new set of dynamic and logical (as opposed to purely physical)
security boundaries around internal systems and data. The firewall
can no longer meet the needs of eBusiness applications. While
firewalls will not disappear over night, relationships with
employees, customers, suppliers, partners, and other market con-
stituents are driving new network designs. The coarse security
model firewalls use (yes/no) is inadequate for these new designs.
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To enable the dynamic environment eBusiness requires, enterprises
are enabling network access based on business relationships, letting
identity and business policy, not physical location, determine what
access privileges any individual has on the corporate network.

Enterprises will always have a “private” network, but that private
network will no longer operate in isolation. A connection to a global
and public network infrastructure provides the foundation for busi-
ness, so the enterprise network must establish dynamic boundaries
around more information. These boundaries must, in turn, be more
flexible in how they allow organizations to grant (and deny) access
to people, groups and organizations. The VEN provides a new logical
construct based on business relationships rather than on which side
of the firewall a given user sits.

VEN SECURITY

The second dramatic change in systems architecture involves how
enterprises are securing the virtual enterprise network, including a
shift to systems based on reusability for managing identity and access
privileges. In general, Burton Group’s Network Services Model main-
tains that organizations must integrate their IT systems, making the
transition to a general-purpose, application-independent infrastructure
capable of creating and managing relationships with the outside
world. The Network Services Model includes core network services
such as storage, database, messaging, Web, directory, and security.

However, when it comes to enabling the VEN, the most impor-
tant services are directory and security. To support rapid business
change, the VEN must provide substantially higher levels of flexi-
bility while at the same time ensuring security. For example, it is
clearly easier to reconfigure policy to manage new relationships
than to physically rearrange the users, networks and the applications
the policies protect. Therefore, the VEN security infrastructure
must function as a policy-based overlay above the cast of users,
applications and IT systems constituting the VEN.

To accomplish that goal, the VEN security architecture relies on
three basic components. First, VEN security is evolving and must
continue to evolve according to a layered architecture model.
Second, emerging policy-based security technologies (including
directory-enabled identity and access management systems) pro-
vide a foundation element for VEN security and are converging
to create practical solutions. In combination with directory and
other security technologies, identity and access management sys-
tems will provide the core infrastructure necessary to make the
VEN a practical, manageable reality.

The third component consists of standards. Within the basic
model that our layered architecture defines, standards are emerging
to enable a more interoperable and loosely coupled environment.
Many of these standards rely on the Extensible Markup Language
(XML) to enable higher degrees of dynamic interoperability. While
still emerging, these standards will be the linchpin on which inter-
operable eBusiness applications turn. In short, policy-based security
technologies and standards will use the layered security model we
define here to help enterprises manage business relationships.

LAYERED VEN SECURITY ARCHITECTURE

The layers of the security architecture shown in Figure 2 form a
conceptual model with both movable and fixed parts. Like a modern

military organization — with its Army, Navy, and Air Force —
each layer of the security architecture only needs to be loosely
coupled to the others, but each layer requires integration and less
functional duplication. While remaining under a common command,
each layer should be designed for functionality and flexibility, and
be able to change independently.

As shown in Figure 2, the VEN security model consists of the
following four layers:

◆ Resource Layer: An organization’s workstations, servers,
applications, databases, and data.

◆ Control Layer: A new, but crucial intermediary layer that
provides identity and access management services as well as
security management and policy management across layers.

FIGURE 1: THE VIRTUAL ENTERPRISE NETWORK (VEN)

FIGURE 2: THE VEN SECURITY ARCHITECTURE MODEL
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◆ Perimeter Layer: Firewalls and other
proxies or gateways that enforce physical
and/or virtual boundaries between
corporate intranets and the Internet, or
other security domains.

◆ Extended Perimeter Layer:
Technologies, contractual relationships
and other means to secure organizational
assets residing outside the perimeter.

The VEN security model provides a useful
way to conceptualize eBusiness security
architecture and functionality. It is a blue-
print for the convergence of the common
goals of simplicity, manageability and
flexibility. It encourages parallel evolution,
and products in each layer require integra-
tion with one another, yet looser integration
with products in other layers. For example,
firewall, VPN and network-intrusion detec-
tion products are increasingly integrated in
the Perimeter Layer, while directory and
access management are converging in the
Control Layer.

Finally, there are functions common to some
or all of the layers, which include security pol-
icy management, audit, data management or
directory, and incident response. Customer
security environments and vendor strategies
are generally following the VEN security
model. At the innermost layer, customers are
segmenting resources and converging or con-
solidating services behind secure portals. They
are also slowly integrating or consolidating
directory services to manage identity and
enable access from customers, employees,
partners, and suppliers

THE CONTROL LAYER

In terms of current technology trends, it is
useful to focus on the Control Layer, the
new intermediary layer that enables the pol-
icy-based security infrastructure the VEN
demands. As shown in Figure 3, the Control
Layer provides policy and security manage-
ment, enterprise level identity and access
management systems, and an integrated
directory environment at intermediate
points between the Resource Layer and the
Perimeter Layer. These systems control
access to resources by both internal and
external users based on each user’s identity
and relationship to the enterprise.
Departments or business units often operate
their own identity and access management
systems as well, joining these systems with
other departmental or enterprise systems.

An enterprise’s identity and access man-
agement infrastructure can join an external
trading partner’s environment to create
enhanced eBusiness security along the
Extended Perimeter Layer. Finally, the
Control Layer provides security and policy
management systems that enhance Resource
Layer and Perimeter Layer security. In addi-
tion to identity and access management, such
systems include tools for host vulnerability
scanning and perimeter policy definition.

IDENTITY AND ACCESS
MANAGEMENT SYSTEMS

Generally, identity and access management
functions protect the Resource Layer by

enabling access based on a person’s (or appli-
cation’s) identity and his or her relationship
with the organization. Identity and access
management infrastructures have evolved
independently from the operating systems on
which applications run. They do not come in
a shrink-wrapped box from a single vendor;
rather, they come with the integration of
directory, identity management, access man-
agement, provisioning, and other systems.

In recent months, customers and ven-
dors have recognized identity and access
management as a distinct aggregation of
functions. Vendors such as Baltimore
Technologies, Entrust, IBM, Microsoft,
Netegrity, Novell, Oblix, RSA, Sun, and
VeriSign are expanding their product lines
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FIGURE 4: IDENTITY AND ACCESS MANAGEMENT SYSTEMS 

FIGURE 3: THE CONTROL LAYER 
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into identity and access management
“suites” through bundling, new module
development, partnerships, and acquisi-
tions. With the suite scenario comes the
challenges associated with selecting the
right mix of vendors and products that will
result in as seamless an implementation as
possible, while meeting the needs of
internal and external user communities.

Figure 4 provides an overview of compo-
nents working together to provide identity and
access management. It shows external users
logging into a Web portal, or attempting to
access resources through other interfaces. In
either case, an access management system
acts as the policy enforcement point, making
the decision to grant or deny access in real
time after consulting an authoritative directory
service to obtain information about the users
and their entitlements. Construction of the
directory includes using identity sources and
identity management tools and services.
Finally, both internal and external users access
resources in the VEN that, in some cases, use
their own embedded security. Even in this
case, however, provisioning services can
propagate reusable policies into the Resource
Layer from the authoritative directory.

Each component of the architecture
illustrated in Figure 4 provides an essential
function. While space limitations prevent
us from delving into detail on each of
these components, we can summarize
them as follows:

Directory services identify, locate and
describe network objects. Today, directories
are primarily an identity and resource
repository, containing people, organiza-
tions, groups, roles, and other resources.

As a foundation element for identity and
access management, directories support the
following core functions:

◆ authentication based on identity
in directory

◆ personalization based on user attributes
◆ authorization based on user attributes

(roles, groups)

Given these core functions, many enterprises
are consolidating their directory infrastruc-
ture to create authoritative identity sources
to support the overall security infrastruc-
ture. Many enterprises use meta-directory
services to consolidate and integrate the
many different identity repositories they
already have, creating that authoritative
identity source.

Provisioning systems create, modify or
terminate user and application access to
resources automatically (via roles and rules
or individually). Provisioning systems
extend the existing directory infrastructure
to create the identity and access manage-
ment infrastructure, allowing enterprises to:

◆ enable new users quickly (minutes, not
days or weeks)

◆ reduce administration costs and
enhance security by automating account
creation, termination across multiple apps

◆ implement self-service functions,
centralized password reset capabilities,
and password synchronization

◆ use workflow services for conditional
processes, such as automatically giving
users access to specific applications
based on their role

◆ centralize policy management by
pushing roles, groups, privileges down
to end systems

Many enterprises have built their own pro-
visioning systems, but packaged software
solutions from vendors such as Access360
and Business Layers are gaining in popularity.

Identity management tools extend exist-
ing directory infrastructure to create identity
and access management infrastructure by
enabling the following functions:

◆ user administration, including the
management of user entries
and attributes

◆ policy administration, including the
management of access to resources
according to business and
security policies

◆ delegated administration, or the act of
assigning a subset of administrative
authority to a designated user or group,
either inside the enterprise or outside
the enterprise; many companies are
delegating the administration of external
identities to the business partners for
whom they work

◆ self-service administration, which
allows enterprises to give users limited
capabilities to add, modify, or delete
information about themselves

Many access management products
include identity management functions,
but these functions are important on the
back end (how enterprises manage identity)
and on the front end (how users access
the system).

Access management systems allow enter-
prises to dynamically apply policies to
applications, specific functions within
applications, and specific data sets based on
their identity, their role, or other attributes.
They provide key security functions by:

◆ combining scalable authentication
and authorization functions into a
comprehensive management system;
the access management system must
support a variety of authentication
mechanisms including ID/password
pairs, Windows NT, Windows 2000
Server/Active Directory, Kerberos,
RADIUS servers, ACE server, digital
certifications, and others

◆ providing session management, usually
via cookies, once a user is authenticated

◆ providing tight integration with both
identity management systems and
directory services.

◆ supporting delegated administration,
delegated or distributed policy
administration

Portal services allow IT managers to
apply personalization and access controls
based on user identity, preferences and
roles. Other portal functions, such as
search, are outside of the scope of this dis-
cussion. Within the identity and access
management infrastructure, portals lever-
age common identity and access control
systems to tailor presentation.

CONCLUSIONS

As market consolidation and convergence
continue, the identity and access manage-
ment infrastructure will continue to unfold.
Vendors will offer increasingly integrated
product suites that provide these and other
functions. Standards based on XML for
both directory and security interoperability
will expand the reach of virtual enterprises.
Identity and access management systems
will enable Web services to operate in a
secure and manageable manner. At the same
time, identity and access management
services will both leverage Web services
and become Web services.

Within the Virtual Enterprise Network,
these systems will enable a new approach
to security, one that accommodates the
reality of eBusiness models. For the typical
organization, implementing the Virtual
Enterprise Network will require technolo-
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gies and best practices that span the four
layers of security.

Organizations must project their identity,
content, and processes into these layers if
they are to succeed in eBusiness ventures.
The Control Layer’s directory-enabled
identity management, access management,
security management, and policy manage-
ment services have proven to be especially
strategic for enabling manageable and scal-
able Web-based access to internal and
external resources. Deploying a layered
security architecture offers the best hope
for protecting organizational integrity
while accommodating or reusing past tech-
nology investments, managing change, and
providing the flexibility needed to succeed
in the future.  
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