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Many businesses choose to focus on installing new and
exciting software applications, rather than on ensuring
that they have effective security processes in place. This

is an understandable preference, but not a responsible one. The
security threat is real. The Spring 2002 Computer Security
Institute/FBI Computer Crime and Security Survey1 reported that
90 percent of respondents detected computer security breaches
within the previous year, leading to increasing financial and other
damages. This percentage is similar to that reported in previous years.

The catastrophic events of September 2001 also served as a
catalyst to remind us that we, as businesses, must take responsibility
for managing the information security risks to our own organiza-
tions. If we do not take responsibility, others will do it for us.

One U.S. government response to 9/11 was to take immediate
protective action in the form of new legislation and regulations.
The first result was the PATRIOT (Provide Appropriate Tools
Required to Intercept and Obstruct Terrorism) Act2 of October
2001. The legislation makes an impact upon information security
by updating wiretapping laws to keep up with changing technologies
such as cell phones, voicemail and email.

The PATRIOT Act and other similar developments indicate that
the U.S. government has recognized the need for increased regula-
tion of information technologies and is doing something about it. A
February 2002 speech given by Richard Clarke, cyber-security
chief to President George W. Bush, gave glimpses of this trend.
Clarke said that software vendors should try harder to make their
technology more secure to protect businesses from a major infra-
structure meltdown. He continued, “If the IT industry continues to
shift the responsibility, we will be hit very soon.”

Clarke concluded by calling for a time to reassess how much
connectivity people need in their lives. “We need to re-think this
unwritten rule that everything on the Internet needs to be automat-
ically connected to every single place on the planet,” he stated.

As Clarke observed, our global society is increasingly intercon-
nected. These interwoven lines of communication mean it no
longer matters if your organization is a prime international target,
or just of local interest. Any computer can be a conduit for a criminal
to attack another system.

There are indications that many in the IT industry have taken
the government’s message to heart. Microsoft, among others, is

proclaiming
that security
is now at the
top of its agenda.
They have
realized the
clear impli-
cation that if
enterprises do not voluntarily begin to follow information security
best practices, the government may intervene to enforce compliance.

HISTORY OF INFORMATION SECURITY REGULATION

Past attempts made by government agencies to regulate informa-
tion security have not always been well received. Take one case in
point: the “key escrow” controversy that raged throughout the
1990s. U.S. government security agencies, seeing the trend toward
increased use of encryption as a threat to their interception capa-
bility, attempted to introduce legislation enforcing the use of the
“clipper chip.” The chip contained an algorithm that would have
enabled government agencies to read all communications that were
encrypted using the chip. Other countries attempted to introduce
similar legislation.

Because of pressure from the IT industry, none of these attempts
was successful. However, in recent years we have seen increasing
legislation in the area of privacy protection. Examples include the
Health Insurance Portability and Accountability Act (HIPAA)3,
offering standards for health records, and the Gramm-Leach-Bliley
Act4, enforcing privacy standards on financial institutions. Both
Acts are designed to protect personal data in their respective industries.

BUSINESS RESPONSIBILITY TO ENFORCE SECURITY

To many in business such legislation is unwelcome. However, it
does “level the playing field” between those who are prepared to
expend effort on best practices, and those who attempt to cut corners.
As “good corporate citizens” it is our responsibility to get protected.

I n order to convince governments that a heavy-handed regulatory approach is
not necessary, and to influence the future direction of computer security,

businesses must be actively involved in the development and use of security best
practices. In effect, this means understanding and adopting the basic principles
of the information security lifecycle.
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If businesses wish to convince govern-
ments that a heavy-handed regulatory
approach is not necessary, and even to influ-
ence the direction of computer security
agenda in the future, all those who are
involved with information systems must be
actively involved in the development and use
of security best practices. In effect, this means
understanding and adopting the basic princi-
ples of the information security lifecycle.

THE INFORMATION SECURITY
LIFECYCLE

Risk Assessment, Security Design and
Implementation, Security Management, and
Reassessment are four of the essential princi-
ples of information security, as recommended
in “Guidelines for the Security of Information
Systems and Networks,” produced by the
Organization for Economic Cooperation and
Development (OECD)5. The OECD is an
international organization that works with
developed countries to promote international
commerce and trade, including guidelines for
e-commerce. Adhering to these principles
will set organizations on course to effective
and responsible information security.

Risk Assessment
Perhaps the most complex area of infor-

mation security is assessment. In this phase
of the lifecycle, your enterprise should
determine its network strengths and vulner-
abilities. You should prioritize business
assets and assess whether current security
solutions protect those key assets.

Fundamentally, security hangs upon the
ability of a system to keep confidential data
private, to protect the integrity of information
when it is sent from one point to another, and
to ensure that the users of a system are
indeed who they claim to be. Yet, there is no
such thing as a totally secure system.
Computer flaws are inevitable. Since the
network architecture is complex and the
computing environment is always changing,
there are constantly new risks and expo-
sures to the network. The issue to focus
upon is whether the risks to a business are
manageable ones.

Assessment can be divided into three steps:

1. Identify where vulnerabilities exist.
Evaluate the architecture and access
policy for the network, and the use

of technical safeguards such as
firewalls, encryption, intrusion
detection software, email filtering
and anti-virus software.

2. Analyze vulnerabilities. Analyze the
cost-benefit of vulnerability reduction
against safeguard installation. To do
this, you must have a clear sense of
what information assets are critical to
your business.

3. Decide how to manage the risks.
Grade this aspect of your security by
answering questions about your
security solutions and policies. Does
your network provide one security
solution at a given point of vulnerability
— or several, complementary ones,
therefore making security “in-depth”?
Does your security policy encourage
all users to participate in the securing
of the network?

Security Design and Implementation
This phase involves incorporating informa-

tion security policies, standards, procedures,
and technology as essential elements in the
design and implementation of all information
systems and networks.

Upon completing the risk assessment,
you may develop your information security
policy, or update one that already exists.
The policy should mandate that information
be protected according to type, and should
set information protection standards
accordingly. It will also be helpful to create
monitoring and management processes for
checking compliance with the information
protection standards.

During the implementation phase, you may:

◆ use plan specifications to identify
useful products and services

◆ define an overall implementation
architecture

◆ develop a project plan for implementation
of these products and services

◆ create standard operational procedures
for use of the solutions

◆ develop a training plan (and materials, if
necessary) to train users and administrators
in the use of the solutions.

Security Management
How your company manages the planned

safeguards will depend on many factors.
However, again, the most important rule is
to remember that there is no such thing as
perfect security.

It is an unfortunate fact that the imple-
mentation of safeguards will reduce the
performance of your systems. Safeguards
can also be expensive to implement. Their
cost can rise enormously as you seek to
achieve higher and higher levels of security.

Moreover, while you are getting into the
bits and bytes of technology risks and
solutions, do not forget the habits and
perceptions of company personnel. Educate
and inform employees about security
expectations in a positive way. Encourage
professionals to be proactive by focusing on
successes rather than security breaches.

Reassessment
Reassessment is a dynamic process. The

company should put techniques, policies
and procedures in place to monitor changes.
In this way, they can apply feedback to the
information security plan, and change safe-
guards as necessary. The factors that need to
be considered are both internal and external,
and include:

Internal

◆ changes to business processes
◆ changes to systems
◆ changes to personnel
◆ faults, failures and incidents
◆ compliance with policies and procedures

External

◆ changes to the threat (e.g., new viruses,
new hacking methods)

◆ supplier, customer or client changes
◆ national and international legal and

fiscal changes.

HOW ORGANIZATIONS SHOULD
TAKE ACTION

Overall, “quick fixes” are for summer
diet schemes, not effective information
security. Proper security planning takes
meticulous research, specific objectives and
efficient follow-through.

The Information Security Lifecycle posi-
tions us in the direction that cost-effective
planning should take. By implementing
these principles, organizations will find
the use of an information security man-
agement system helpful. Such a system is
described in the standard set out by the
International Standards Organization
(ISO)6 in December 2000.
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Since its release, ISO 17799 has become
the most recognized and accepted information
security standard in the world. In summary, it
is a set of controls encompassing best prac-
tices in information security. Highlighted
within ISO 17799’s recommendations
(which remain technology neutral) are various
security areas, such as policy, organization,
business continuity, and environmental safety.
Besides improving company security, an
organization using ISO 17799 will have
more secure partnerships, enhanced cus-
tomer confidence, and a competitive edge
over businesses that do not use the standard.

Suggestions are also extended to businesses
via the CSI/FBI Computer Crime and
Security Survey. Among other tasks, writer
Richard Power suggests ensuring your orga-
nization has allotted adequate staffing, budget
and training to security measures. Also, to
create or update disaster recovery and
business continuity plans and consider
establishing a chief security officer to over-
see the company-wide security program.

PROVING YOUR ENTERPRISE
IS SECURE

There is one piece of the information
security puzzle missing from the principles

outlined previously. This is the ability to
prove that the company has taken the appro-
priate action, and that the actions taken are
successful. It is a fact that information
security is only visible when it fails — at
least, to those not immediately involved (like
senior management, or the government).

Therefore, how do you prove your organi-
zation is secure? “Our system has not been
hacked in years” could mean many things:

◆ you have an excellent information secu-
rity management system in place

◆ no one has tried to hack it
◆ it only been hacked by incompetents

who never succeed
◆ it has been hacked — you just have

not noticed

The only way to stay on top of security
breaches is to put an effective monitoring
and auditing system in place. In the context
of financial and quality controls, such sys-
tems are widely understood and used, but
few organizations are using them in the
context of their information security.

Testing will validate that changes in
security controls do provide the benefits
they are designed to supply. However, it is
important to note that any such system

must involve both appropriate processes
and the right technology if it is to be cost-
effective, and not cause disruption to the
every-day working of your company.
Furthermore, your organization should
consider the use of independent auditors to
help with the process.  
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