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Several months ago, I talked about
Microsoft’s new-found enthusiasm for

security, demonstrated by Bill Gates’
famous email to his employees last January.
In his message, you might recall, he
declared, “Now, when we face a choice
between adding features and resolving
security issues, we need to choose security.”
Wow, revolutionary stuff!

Somewhat facetiously, I titled my earlier
column, “Show That Man a Mainframe!”
because it seemed to me that many of Mr.
Gates’ startling revelations were like moth-
erhood and apple pie to those working in a
centralized data center environment. After
all, the enterprise IT community has always
understood the need to put security and data
availability first, and corporate applications
have generally been written and supported
with these priorities in mind.

However, perhaps I was a little too harsh.
It is easy to blame Microsoft for all the
exposures and attacks that have damaged
the credibility of e-commerce in recent
months, and to dismiss its attempts to put
things right. Sure, the company has been
decidedly remiss in its approach to security
for many years, and its products are still the
main targets for cyber criminals. However,
looking at security in a broader context, the
challenges facing Microsoft are really no
greater today than those confronting other
IT vendors and Web service providers.

Re-establishing user confidence in IT’s
ability to deliver watertight applications is a
task that needs to be addressed by the
industry as a whole.

Microsoft dubbed its new initiative
Trustworthy Computing, and that is not a
bad name: It is what eBusiness is really all
about now. Today’s corporate security strat-
egy is no longer about who has access to
which database. e-commerce and Web-based

computing are built around increasingly
complex electronic documents that involve
multiple-level authentication, repudiation
issues, and encryption with all its implica-
tions. In asking the business community to
surrender their signed and printed contracts,
and to accept the validity of electronic
substitutes, we are asking them to take a
great deal on trust.

However, as the IT industry has found,
trust is hard to earn and even harder to
retain. Every high-profile announcement of
a commercially embarrassing security failure
makes CEOs a little more nervous. Every
time industry bodies like Cert announce yet
another increase in the number of reported
incidents or product vulnerabilities, CEOs
begin to ask whether a return to “bricks and
mortar” trading might not be such a bad
idea. What makes it even harder to over-
come the concerns of Internet skeptics is
the fact that security product developers
are aiming at a moving target. Any anti-
virus tool or firewall upgrade is only as
good as the last violation, and IT viruses
(like their biological equivalents) are

constantly mutating to exploit hitherto
unnoticed weaknesses.

There is a danger that the media’s con-
stant fascination with security shortcomings
is holding back real progress in the area
of Web services. Many scares are induced
by misinformation and rumors rather than
hard facts. Nevertheless, at a time of gen-
eral reluctance across the whole business
world to take unnecessary risks, we do
need to make real progress on the security
front if e-commerce is to enjoy a new
lease on life.

Returning to Bill Gates’ promise of a
rigorous new approach to security manage-
ment in his products, one thing becomes
immediately obvious. Microsoft, and
indeed other suppliers, can change their
approach to the development of new products,
but vulnerabilities in existing hardware and
software are far harder to put right.
Interconnected systems are only as secure as
their weakest component, and most corporate
PC networks include some pretty old and
creaky applications. The problem is bad
enough in a single-vendor environment, but
when did you last see one of those?

Moreover, so many of the standards that
underpin e-commerce were never designed
with security in mind, and only a handful of
specialized vendors are really coming to
grips with the challenges posed by XML,
HTTP and SOAP. That is why the leading
IT vendors need to pool their expertise and
work together on establishing some workable
standards for e-security. Center-stage is
OASIS (the Organization for Advancement
of Structured Information Standards),
which, at the time of this writing, is gather-
ing together nearly 60 leading IT vendors to
form a new technical committee that will
guide the development of the critical
WS-Security specification. How a com-
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mittee of 60 vendors will achieve anything
remains to be seen, but they are all pinning
their hopes on WS-Security to re-kindle
user confidence in Web services. Meanwhile,
the Liberty Alliance Project is enjoying a
similar level of support as it tackles federated
network identity.

You might feel that these initiatives are
too little, too late, and it will definitely take
a long time for the user community to
regard the likes of Microsoft as a purveyor
of Trustworthy Computing. However, with
IT currently enduring a recession of
unprecedented proportions, the vendors
know they must deliver industry-wide e-
security standards — and fast!  
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