
BY SCOTT JONES 

NIMDA, Code Red, Klez, oh my! Given the intense
level of virus activity in the past few

years, I thought it would be helpful to share some insight
into virus protection and prevention. This three-part series
aptly named “The Triad of Armor,” will examine the three
cornerstones of virus protection: the workstation, server and
email gateway.

HISTORY

There is some debate as to what the first computer virus
was. Some say it was the “Brain” virus written in 1986.
However, in 1981, there were accounts of viruses infecting
Apple II operating systems. It is not my intent to argue what
the first true computer virus was, but to merely note that
they have existed for approximately two decades. Theorists
developed hypotheses of self-replicating programs in the
late 1940s.

However, in the past few years, the term “computer virus”
has become generalized. The distinction between viruses,
worms, Trojan horses and logic bombs seems to have become
less apparent. It is important to realize the differences
between the types of malicious logic (also known as malware
— malicious software) that you, either the computer user or
the systems administrator, will be forced to combat.

While discussing the history and definitions of malicious
logic, it would be an injustice not to mention Dr. Fred
Cohen, who literally wrote the book on computer viruses.
Dr. Cohen wrote his doctoral thesis and many publications
about computer viruses. Although his scientific definition
may not be clear to most of us, he did put it in layman’s
terms by saying “a computer virus is a computer program
that can infect other computer programs by modifying
them in such a way as to include a (possibly evolved)
copy of itself.” That definition alone indicates that not all

computer viruses have to cause damage in order to be
classified as a virus.

There are several different types of viruses, although
experts debate some of the classifications. The list includes
stealth, polymorphic, cavity, and tunneling. Nevertheless,
these viruses fit the basic description, even though they may
perform additional operations.

A computer worm, much like a virus, can also replicate
functional copies of itself, but unlike a virus, worms are
usually self-contained programs or sets of programs, and do
not need to attach themselves to a host program. Worms are
usually designed to replicate across computer networks.

You can compare the Trojan Horse to the one used in
the battle of Troy — something that looks harmless but
has other intentions. A good example would be a cool
screensaver; while you are watching it, information is
being collected from your computer to be sent later to the
mal-intended author.

The logic bomb is code that a hacker surreptitiously inserts
into a program or operating system to perform some destruc-
tive or security-compromising action later. The Michelangelo
virus dropped a logic bomb payload; this type of virus is also
known as an “inserter” or a “dropper.” This payload was
designed to reformat the system hard drive by overwriting
any data with random characters; the payload would trigger
on March 6.

THE TARGET

No one person can say for certain why any particular oper-
ating system is chosen over another to be the target of a virus
creator. However, over the past 15 or so years, Microsoft’s
Disk Operating System (MS-DOS) has received the brunt of
the virus onslaught. There are viruses that affect the Apple
operating system, UNIX operating systems, and even a few
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for OS/2. Perhaps, because of its popularity, MS-DOS and other
Microsoft operating systems have been the preferred target.

Most virus creators have counted on one thing to be effective —
ignorance of the user. This, unfortunately, has made the majority of
malicious code writers very successful. End users employing com-
mon sense in conjunction with awareness can be a very successful
front line defense against a virus attack, thus becoming the very
essence of virus prevention.

Protecting the workstation is most likely the least important of
the three cornerstones of protection and can easily become the least
effective. However, without it, the other two components of total
system protection — the server and the email gateway — become
ineffective as well.

THE PLAYERS

While I was writing this article, I did a quick search on the
Internet and learned that there are more than 30 different vendors of
anti-virus software, each proclaiming to be the best. I personally
have only used about four or five different anti-virus products;
therefore, this article will not be a debate about which product is
best for which environment. However, it seems that there are two
leading vendors at the top of the popularity list: Network
Associates’ McAfee Anti-Virus and Symantec’s Norton Anti-Virus.
I’m sure either product will do the job. However, if you do not
update the virus signature files, the files used to identify malicious
code, in a timely manner and on a regular basis, both products
become virtually worthless.

Several different vendors now incorporate methods to automati-
cally update their product’s virus signature files. Some vendors
have even listened to the harping voices of system administrators
and have developed entire management suites that are completely
devoted to providing automated updates. McAfee has developed
their e-Policy Orchestrator to ease the administrative intensity of
anti-virus software. Norton AV Corporate Edition also enables
automated administration of the workstation anti-virus software
across the company network.

A NECESSITY FOR SYSTEM ADMINISTRATORS

Tools to automate workstation administration have become a
necessity for today’s system administrators. For example, I am
able to update 200 workstations in less than four minutes. By
comparison, it would take a technician approximately eight
hours to manually update 200 workstations, and that is assum-
ing that they are all in the same building and accessible when the
technician arrives.

You can forcefully push updates out to the workstation from
network login scripts that can execute external programs, like a

NetWare login script or Windows Scripting Host. Several different
workstation management packages can also aid in the anti-virus
update process. Three major workstation management packages
come to mind: Novell’s ZENworks for Desktops, Microsoft’s
Systems Management Server (SMS), and IBM’s Tivoli manage-
ment software. All of these products are not only capable of
pushing out anti-virus updates, but they can provide other capabilities
such as remote control, user profile controls, hard drive imaging,
license metering, etc. For the purpose of this article, I will use
McAfee Anti-Virus v4.51 for Windows and Novell’s ZENworks for
Desktops to illustrate how you can ensure that your workstations
are up to date and on guard all of the time.

HANDS-ON EXAMPLES

It is fairly simple and straightforward to install McAfee’s Anti-
Virus. I prefer to perform a custom installation, selecting only the
packages I want. I will not elaborate on which packages I feel are
important and which ones are not; it is up to the system adminis-
trator to rely on his judgment and experience to select what he feels
is best for his environment.

I always keep the installation software readily available on a net-
work server. This accommodates any re-installs that may become
necessary, and makes it easier when building up a new workstation.
I also keep a directory under the installation files with the latest
virus signature update. I download the update from Network
Associates’ Web site every Wednesday afternoon, or sooner if I
receive an alert message from McAfee. Signature updates are also
available bundled with the scan engine. The scan engine is another
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cls
@echo off
del superdat.exe
ren sdat*.exe superdat.exe
echo y | z:\ncopy server1\apps:\mcafee\451\dat\superdat.exe server2_apps.ou.:mcafee\451\dat
echo y | z:\ncopy server1\apps:\mcafee\451\dat\superdat.exe server3_apps.ou.:mcafee\451\dat
echo y | z:\ncopy server1\apps:\mcafee\451\dat\superdat.exe server4_apps.ou.:mcafee\451\dat
echo y | z:\ncopy server1\apps:\mcafee\451\dat\superdat.exe server5_apps.ou.:mcafee\451\dat

FIGURE 1: BATCHFILE — UPDATE.BAT 

FIGURE 2: CONSOLEONE APPLICATION OBJECT SCREEN SHOWING
THE APPLICATION SECTION OF THE RUN OPTIONS TAB 
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component of the anti-virus software that also needs to be updated
periodically. I have made it a habit to download the signature
updates that are bundled with the scan engine. This ensures that
both parts are kept up to date. McAfee refers to this as the
SuperDAT, and increments the number in the filename (e.g.,
sdat4112.exe, sdat4113.exe, etc.) with each signature update. The
SuperDAT file is downloaded to the network location I mentioned
earlier. The file is a little over 4MB, and with a high-speed connec-
tion to the Internet, takes a little less than a minute to download.
The first time the SuperDAT is downloaded, rename it from
sdat####.exe to superdat.exe or a name that will remain consistent.
One minute down of our four-minute update, three to go.

Each one of our locations has individual NetWare servers and
maintains almost identical volumes for applications. The end
users at these locations map the same drive letter regardless of
location. For example, if user A logs in at location A, then a J:
drive is mapped to location A’s APPS volume. If user A logs in at
location B, then a J: drive is mapped to location B’s APPS vol-
ume, and so on. Using a batch file, the SuperDAT file is copied to
each location where the local workstations will execute the
update. With T1 connections to each building, this batch file takes
less than a minute to run, which has used up the second minute of
our four-minute update.

The batch file in Figure 1 assumes that the workstation has a
search drive mapped to the SYS:Public directory of a NetWare
server. The first two major functions of the batch file are to delete
the old SuperDAT file and then to rename the newly downloaded
file with a name that will remain consistent; this will become clearer
when I discuss ZENworks. The next lines do the actual copying,
and correct syntax is critical. Piping the “echo y” into the command
does away with the annoying “Are you sure?” prompt. The most
important piece to note is the destination; notice that the destination
is in NDS volume object format. This will force the ncopy utility to
authenticate the user who executed the batch file, to each destina-
tion server. Each copy line can be repeated for all of the servers that
need to have a copy of the SuperDAT file.

As I mentioned earlier, I use Novell’s ZENworks for Desktops to
perform automated workstation management. By creating a
ZENworks application object, the SuperDAT can be executed when
the end user logs into the workstation. Start by creating an applica-
tion object with ConsoleOne in the container where you have
chosen to keep application objects. The application object points to
a common network location (e.g., J:\McAfee\451\dat\superdat.exe)
with the options of “force run” and “run once selected,” as shown
in Figure 2. The application object has a version number that
corresponds with the virus signature update version, as shown in
Figure 3. The application object should be associated with the
appropriate user, as shown in Figure 4. 

When an updated SuperDAT is downloaded, the batch file is run,
and then the version number is incremented in the application object.
It will take approximately one minute to open ConsoleOne and incre-
ment the application object version stamp. The next time the user
logs into the network, the ZENworks Application Launcher will
check the version stamp in the workstation’s registry and realize there
is an update, forcing superdat.exe to be launched. Using the /SILENT
command line parameter with the SuperDAT runs the process in the
background and the end user does not even know it has happened;
this take less than 30 seconds, including the login process.

Now you can update your workstations in less time than it takes
to brew a pot of coffee. In Part II I will examine how you can update
your servers. Stay tuned.  
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FIGURE 3: CONSOLEONE APPLICATION OBJECT SCREEN
SHOWING THE VERSION NUMBER IN THE OPTIONS SECTION
OF THE DISTRIBUTION TAB

The version number corresponds with the virus signature update version (e.g.,
SDAT4213.EXE).

FIGURE 4: CONSOLEONE APPLICATION OBJECT SCREEN SHOWING
THE ASSOCIATIONS SECTION OF THE ASSOCIATIONS TAB

Associate the Application Object with the appropriate users.


