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AT this point, Penny’s network infrastructure is largely
set up: The bad guys are kept out (although a letter

from reader Richard Keating reminds me that I have not
addressed how to protect Ice Floe Housing from Denial of
Service attacks or their more insidious brethren, Distributed
Denial of Service attacks. Unfortunately, such a discus-
sion is beyond the scope of this series.) Name
resolution works correctly, and any
employee plugging a host into Penny’s
network will receive a legitimate IP
address and hostname.

It is almost time for Penny to
begin using her network to get
actual work done. One of the most
critical functions for any office is
file and print sharing. Authentication
is another critical function, so that
it is not necessary for each machine
on her network to have its own pass-
word database. We are assuming here
that the machines Penny’s employees will
use to do their work will be primarily standard-
issue Windows PCs. The task this month will be
to set up a Windows NT-style domain (not to be confused
with a DNS domain), and configure Penny’s server so that
it becomes an authentication source and file-and-printer-
sharing nexus.

SAMBA

Fortunately, a package known as Samba exists within all
major Linux distributions. This provides an implementation
of Windows’ Common Internet File System (CIFS) and the
Server Message Block (SMB) protocol. The basic role of
Samba is to fool your client machines into believing that the

machines running Samba are Windows file servers or
Domain Controllers. Samba is licensed under the GNU
Public License, which means (among other things) that the
source code is freely available. As of this writing, Samba
2.2.5 is the most current version, with 3.0 expected to appear

in the not-too-distant future.
By the time you read this (and Penny imple-

ments it), Samba 2.2.5 (or later) will probably
be available as a patch from all major

distributors. If you are running Linux
on the S/390 or zSeries, you will
want to move to Samba 2.2.5
rather than the version on your
distribution because the winbindd
program (part of Samba) crashed
rather messily on the S/390 in
previous versions, and there were

situations in which an unpatched
2.4.7 kernel could interact with

Samba 2.2.2 to hang your Linux
instance. If you are trying to run Samba

on the S/390 or zSeries, and are experienc-
ing problems, please verify that you have both a

recent kernel and a recent version of Samba.

SAMBA LIMITATIONS

Samba, in its current incarnation, functions quite happily
as a file-sharing peer or as a Primary Domain Controller. It
does not support domain trusts, nor does it act as a Backup
Domain Controller, nor is it able to participate in Active
Directory — it acts as a Windows NT server, and Windows
2000 clients must use it (in NBT compatibility mode) as
such, rather than as a native Windows 2000 server. Version
3.0 should support BDC functionality as well as SAM
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replication (domain trusts, SAM replication
and BDC functionality are all really aspects
of the same problem); plans for full Active
Directory support are murkier. Server-side
print driver functionality is spotty at best; it
is claimed to work, but it works only for a
fairly small subset of printers, and is an
absolute beast to configure.

Despite these limitations, Samba is ade-
quate for the vast majority of cases, and is
sufficient for Penny’s needs.

A word of caution for S/390 and
zSeries users running penguin colonies
under z/VM: By default, Samba expects
to use broadcast to locate a controller or
master browser on a particular subnet.
HiperSockets do not support broadcast;
you will either need to explicitly specify
the local master to your clients, or use
z/VM 4.3 or later and virtual OSA (rather
than HiperSockets) for your internal virtual
network. Virtual OSA supports broadcast
perfectly well, and Samba will not be able
to tell the difference between that setup
and being on an actual LAN with physical
OSA interfaces.

PENNY’S SETUP

Penny wants to create an authentication
domain called “IFH,” into which all
machines and users will authenticate.
Further, she wants to put users’ home direc-
tories on the server. This will make disaster
recovery, which I will tackle next, much
easier, as she can simply tell her users, “If it
is not on the server, it does not get backed
up.” She can also make a shared read-only
area of the disk available to users’ machines
for company documents and installation
media, and have a small world-writable area
to make file sharing slightly easier (this is
usually done simply by having users mail
files to each other, but it makes a somewhat
interesting example).

The first thing Penny will do is to install
Samba. Although she certainly could get it
from www.samba.org and compile it her-
self, she will instead install it via YaST
Online Update, since her server is running
SuSE. Let’s assume that this gives her a
sufficiently recent Samba. We will also
assume that she has already created the
server directories /shared and /repository,
which will be her read-write and read-only
areas, respectively.

Next, Penny needs to configure Samba to
suit her needs. She can do this by editing

the text file smb.conf. Its location differs
from installation to installation: A default
Samba installation would put it in
/usr/local/samba/etc, but SuSE keeps it in
/etc/samba, which is where Penny finds it.
First, she copies /etc/samba/smb.conf to
/etc/samba/smb-conf.orig so she has a
clean initial copy, and then she begins to
edit the file.

The command man smb.conf will tell her
all of the (many) configuration options.
However, for a setup as simple as hers, she
does not need to change very much. Let’s
start with the global options.

GLOBAL SAMBA OPTIONS

In /etc/samba/smb.conf, Penny will need
the shares shown in Figure 1 (many of these
are unchanged from the SuSE defaults).
Let’s go through what all of this means.

“NetBIOS name” and “Workgroup” are
self-explanatory: the name this machine
reports in the context of its domain and the
workgroup (or domain) where it belongs.
“OS Level” is a value used by the SMB pro-
tocol to determine which machine gets to be
the domain master; setting it higher than 32
ensures that this machine will be the master.
Setting “domain master,” “local master,”
and “preferred master” all to “yes” ensures
that Samba thinks it is supposed to be the
Domain Controller.

“Security=user” is required in order for
the machine to function as a Domain
Controller; essentially, it tells Samba to
use the underlying OS mechanisms for
authentication. This means that each
Samba user must be known to the Linux
system on which Samba resides. “Encrypt
passwords=yes” is also necessary for DC
functionality, and is a good idea in any
event. We map guest access to the
“nobody” account. “Map to guest” has a
misleading name; essentially, what it
means is that non-existent user names are
mapped to a (non-privileged) guest
account, and extant user names with incor-
rect passwords are rejected.

The “socket options” line simply opti-
mizes Samba’s performance on a LAN;
since Penny’s network is small and does
not require bridging subnets, these are the
correct settings.

“Printing=LPRNG” is the SuSE default:
SuSE uses the Next Generation LPR pack-
age, by default, to manage its printing, and
we assume that Penny is using it, too. The
next two lines simply say, “any printer list-
ed in /etc/printcap gets exported to
Windows clients looking for a printer.”

“Wins support=yes” means that Samba
will perform WINS name resolution; thus,
Windows clients can use this machine as a
WINS server. The default Unicode charac-
ter set is ISO 8859-15, which is “Western
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[global]

netbios name=SERVER
workgroup=IFH

os level=64
domain master=yes
local master=yes
preferred master=yes
security=user
encrypt passwords=yes
guest account=Nobody
map to guest=Bad User

socket options=SO_KEEPALIVE IPTOS_LOWDELAY TCP_NODELAY

printing=LPRNG
printcap name=/etc/printcap
load printers=yes

wins support=yes
character set=ISO8859-15
client code page=850

domain logons=yes
domain user=yes

logon path=\\%L\profiles\%U
logon drive=H:

add user script=/usr/sbin/useradd -d /dev/null-s /bin/false -M %u

FIGURE 1: GLOBAL OPTIONS IN /ETC/SAMBA/SMB.CONF 
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Europe with Euro.” On the client side, DOS
code page 850 (Latin-1) will be used.

“Domain logons=yes” and “domain
user=yes” are a pair of options necessary
for Samba to act as a PDC. “Logon path”
is the standard place for user profiles to go
on an NT system; we assume that Penny
has mostly Windows NT or 2000 users.
User homes will be mapped as Drive H on
client machines.

The “add user script” line is used to auto-
matically create machine trust accounts: The
first time a machine connects to the domain,
an account for that machine is created. It will
have /dev/null as its home directory and
/bin/false as its login shell, so it will not actu-
ally be possible to log into the machine as that
user. This simply enables Samba to allow new
hosts to connect to the domain without
administrator intervention. In a Windows
2000 environment, the first time a machine
connects, the user must log in as an adminis-
trator to create the machine trust account.

PER-SHARE CONFIGURATION

Now that is done, another share must be
set up in order for Samba to function as a
domain controller. It is the “Netlogon”
share. Its entry in smb.conf looks like what
is shown in Figure 2.

As you might expect, this designates the
/var/lib/samba/netlogon directory as the
place where user logon information is
stored; it is only writeable by the users
“root” and “Administrator.”

These entries are sufficient to get Samba
set up as a Primary Domain Controller. Now
Penny must add the actual file shares she
wants her users to be able to access. That
requires one stanza in smb.conf for each
share. See Figure 3.

What this means is that home directories
will be accessible as a file share; directories
and files created underneath them will, by
default, be fully accessible by the owner, read-
able by other members of the same group, and
inaccessible to everyone else. The share is not
browseable because it is not generally desir-
able to advertise what users are on the system.
No path is necessary, because the user’s home
directory will be looked up in /etc/passwd.

The “repository” share is only writeable by
“root” and “Administrator”; everyone else
sees it as a read-only share. “Shared,” on the
other hand, will be writeable by everyone if
the underlying default file permissions are
correctly set (Penny would use mode 1777,

which means a directory to which everyone
can write, but only the owner of a file is
allowed to delete that file).

ADDING USERS

Adding users becomes a two-step
process. In addition to the useradd com-
mand (or using YaST, vipw, or whatever
method you use to add a user to /etc/passwd
— Penny uses YaST), you (and she) will
need to run “smbpasswd -a userid” to add
the user to Samba’s password database.
Methods exist to keep both Samba and
Linux authentication information in, for
example, an LDAP database, but these are
beyond the scope of this article.

ADVANCED TOPICS

I have only scratched the surface of
Samba. You can also use Samba to re-export
NFS, which makes it possible to use NFS-
based file shares without installing an NFS
client on your Windows machines (there are
still some file locking issues with this, but
most of the time it works reasonably well).
Sine Nomine Associates has been working
on a way to share AFS (Andrew File
System) volumes via Samba, which will,
when complete and stable, give you the ben-
efits of an AFS system (distributed, robust
file storage) with the ease of use of
Windows file sharing.

A more immediately useful approach for
Penny would be setting up server-side print
spooling with download-on-demand drivers,

so that clients do not have to set up print
queues individually, but can instead print to
whatever printer the server shows them, and
receive the appropriate drivers.

An in-depth discussion of this would be too
long for this article, but the procedure is doc-
umented in the SAMBA HOWTO documents
available from samba.org, at, for instance,
http://us1.samba.org/samba/docs/man/Samba
-HOWTO-Collection.html#PRINTING.

Effectively, you create a [print$] share,
create the appropriate subdirectories
beneath it to represent client architectures
you expect to connect (Windows NT/x86
and Windows 9x being the principal ones),
and then populate those directories with the
requisite printer drivers. It is this last step
that is tricky. The Imprints project at
imprints.sourceforge.net attempts to make it
easier, but that project seems to have stalled.

A connecting client should be able to
automatically download and install the
appropriate printer driver for the printer it
uses. I have personally never gotten this to
work smoothly; what I would advise Penny
to do, and what I do at most sites, is to use
Ghostscript on the print server to render
PostScript into the printer’s native lan-
guage, and then install a generic PostScript
printer driver on each client. This has the
advantage of a uniform client installation,
as the client never needs to know or care
what the actual printer type is. On the other
hand, it limits your ability to print forms or
use special features of a particular printer
if that printer is not already PostScript-
capable. Of course, most printers in all but
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[netlogon]
path=/var/lib/samba/netlogon
read only=yes
write list=root, Administrator

FIGURE 2: THE “NETLOGON” SHARE 

[homes]
comment=Home Directories
read only=no
create mask=0640
directory mask=0750
browseable=no

[repository]
comment=Software Repository
read only=yes
write list=root, Administrator
path=/repository

[shared]
comment=Shared Storage Area
read only=no
path=/shared

FIGURE 3: FILES SHARES TO BE ADDED FOR USER ACCESS 
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the smallest workgroup environments
already understand PostScript, so this is
not usually an issue.

If you are using Linux on the S/390 this is
really a non-issue. No drivers exist for channel-
attached printers, so if you are printing to a
printer directly connected to your mainframe,
you are almost certainly going through either
VM or OS to do so. In that case, you can sim-
ply tell Linux to print to the lpd print queue
managed by the other OS, and let it do all the
work of rendering your output.

CONCLUSION

Penny now has her server set up as a
Windows authentication and file-sharing
source. Although I did not cover it to any

great extent, any printers she defined (for
instance, using YaST at installation time) are
also shared. The first time a client computer
connects, an administrator will need to be
present to enable creation of the machine
trust account, and manually configure user
accounts. Once that is done, a user can use
the IFH network exactly as he or she would
a real Windows domain. The user will log in
and authentication will be performed by
something that looks exactly like a Windows
PDC, and he/she will be able to access
shared files and server-managed printers.

Next month, I will begin a two-part series
on disaster recovery. Penny will examine
the options available to back up her critical
machines quickly and easily, will choose a
backup solution, and will define and imple-

ment a backup policy that will keep her data
intact in the event of failure of one or more
of her machines.  
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