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T oday’s IT infrastructures are highly complex
amalgamations of proven “heritage” technologies
and current integrated applications, systems,

devices, hardware platforms, and middleware components.
For most sites, a mix of server platforms — mainframes,
Unix, Linux, Windows NT/2000, OpenVMS, etc. — is
more typical than not. Obviously, it is necessary for all
elements to function interdependently, reliably and at
peak efficiency across globally distributed enterprises.
Additionally, it goes without saying that it is imperative
that these infrastructures evolve rapidly to meet continu-
ally changing business needs and user expectations.

In what seems to be a world of limitless technology, limits
still constrain IT budgets and the time and energy of IT staff.

Working smart is a basic criterion for thriving in today’s IT
world. Working smart in the area of monitoring and manage-
ment especially can bring both immediate and long-term
benefits to your organization. Intelligent, automated monitor-
ing and management software plays a key role in making
integrated infrastructures work efficiently and cost-effectively
in terms of both human effort and the bottom line.

PERFORMANCE MONITORING AND
MANAGEMENT MUST EVOLVE WITH
YOUR INFRASTRUCTURE

Given the dynamic nature of IT, you need to continually
re-examine monitoring and management solutions to

O ne of the most under-utilized aids in staying ahead
of the IT curve is the effective use of monitoring and

management solutions. A periodic review of these tools
and practices can help organizations not only keep
pace with the most dynamic IT environment, but
effectively anticipate and accommodate future IT
development — all while achieving even higher levels
of performance right now.
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make sure they are still viable. Periodic
review of your tools and practices helps
ensure that you can continue to meet today’s
challenges and are utilizing your resources
to their full potential. Periodic review can
also result in immediate wins for strained IT
budgets and staff.

A 10-POINT STRATEGY FOR
REVVING UP YOUR MONITORING
AND MANAGEMENT

The following 10 tips describe factors that
contribute to creating an effective and for-
ward-looking monitoring and management
approach. You can use these tips to
re-examine and refine current monitoring and
management practices and tools, to set criteria
for in-house development of monitoring and
management tools, or to evaluate third-party
monitoring and management software.

First, let’s identify the basic components of
effective monitoring and management soft-
ware. The central system (or console) is the
location where staff views performance data
and problem reports. An agent collects sys-
tem, application or network data (including
performance and event data), evaluates it, and
forwards it to the central console. Rules (or
sensors) are the instructions that enable an
agent to identify and respond to problems
(e.g., “Quantify I/O over the last 15 minutes;
compare with previous 15 minutes; if increase
is over x%, take the following action...”).

Next, let’s note important areas in which
monitoring and management approaches
can differ:

◆ data collection methods, for instance,
the use of SNMP or local agents on
each monitored system

◆ whether the software can take automatic
corrective actions

◆ whether you must make configuration
and ongoing adjustments by hand or if
the agent can intelligently manage them

◆ the granularity and intelligence of the
rules employed: do they monitor only
large issues such as application status;
do they also monitor basic conditions
such as CPU, I/O, etc.; and can they
bring historic data to bear on evaluation
of current data?

◆ whether you can modify and add rules
yourself, or will need to hire a consultant

◆ how performance and event data is
consolidated for both real-time
monitoring and later reporting

All of these issues can affect the functionality
of a monitoring and management solution
as well as the system and network resources
it requires. Now, on to the tips:

1. Unify monitoring and management
of all distributed systems in one
place. No matter how complex
your infrastructure, your monitoring
and management solution should
provide a single, centralized view
of all components, including
application servers, database servers,
messaging servers, Web servers,
enterprise and eBusiness applications,
and operating systems, hardware,
tools, and utilities.

The single console model shown in Figure
1 brings an array of invaluable advantages:

◆ gives you a unified view of your
entire architecture

◆ is able not only to monitor and manage
individual components, but also the
interaction between them

◆ filters event data before forwarding it to
the appropriate specialist, helping him
spot problems more quickly

◆ gives senior IT managers a
comprehensive view of enterprise-wide
conditions by making all data and event
reports accessible from one location

◆ facilitates the resolution of complex
problems by enabling specialists to
share information and combine their
skills and resources.

2. Unify monitoring and management
of multiple platforms. As IT
infrastructures have expanded — not
only to provide more functionality, but
because of business mergers and
restructuring — they have invariably
become multi-platform. To achieve the
best performance, monitoring and

TECHNICAL SUPPORT • OCTOBER 2002

FIGURE 1: CENTRALIZED VIEW

FIGURE 2: WORKLOAD CHARACTERIZATION
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management of these integrated
systems must be totally transparent
and seamless, with no variation in
performance and responsiveness for
different hardware platforms,
operating systems, network
protocols, or applications. Among
the technologies that must be
monitored are:

◆ hardware platforms from legacy
mainframes to multi-tiered client/server
and eCommerce systems with
Web-based front-ends, as well as any
new hardware technologies that emerge

◆ operating systems: IBM OS/400, Unix,
Linux, Windows NT/2000/.NET, Novell
NetWare, OpenVMS

◆ network protocols: SNMP, TCP/IP,
FTP, HTTP

◆ DBMSes: IBM DB2, Oracle, Microsoft
SQL Server, Sybase Adaptive Server

◆ Messaging applications: Lotus
Notes/Domino, Microsoft Exchange

◆ Web and eCommerce servers: Apache,
BEA WebLogic, Microsoft IIS

3. Unify monitoring and management
of proprietary as well as standards-
based technologies. The typical
integrated IT environment today
combines proprietary and
standards-based technologies,
including both home grown and
packaged applications that have been
customized and amended extensively.
Much IT effort has been spent
integrating these technologies so they
interact with each other smoothly
and efficiently.

Therefore, not only must a
management solution monitor all
components with equal ease and
effectiveness, it must also monitor the

interaction between components. For
example, consider a Web-based
application that draws upon a back-end
database: It is necessary to detect
problems not just with the front-end
system and the back-end database, but
all the interactions involved in
transferring data between them.
Monitoring these interactions can
yield big benefits.

This comprehensiveness and
granularity is achieved through the
modification of existing rules and the
creation of custom rules that suit
site-specific, often unique combinations
of technologies. While most monitoring
and management solutions allow this,
the complexity of the process often
requires arduous and time-consuming
programming. The best return-on-
investment is achieved by monitoring
and management solutions that enable
the user to create rules and adapt
monitoring parameters, such as
schedules, thresholds, and corrective
actions, through a well-designed
graphical interface that requires no
scripting or code writing.

4. Choose a monitoring and
management solution that is
self-configuring and self-adjusting.
Customizing and then implementing
new monitoring and management
solutions should not eat up huge
amounts of IT staff time. It most
definitely should not require the use of
expensive outside consultants.
Monitoring and management solutions
with enough built-in intelligence use
dynamic self-configuration to speed
deployment. At the agent level, these
solutions automatically perform many
basic configuration tasks such as
identifying which applications,
underlying disks, and file systems to
monitor and which services to check.

An intelligent management solution
can also help achieve optimal system
performance over the long-haul by
automatically setting and maintaining
appropriate thresholds across the full
infrastructure for processing loads,
disk space, network traffic, output to
peripherals, and so forth. What
constitutes “normal” traffic or processing
levels for one department or application
may be very different for other systems,
user groups, and at different times of
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FIGURE 3: FAULT TOLERANT EVENT FORWARDING

FIGURE 4: CLOSED LOOP MONITORING
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the year. Trying to maintain the correct thresholds manually
would be not only impossible but also time-consuming and
unending. Through workload characterization, however, an
intelligent agent will dynamically discover new traffic and
processing levels and adapt its monitoring thresholds
accordingly. See Figure 2.

5. Demand a monitoring and management solution that will
scale and extend easily. No viable IT infrastructure remains
frozen in one configuration. Business goals and the realities
of the marketplace often require rapid change. Yet, you
cannot afford to replace a monitoring and management
solution every year because it has become obsolete. It must
scale and extend right along with your infrastructure. This
ability begins with the capacity to create and customize rules
(Tip #3) and with automated reconfiguration and application
detection (Tip #4).

The ability to scale and extend continues with features that
take the repetition and drudgery out of propagating these new
and modified rules (and additional configuration changes)
across the enterprise. The user interface and underlying
architecture of your monitoring and management solution
should provide an elegant way to replicate tasks and other
operations in a “macro” fashion. Ideally, you should only
need to perform any necessary change or task once, and then
replicate it to all affected systems in one easy step.

6. Head off potential problems through truly proactive
monitoring. Much of what companies label as proactive
monitoring is, in fact, reactive. IT personnel receive
notification only when problems have already interrupted
application availability or performance. Truly proactive
monitoring means monitoring for sources of future trouble,
such as changes in traffic levels, processing volume, and any
other suspect condition. The key to achieving such preventive
monitoring lies in the ability of intelligent, distributed agents
to collect and analyze the right data from each component
and multi-component interaction.

The more proactive the monitoring, the more problems can
be totally avoided, thus making for higher service levels and
more satisfied users. Proactive monitoring also helps make
better use of IT staff time and resources, and when staffers
spend less time putting out fires, they can focus their energies
on big-picture, future-oriented issues and strategies.

7. Harness real-time redundancy to guarantee fault-tolerant
monitoring and management. Continuous availability
requires the implementation of redundancy in crucial
systems. This is as true for monitoring and management as it is
for the overall functioning of the infrastructure. Fault-tolerance
in a monitoring system entails two important strategies. First,
performance and event data should be collected by redundant
systems, with at least one backup console supporting the
primary. If the primary console fails, the data is still readily

accessible. An additional backup lies in the agents themselves:
If there is a failure on the network the agents continue to
record data, and when the network connection is restored,
they forward it to the central and backup consoles. Information
is never lost due to single-point failures. See Figure 3.

Second, the central console should regularly poll all agents
to make sure they are running and that information can still

reach the console. In this way, an interval of quiet due to a
severed network connection cannot be mistaken for an
interval of quiet due to problem-free operations.

8. Let closed-loop monitoring end event clutter. Often the
sheer volume of irrelevant data that they must wade through
hampers the effectiveness of support groups. Closed-loop
monitoring simplifies and rationalizes this data deluge. Instead
of dumbly presenting every event message as a standalone
issue, a solution that provides closed-loop monitoring will
classify each event as either “new,” “updated,” or “closed.”
For instance, if an application fails, only the first report of
this failure is “new.” Subsequent reports are “updated,” thus
clearing away what would otherwise look like a string of new
and unrelated problems. Appropriate actions can be initiated
based on the event category, and when the problem is resolved,
the report will be classified as “closed.” See Figure 4.

9. Take advantage of automated corrective action. What
happens when the monitoring software detects a problem or
potential problem? Responses can run the gamut and include:

◆ automated notification of staff who then correct the
problem manually

◆ automated notification of staff followed by automated,
scheduled checks on the problem’s status and
further notification as necessary (escalation via
closed-loop monitoring)

◆ automated corrective action
◆ automated corrective action followed by further checks and

escalations as necessary.

Should you employ auto-correction, and if yes, how
extensively? These answers depend on your individual
comfort level, the nature of your IT environment, and
end-user or management concerns. The more intelligent
monitoring and management products provide a high
level of flexibility in this area: You can apply any degree of
auto-correction to highly targeted situations as part of a
well-thought-out escalation strategy.

10. When you fulfill your Service Level Agreements —
whether formal or informal — show it! Nothing can
communicate like well-designed, timely reports and graphs.
They help you prove that you have met system performance
goals. In the case of formal SLAs, they may even be
contractually required. Reports and graphs also facilitate
planning exercises by providing insight into usage trends.

Reports and graphs should track performance across the
entire IT infrastructure and offer clear, easy-to-read data, in
either tabular or graphical form as necessary for greatest clarity.
Further, there is an often-overlooked last step: You should
generate and distribute reports and graphs automatically via
email or intranet to save labor and encourage their timely review.

CONCLUSION

In the face of unprecedented and increasing IT complexity,
challenging market conditions, and serious budget pressures, IT
managers must leverage every advantage just to stay even. The idea
of getting ahead of the curve often seems like an impossible dream.
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One of the most under-utilized aids in achieving this dream is the
effective use of monitoring and management solutions. A periodic
review of these tools and practices can help organizations not only
keep pace with the most dynamic IT environment, but effectively
anticipate and accommodate future IT development-all of this
while achieving even higher levels of performance right now.  
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Heroix’s multiplatform application monitoring and management soft-
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Raytheon, where he gained not only a deep understanding of systems
issues and software development, but a solid grounding in the real
world of business, IT budgets, and time pressure. 
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