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Visual Trace

I recently attended a training course in Tampa Bay, FL. One of
the things I enjoy most about attending off-site training courses

is meeting different networking professionals. It is very interesting to sit
down with people from other companies to discuss common problems.
While at this training course, I met two individuals who work for a
company that is (for reasons I cannot discuss in this column) a constant
target for computer hackers. Over dinner one night, we were discussing
these cyber attacks and some of the prevention and documentation
processes this company uses. This company takes cyber attacks very
seriously, as they fully investigate and document each attempted
attack, and in certain cases, press charges against the perpetrator(s).

This counter attack methodology intrigued me and I asked many
questions about the process and tools used to investigate and
document the attacks. Many of my questions went unanswered as
my newly found colleagues were under strict secrecy policies,
however, they did tell me about one of the tools they use to inves-
tigate cyber attacks: McAfee’s Visual Trace.

When I got back home from the training course, I purchased and
downloaded Visual Trace from the McAfee Web site. I found that I
could use Visual Trace as a troubleshooting tool for networks as
well as a documentation tool for security incidents. In this month’s
column, I will show you some of the capabilities of Visual Trace
and how it can be used as a diagnostic tool within your network.
Note: I do not usually write product informational type material in
this column, but I was so impressed with the value of Visual Trace
to network administrators, that I just had to write about it.

TRACING THE COMMUNICATIONS ROUTE

The most impressive feature of Visual Trace is the graphical
representation of the communications route used between two
Internet connected computers. For example, Figure 1 illustrates
the communications route to a specific IP address. Notice that the
communications route starts in Allentown, PA, and then passes
through London before terminating in Abu Dhabi.

You can enter either an IP address or a URL in the “Target” window.
When you click on Go, Visual Trace will dynamically build the
map showing the communications route.

IDENTIFYING COMMUNICATIONS SLOWDOWNS

You can also use Visual Trace to show you where slow downs are
occurring on the network. By changing the view to “Node View,”

the screen shown in Figure 2 will be displayed. You can see from
this view that the last leg of the communications route took 793ms.
This view quickly identifies network or component bottlenecks.

You can also view this information in a “List View,” as shown in
Figure 3. The List View provides a more concise representation of
the Node View data.

FIGURE 1: THE COMMUNICATIONS ROUTE

Visual Trace shows the Internet communication route between computers, and much more.

FIGURE 2: FINDING NETWORK BOTTLENECKS 
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VIEWING REGISTRANT
INFORMATION

There may be times when you would like to see who is the
owner of a particular Internet site. This information would be
useful when investigating a cyber attack or tracking down the
source of a SPAM site. Visual Trace collects and displays this
registrant information for each node within the communications
link. I performed a trace on www.naspa.com, and then displayed
the registrant information for the last node (node 16 of 16). As
you can see, Scott Sherer is the administrative contact for this
site as shown in Figure 4.

COMMAND LINE INTERFACE

Visual Trace does provide a versatile command-line interface
with the product. The command-line interface is useful in situations
where you need to automate the tracing functions of Visual Trace.
For example, if you have automatic processes in place that attempt
to identify a potential cyber attack, you can have that process
execute a command-line call to Visual Trace, using Visual Trace to
immediately trace the potential hackers communications route and
other information.

The data produced by the Visual Trace command-line interface is
stored in a comma separated values (.CSV) file. You can use spread-
sheet applications, such as Microsoft Excel, to display, manipulate
and chart the data produced by the command-line utility.

CONCLUSION

Whether you are attempting to gather information on a hacker,
chasing the source of SPAM or monitoring the responsiveness of
your network, Visual Trace is an excellent tool to help you meet
your objective. Visual Trace also claims to have the ability to trace
email addresses. I could not get this feature to work due to a known
problem with Visual Trace and the iphlpapi.dll file. With all of the
features packed into Visual Trace, I expected the product to be quite
expensive. To my surprise, you can purchase Visual Trace for
$19.95. This is a great price for a handy utility!

If you have any questions or comments on this material, or have
suggestions for future topics, please feel free to email me at
johnj@fast.net.
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FIGURE 3:  COMMUNICATION NODES 

The List View provides a concise list of communication nodes.

FIGURE 4: REGISTRANT INFORMATION 

Registrant information is retrieved for each communications node passed.


