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PART I examined virus protection at the workstation
level. Now, let’s look at protecting the net-

work server.
On November 2, 1988, a young doctoral student at Cornell

University released a small piece of code that crippled VAX
and Sun 3 systems, literally ripping the Internet apart at the
seams. The damage, however unintentional, was done.
Network servers crashed or became
catatonic, denying resources and
services to users. This occurred
before the commercialization of the
Internet; its “size” was relatively
small compared to what it has
grown to today.

Virus protection for the network
server, a very small portion of over-
all network security, is probably the
most important layer of securing
your network from the uninhibited
propagation of viruses. Anti-virus
protection for the network server is
a must.

Now let’s look at why, and which net-
work operating systems can be infected.

A network server is loosely defined
as any computer that shares resources
(e.g., files, printers, applications, etc.)
to other computers on the network. The functional definition
of a server identifies its criticality or level of importance. The
server is usually focused on performing only a few functions
and sometimes merely one. A large database server will most
likely host only the resource of the database contents; expect-
edly considered a high criticality function. Denial of access
to resources from this type of server because of a virus
infection could be extremely costly to any organization.

Taking an email server offline because of an infection might
be less costly, but nonetheless equally embarrassing. This
ability to “share” files makes the network server a perfect
target for self-replicating malicious logic a.k.a. a virus. One
infected file on a network server, even something as benign
as a MOTD (Motto of the Day) program, could have the
potential to infect hundreds or even thousands of worksta-

tions before the network administrator
would have time to react.

The most popular network operating
systems (NOSes), Novell’s NetWare,
Microsoft’s Windows NT, and some
type of Unix variant (Solaris, Linux,
etc.) are all vulnerable to infection by
a virus. I do not mean to imply that
the actual operating system kernel is
vulnerable to infection, but rather a
resource (files or applications) being
hosted by a server running the partic-
ular NOS could become infected. As
the NOS becomes more sophisticated
and capable of transparently “shar-
ing” files with almost any workstation
operating system, the ill-effects of a
virus infection become, not only more
difficult to contain, but more costly to
the organization. Certain NOSes are

less susceptible to virus contamination than others are, but
that is not the scope of this article. However, I must make
note of the fact that Microsoft’s Windows NT has been the
preferred target of virus writers.

According to McAfee’s Virus Information Library
(http://vil.nai.com/vil/default.asp ), more than 62,000
viruses exist today, and the vast majority target Microsoft’s
DOS/Windows operating system(s)/environment(s).
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According to Kaspersky Labs, in 2000, 43 viruses were identi-
fied to infect the Linux operating system. Although 43 viruses
seem much better than thousands, let me add that the Linux OS
experienced a seven-fold increase (yes, 700 percent) in viruses
from the previous year. NetWare Loadable Modules (NLMs) and
the NetWare operating system components have yet to be infected
by any virus.

Two of the most recent, and most notorious, viruses to specif-
ically target a server resource are Nimda and Code Red.
Although there were variants of both viruses, their effects are vir-
tually the same. Nimda, an Internet worm with seven known
variants and 18 aliases, was discovered seven days after
September 11, 2001; coincidence? Perhaps. The origin of Nimda
has never been discovered. Nimda is a mass-mailing worm
designed to infect vulnerable Microsoft Internet Information
Services servers. The worm attempts to exploit the Directory
Traversal vulnerability (http://www.microsoft.com/technet/
security/bulletin/ms00-078.asp), which would allow the attacker
the availability to install and run code, as well as add, change, or
delete files or Web pages on the affected server. The vulnerability
that the Nimda code attempted to exploit had been identified
almost an entire year earlier (October 2000). For this reason, system
administrators must ensure their systems are kept up to date with
the latest vulnerability fixes.

The Code Red Internet worm was discovered in July 2001. In
fact, Nimda made certain attempts to utilize a backdoor put in
place by the Code Red worm. The following is an excerpt from
Symantec’s Security Response center. This provides some tech-
nical details on exactly how the Code Red worm attempted its
dirty work:

“The worm sends its code as an HTTP request. The HTTP request
exploits a known buffer-overflow vulnerability, which allows the
worm to run on your computer. The malicious code is not saved as
a file, but is inserted into and then run directly from memory.

Once run, the worm checks for the file C:\Notworm. If this file
exists, the worm does not run and the thread goes into an infinite
sleep state.

If the file C:\Notworm does not exist, then new threads are created.
If the date is before the 20th of the month, the next 99 threads
attempt to exploit more computers by targeting random IP addresses.
To avoid looping back to infect the source computer, the worm will
not make HTTP requests to the IP addresses 127.*.*.* .

If the default language of the computer is U.S. English, further
threads cause Web pages to appear defaced. First, the thread sleeps
two hours and then hooks a function, which responds to HTTP
requests. Instead of returning the correct Web page, the worm
returns its own HTML code. The HTML displays:

Welcome to http:// www.worm.com !
Hacked By Chinese!

This hook lasts for 10 hours and is then removed. However, reinfection
or other threads can rehook the function.

Two versions of this worm have been seen in the wild. The second
version does not cause the Web pages to be defaced.

Also, if the date is between the 20th and 28th of the month, the
active threads attempt a Denial of Service attack on a particular IP
address by sending large amounts of junk data to port 80 (Web

service) of 198.137.240.91, which was www.whitehouse.gov. This
IP address has been changed and is no longer active.

Finally, if the date is later than the 28th of the month, the worm’s
threads are not run, but are directed into an infinite sleep state. This
multiple-thread creation can cause computer instability.”

Viruses with this type of sophistication and ability are no doubt
only going to become more difficult to combat.

As with the availability of PC based anti-virus software, there
are many products available for the server side; Symantec,
McAfee, Sophos, and F-Secure, are just a few of the companies
who have server-based anti-virus software. The software that you
choose to run on your network servers will most likely depend on
your specific environment. Symantec’s Norton Anti-Virus might
be better suited for a Microsoft Windows NT environment, where-
as McAfee’s NetShield might be better for the Novell NetWare
environment. For the purpose of this article, I have chosen to
illustrate the installation and configuration of McAfee’s
NetShield v4.6 for NetWare.
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FIGURE 2: THE ALERT MANAGER PROPERTIES 

FIGURE 1: THE CONFIGURATION CONSOLE UTILITY 
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COMBATING VIRUSES ON
THE SERVER

Now for the good stuff. The installation
of McAfee’s NetShield was just as simple
and straightforward as the PC-based product.
As I stated in Part I, I prefer to perform a
custom installation, selecting only the pack-
ages I want. I will not elaborate on which
packages I feel are important and which
ones are not; rather, it is up to the system
administrator to rely on his judgment and
experience to select what he feels is best for
the environment.

It is very simple to configure NetShield
using the supplied console utility (See
Figure 1.). When you first run this utility,
you will be prompted to choose the server
that you want to configure. The utility will
also prompt you for a password. There is a
default password for the first time it is run;
it is recommended that you change this
password.

From this console utility, you have the
ability to scan the server’s volumes, config-
ure alert notifications, and schedule the
server to perform automated updates of the
virus signatures and scan engines.

The Alert Notification Manager (Figure
2)  allows you to configure alert notices via
network messaging, email, paging, SNMP
traps, network printers, launching external
programs, and to even forward the alerts to
other systems.

The Server Console Screen (Figure 3)
does not have the ability for configuration
options only details on the task at hand,
summary information of virus activity, the
virus definitions and scan engine version,
and an unload option.

Now that the server is safe, we will explore
the available options of securing the email
gateway in the final part of this series.  
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FIGURE 3: THE SERVER CONSOLE SCREEN 


