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Did you know that approximately 55
percent of the world’s digital data is

stored on single-user systems? This is one
of the many facts revealed by Berkeley
University’s exhaustive study on digital
data (www.sims.berkeley.edu/research/pro-
jects/how-much-info/index.html). This
study provides a great source of statistics
on the way we store data in today’s infor-
mation-overloaded society.

Fifty-five percent of data on single-user
systems! That is a pretty scary figure, and it
is increasing. We tend to think of ourselves
as living in a “connected” world, where the
data we need is securely managed on a
server nearby, accessible in seconds.
However, just how connected are we really?
For all the efforts of the IT industry to make
data accessible, shareable and secure, the
way we want to live and work makes such
goals unattainable.

Consider the wonderful variety of elec-
tronic devices that qualify loosely as “single-
user systems”:

● First, there is the desktop. With LAN-
attached PCs, the data stored on them can
be made reasonably accessible locally or
remotely. However, with the growing
number of telecommuters who spend at
least part of their workweek in the “home
office,” data sharing between PCs
becomes altogether more challenging.

● Laptops and notebook PCs further
complicate the issue. How much
business-critical data is now stored on
computers that are carried around
under the arm, casually left in cabs and
restaurants, and all-too-often fall into
the wrong hands?

● PDAs and palmtops are the ultimate
nightmare for the data administrator, as
these devices have a voracious appetite

for corporate data, and can disappear
without a trace, taking the data with
them. PDAs are “personal computers”
in the true sense of the word, and the
information they hold is notoriously
difficult to manage.

“Single-user systems” pose a number
of challenges for corporate IT:

● Performance and reliability. Storage
guru Fred Moore, writing recently for
Insight IS magazine, stated that: “Much
[single-user] data sits within the last
mile, a now famous descriptor for those
places beyond the reach of high-speed
bandwidth.” Even with the rapid spread
of DSL and cable modems, progress in
the domestic market is slow, and the
implications of business-critical data
trapped behind a thousand bandwidth
bottlenecks are very serious. However,
this is nothing compared with the
PDAs and mobile devices that are
rapidly becoming executive tools: Their
performance can be affected by which
country (or part of the country) the user
is in at any given time; how far he is
from the ground (in some towns
wireless coverage does not reach above
the fifth floor); what the weather is
like; what other sources of interference
are nearby; and precisely which
hardware device he is using.

● Security. Can you be 100 percent sure
that only authorized staff have access to
sensitive corporate data? Within the
enterprise network, you can be reasonably
certain — but what about outside the data
center environment? Security technolo-
gies for many mobile devices are still in
their infancy, and even where sophisticated
tools are available, they are rarely imple-
mented effectively. Moreover, wireless
LANs are painfully easy to tap into.

● Asset management. You may know
where all your servers are (well, apart
from the odd invisible PDP-11 or
System/36 that has been running a
background application for the last 20
years without any human intervention).
You may even pride yourself on the
accuracy of your desktop inventory.
However, where are the hand-held
devices, and what is stored on them?
How current is the data and how
regularly is it synchronized with
central data resources?

Most organizations are losing the data
management battle. Even within the central-
ized environment, data growth is outpacing
our ability to control and manage it, and tra-
ditional storage hierarchies are barely able to
provide the kind of service delivery that is
now rightly expected. Today’s “personal” IT
technologies provide business executives
with greatly enhanced flexibility and mobili-
ty, but in doing so, they pay little attention to
the huge on-going task of maintaining access
to a single, consistent source of company
data, at a predictable level of service.

Many companies need to re-assess their
data storage and management policies to con-
sider precisely how they wish their employees
to treat corporate information resources, to
determine what levels of performance and
security are acceptable within the new para-
digm, and to determine what safeguards need
to be implemented to ensure the integrity of
data. Even with vastly improved adminis-
tration tools, we cannot hope to provide
effective data management unless we know
what we want those tools to do.  
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