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In spite of the “wake-up” call provided by the terrorist attacks
on September 11, 2001, many companies still have not put
business continuity/disaster recovery plans in place. On January

23, 2002, Gartner released the results of a survey it conducted in
cooperation with the Society for Information
Management (SIM). The survey found that
few enterprises have business continuity
plans to deal with the consequences of cata-
strophic damage or physical attacks.1

Today, effective planning for rapid business
resumption is more important than ever due to
many companies’ expanded Web presence,
which demands 24x7 uptime, and increasing
globalization that requires more extensive sys-
tem availability to meet the needs of users in
different time zones. In addition to the
demands of e-commerce and worldwide oper-
ations, some industry sectors face greater
pressure than others to recover quickly from
an interruption. Examples include financial
services, which rely heavily on electronic
transactions; utilities, government and med-
ical services, which are needed to provide
basic infrastructure; safety and health care;
and retailers of food and other necessities.

However, any company can experience
significant loss of revenue or customers, or even failure, from busi-
ness interruption. Gartner estimates that two out of five enterprises
that experience a disaster will go out of business in five years.2

Additionally, although the focus recently has been on catastrophes,

businesses face other types of planned and unplanned interruptions,
such as scheduled system maintenance, relocation to a new facility,
or disruptions caused by system crashes, viruses or events such as
the recent Winter Olympics.

REMOTE ACCESS VIA THE
INTERNET CAN KEEP
BUSINESSES RUNNING

Regardless of the cause, a business
interruption can make it difficult or
impossible for some or all users to access
their desktops. Company locations may go
offline, close down, or be unreachable by
workers. For this reason, organizations
that rely on location-specific access to
corporate information can be at a severe
disadvantage when a problem occurs —
facing not only productivity losses but
also the cost of re-establishing desktops
elsewhere. Companies that implement
business continuity systems giving workers
secure Internet-based access to applications
and data from home or temporary offices
are in a good position to resume business
functions quickly and less expensively.

CURRENT SOLUTIONS FOR BUSINESS CONTINUITY

Let’s look at popular options for business continuity planning,
and how a remote access solution can provide crucial flexibility,
high availability and rapid recovery.

There are a number of
alternatives for ensuring

that a company’s
applications and data are

duplicated and safeguarded
elsewhere. However,

what good are all these
backed up databases and
redundant sites if people
cannot quickly and easily

access and use them?

1Gartner “Business Continuity Lessons Not Learned from Sept. 11,” S. Mingay, January 2002.
2Gartner “Aftermath: Disaster Recovery,” V. Wheatman, September 29, 2001.
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◆ Data storage and replication: This
technology prepares and stores an
up-to-date copy of company databases,
or portions of them, at a separate site for
backup use in case of an interruption. The
accuracy of the backup data depends on
how frequently you do the back up.

◆ RAID or disk mirroring: Redundant
Arrays of Independent Disks (RAID)
provides 100 percent duplication of
data on a second disk within the same
server that the disk controller can
activate if the primary hard disk fails.

◆ Drive imaging: Special software allows
you to copy the complete data, including
applications and configurations, from a
server hard drive onto an imaging server.
If the server or farm is disabled or
destroyed, you can subsequently apply
this data to new hardware to create a
duplicate server farm. The disadvantage
of this system is that users cannot
directly access the imaging servers;
companies must create a second server
farm using the imaged data.

◆ Service providers: Also called “hot site”
providers, these firms provide backup
computer centers that offer specific
hardware platforms for temporarily
hosting customers’ critical applications
in the event of a disaster. The
disadvantages of hot sites include
delays in loading applications and
configuring servers, and the fact that
users must work at the hot site
location, which can cause serious
commuting problems.

◆ Redundant system at offsite location:
The most elaborate backup option is to
establish a complete, redundant system
physically separated from the primary
location so that you can switch operations
over with minimal downtime. This
approach is usually quite expensive.

REMOTE ACCESS WITH
SERVER-BASED COMPUTING

There are a number of alternatives for
ensuring that a company’s applications and
data are duplicated and safeguarded else-
where. However, what good are all these
backed up databases and redundant sites if
people cannot quickly and easily access and
use them? Providing users with fast, “virtual”
access to applications and information neces-
sary to keep the business running is a crucial
yet often-overlooked aspect of an organiza-

tion’s business continuity plan. Implementing
a server-based computing system that supports
secure, Web-based application deployment
can supply the remote access component of a
successful plan.

The server-based computing model is
based on technology that separates an appli-
cation’s logic from its user interface. This
enables application processing, administra-
tion and support to be centralized on a server
or server farm, while the user interface, files
and data are transmitted over the network to
the client device. Users view and work with
the interface as if the application were run-
ning locally; user input is sent to the server,
which performs updates and sends screen
refreshes back to the client. With 100 percent
of processing being done on the server, this
architecture permits applications to be
accessed on just about any type of client
device, and minimizes the amount of data
traveling across the network.

With the advent of Web-based portals,
Citrix developed unique technology that
allows existing Windows and UNIX applica-
tions running in a server-based environment
to be instantly Web-enabled and integrated
into a portal interface that users can access
from a standard browser. The addition of this
technology, called NFuse application portal
software, to a server-based computing imple-
mentation provides a powerful remote access
solution for business continuity planning:

1. Applications hosted on a server farm
can be load-balanced across multiple
data centers in the case of a disruption
at one location.

2. With centralized management,
administrators can quickly reroute users
to another server farm, bringing them
back online with minimal downtime.

3. If users cannot get to their desktops,
they can access applications deployed

through an NFuse portal from home
or other locations using an Internet
connection and a Web browser.

In setting up a business continuity solution
that leverages Internet access to applications,
organizations must make provisions for data
security over a public network. A server-based
computing architecture provides some inher-
ent security because applications reside and
execute on the server, reducing exposure over
the network. However, additional security
measures — particularly encryption — should
be implemented to protect information
transmitted between the server and client.

A SERVER-BASED BUSINESS
CONTINUITY SOLUTION

A complete business continuity solution
that incorporates server-based computing
and Web access is comprised of the follow-
ing components:

◆ Telecommunications provider services:
These include the network used in data
replication as well as Internet
connectivity for remote access if the
primary data center goes down.
A crucial part of any business
continuity plan is a choice of
connectivity options, from T1, DSL and
cable modem to dial-up. Chances are,
during a business interruption, you will
need multiple methods.

◆ Data storage and replication: The
core of any organization’s plan, this
technology ensures critical data and user
profiles are captured and copied to a data
storage unit at the redundant server farm
on a regular basis. Methods here range
from traditional tape backup to real-time
storage area network (SAN) replication
solutions. Costs, the desired currency of
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The Citrix Plan in Action

For its own business continuity plan, Citrix established an independent
MetaFrame server farm at a separate location. User profiles and data are con-
tinuously replicated to an EMC Symmetrix storage unit. The servers are kept in
standby mode. In the case of a disaster, system failure at headquarters or
scheduled maintenance, the user community can be redirected to the redundant
server farm, which can support 200 core users. In the case of a prolonged outage,
additional servers would be added to the farm in the first week to support more
users. Citrix employees access applications through the corporate NFuse
application Web portal, so they could work from home or other locations with
an Internet connection if the headquarters facility was unavailable. They save
files on the file server instead of local hard drives, which allows these files to
be accessed when connecting from a different device or location.
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data and recovery time objectives (RTO)
are the drivers for determining which
method is most appropriate.

◆ Application management: This function
can be considered part of the overall
data replication scheme. Application
management technology provides
replication of application instances to
ensure the backup servers are running
the most recent configuration of each
application. The key here, as with any
replication scheme, is maintaining low
overhead — or minimizing the impact
on production instances, source systems
and networks.

◆ Application access: This component
comprises technology for providing
users with secure, uninterrupted “virtual”
access from any location or device to the
applications and information necessary
to keep the business running.

BENEFITS OF THE APPLICATION
ACCESS COMPONENT

After dealing with any immediate health
and safety issues caused by a business inter-
ruption, a company’s overriding concern is
returning to productivity as rapidly as possi-
ble. Even a brief interruption can have a
significant impact on revenue, and longer-
term situations, such as a natural disaster, can
result in loss of customers and competitive
advantage. A server-based solution for
application access can play a crucial role in
minimizing downtime. By allowing
employees to connect to applications and data
via the Web, this solution removes many of
the logistical barriers to resuming business
operations. A server-based solution provides:

◆ Flexibility in user location: Workers
may be unable or afraid to travel to a
hot site or back up location. They may
be housed in temporary offices in a
variety of locations, with different
infrastructure capabilities, or they may
be working from home. A server-based
solution with Web access is the most
accommodating scenario, offering the
flexibility to work from any location
that provides Internet connectivity.

◆ Ability to use any device running a
browser: Again, workers may be forced
to use whatever device is handy. The
ability to access the system via the
Internet makes it possible to use almost
any device, without the need for retraining.

◆ Unlimited users: Because workers
do not have to be physically present at
a particular location to access company
applications, space and equipment
shortages in a temporary office do
not pose a problem. A server-based
system can easily be scaled up to
accommodate everyone.

◆ Consistent user experience: In a disaster
or other business crisis, employees have
enough to handle without being forced
to learn a new system or interface.
A Web-based portal offers a consistent
experience no matter where the
person is located, or what type of
device he is using.

CONCLUSION

Most businesses would not consider oper-
ating without insurance, which replaces lost
property and income, yet many do not have
a business continuity plan, which can help
prevent loss and even avert business failure.

A vital component of an effective business
continuity plan is remote access to applica-
tions and information. Remote access, using
the server-based computing model and the
Internet, can dramatically shorten system
downtime by allowing displaced employees
or even customers to connect to vital
information from practically anywhere.
Whether the interruption is due to a hur-
ricane, a terrorist attack or just a system
failure, employees can continue to work
even if they cannot get to the office. And
that can make all the difference.  

Ellen Minter is vice president of product and
solutions marketing for Citrix. She has 25
years of marketing and sales experience in
the technology industry. Prior to joining
Citrix, she was vice president of marketing at
RightWorks, a start-up, and also served as
vice president of global industry marketing at
PeopleSoft. Minter has also held executive
marketing positions at Oracle and Digital
Equipment Corporation.

WWW.NASPA.COMTECHNICAL SUPPORT • MAY 2002

Web-based Remote Access During a Crisis

The benefits of Web-based remote access during a crisis were brought home
very dramatically to Computer Integrated Services (CIS), a systems integrator
and Citrix customer based in New York. The ability to switch to a backup serv-
er farm and provide online access to its 60 employees immediately following
the September 11 attack not only saved CIS from financial ruin, but also pro-
vided a real-world business resumption example for customers that has led to a
new market opportunity.

Following the terrorist attack, CIS’ offices in a high-rise close to the World
Trade Centers were undamaged but unusable due to the loss of telephone ser-
vice, Internet connectivity and power. Fortunately, CIS had a data center in
New Jersey that was used for backing up production servers, and as the situa-
tion in New York worsened, its engineers made sure data replication was up to
date. Although CIS did not have a redundant server farm in place, the engi-
neers were able to implement a second farm and restore data from tape
libraries within 24 hours. By September 13, employees began accessing appli-
cations and data from home, rented office space in mid-town Manhattan, and
multiple client sites. Technical employees connected from customer locations.
Employees used a variety of connectivity methods, including dial-up, cable
modem, T1 lines and DSL, as Internet access was not always available due to
the damage of the city’s communications system.

Fast resumption of business operations through remote access enabled CIS to
continue serving customers and even persuaded some prospects to close deals.
Michael Zepernick, president of CIS, explained, “We have several large, on-
site help desk customers that need constant access to our servers for their oper-
ations. We were able to continue responding to service requests because
employees could access our system as well as technical and historical data-
bases. We even helped customers with a very difficult virus. Also, clients have
been impressed with our proven disaster recovery solution, which has led to a
new revenue stream.”


