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“Software should be so fundamentally
secure that customers never even

worry about it.”
“System outages should become a

thing of the past because of a software
architecture that supports redundancy and
automatic recovery.”

Words of wisdom, I am sure you will
agree. After all, enterprise IT has been fulfill-
ing these requirements (or at least, getting
very close to it) for a long time now. User
confidence in the core servers at the heart of
the business is taken almost for granted,
and security and service availability have
always been the prime objectives of the
mainframe data center.

However, it is a different story on the
desktop and across much of the Internet.
Here, vendors have focused on functionali-
ty at the expense of manageability, and the
more we try to integrate Web services and
eBusiness into the enterprise, the more we
put our service levels and system integrity
at risk. Microsoft’s .NET and Windows XP
may be blazing the Web services trail, but
they bring with them a constant stream of
security, availability and privacy shortcom-
ings that are having a serious effect on IS
productivity and user confidence.

Nevertheless, that is all about to change
— we hope! The quotations at the start of
this column are not from some learned
tract on the wonders of mainframe comput-
ing. In fact, these words come from Bill
Gates’ latest inspirational email to his
employees in Redmond, WA. In the mes-
sage, the Microsoft chief introduces his
followers to the concept of “Trustworthy
Computing,” and explains how and why
the company will shift the emphasis of its
product development away from ever-
increasing functionality toward security
and privacy. The text, originally passed to

the Associated Press, can be found on
news.cnet.com. It is well worth reading,
not only for the content, but also for the air
of excitement that permeates the prose. Bill
Gates really thinks that focusing on security
and availability is a revolutionary step for-
ward. Um, could somebody show him a
mainframe, please?

OK, let’s be fair. The new initiative is a
step in the right direction. If Microsoft is
really putting manageability issues first,
this is great news for the large enterprise. It
indicates that, finally, the world’s most
influential software company is becoming
business-driven rather than consumer-driven
in its approach. However, in view of the
mountain of bad publicity generated by
recent security glitches and virus scares,
not to mention the terrorist atrocities of last
year, it could simply be that Microsoft is
paying lip service to security and availability.
The truth, inevitably, is likely to be a com-
bination of these items. It appears that
“security police” specialists have been
posted to Microsoft development teams for
some time now, but they have been having
a tough time getting the message across.
Therefore, if nothing else, this “Gatesian”
edict underlines the need for functional
developers and system management spe-
cialists to work more closely. However,
beyond that, it combines the customary mix
of rhetoric and pragmatism.

Whatever the impact of the message at
Microsoft, one or two things worry me.
How will the company go about the tortuous
process of tightening up on product securi-
ty? Ironically, openness is so often the best
form of protection. In today’s environment,
surely the best route would be to open up
more of the interfaces. Linux, for example,
relies on its vast armies of contributing pro-
grammers to seek out and plug loopholes,

and to expose any other threats to system
availability. The sheer diversity of this
population of developers makes them
suitable for the task. Microsoft employs
similarly vast armies, but sadly, they tend to
adopt a different mind-set; devil’s advocates
are rare in Redmond, and the proprietary
approach is not ideal for covering all the
bases. Admittedly, Linux may become a
more exciting target for malcontents and
hackers when it reaches a higher market
share, but Microsoft could certainly learn
a salutary lesson on security from the
Open Source model.

The other problem with security that
springs to mind is compatibility. One thing
that Microsoft is very good at is building new
capabilities into new platforms, and .NET and
XP will inevitably be the main focus for the
new initiatives. However, this does not quite
solve the problem facing technical support
professionals in enterprise networks, who
often have to wrestle with aging legacy
Windows platforms, where any resemblance
to security is purely coincidental. It would be
nice to think that Microsoft will design its
forthcoming security and availability
enhancements with backward compatibility
in mind, but somehow I do not think so.

Still, do not look a gift-horse in the
mouth, as the saying goes. You have heard
it from the chairman himself: “Now, when
we face a choice between adding features
and resolving security issues, we need to
choose security.”

That is progress!  

Questions or comments? Please email
editor@naspa.com.
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