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The Windows 2000
Netsh Command

I run Windows 2000 Professional on my
laptop computer. I use the laptop at

home, connecting to my home network, and
also at my day job. Each time I move the
laptop between my home network and my
company’s network, I must reconfigure the
network settings appropriately. For exam-
ple, my home network uses static IP
addresses while my company’s network
uses DHCP. I must also modify the WINS
and DNS entries each time I switch
between these two networks. Recently, I
came across the Windows 2000 netsh.exe
utility, which will make the transition
between these two networks easier.

Netsh.exe is a Windows 2000 com-
mand-line utility that you can use to
configure and monitor the networking
components of Windows 2000 servers and
Windows 2000 Professional workstations.
netsh.exe can contain command-line
switches to modify or view network con-
nection settings, or you can use the
netsh.exe script functions to script the
functions performed by netsh.exe.

With netsh.exe I can use a simple com-
mand to modify my network settings to
correspond to either my home or my com-
pany’s network. I will show you how to do
this later. While investigating the netsh.exe
utility, I found that it could also be used to
solve a variety of issues faced by corporate
network administrators. Netsh.exe can
simplify the following tasks:

● modifying WINS server specifications

● modifying DNS server specifications

● switching a machine from static to
DHCP controlled IP addressing

● modifying RAS connection parameters

● disabling a network interface

I will show you some of the more com-
mon uses for the netsh.exe utility, although
this column will only scratch the surface of
the functionality provided by the netsh.exe
utility. Therefore, I encourage you to per-
form your own investigation of netsh.exe
using the links provided at the end of this
column as a starting point. netsh.exe is a
functionally rich utility that should be
added to every network administrator’s
tool kit.

SWITCHING A WINDOWS 2000
PROFESSIONAL WORKSTATION
BETWEEN NETWORKS

As I stated earlier, the initial reason I
looked into netsh.exe was to help me ease
the pain of moving my laptop between my
home network and my company’s network.

The netsh.exe utility facilitates this transition
via the “dump” command. The best way to
visualize this is with an example.

While my laptop was configured for
my home network, I issued the following
command:

netsh -c interface dump > c:\homenet.txt

The -c switch sets the “context” to “interface.”
The “dump” command dumps my network
settings, while the “>c:\homenet.txt” com-
mand redirects the output of the command
to the file c:\homenet.txt. Figure 1 shows
the contents of the homenet.txt file created
by netsh.exe.

I also generated a file named
“worknet.txt”, which contains the network
configuration setting for my company’s
network. As you may have surmised, each
line of output shown in Figure 1 is a
netsh.exe script command.

When I connect to my home network, I
enter the following netsh.exe command to
reset my network settings for my home
network:

netsh -f c:\homenet.txt

When I need to connect my laptop to my
company’s network, I enter the following
command:

netsh -f c:\worknet.txt

As you can see, this is an incredibly sim-
ple method of moving a workstation
between networks.

SWITCHING BETWEEN STATIC IP
ADDRESS AND DHCP

You can also use netsh.exe to switch a
machine between using a static IP address
and a DHCP issued IP address. For example,
at my company, the network segments
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residing in our computer rooms have DHCP
disabled (for security reasons). When I need
to use my laptop in one of the computer
rooms, I must reconfigure it to use a static
IP address. The netsh.exe utility allows me
to switch between a static IP address and a
DHCP issued IP address without restarting
my machine.

The following command reconfigures the
machine to use a static IP address:

netsh interface ip set address “Local Area
Connection” static ipaddress subnetmask
gateway metric

For example, the following command sets
the machine to use a static IP address of
172.16.200.10, a subnet mask of 255.255.0.0,
a gateway of 172.16.200.1, and a metric of 1.

netsh interface ip set address “Local Area
Connection” static 172.16.200.10
255.255.0.0 172.16.200.1 1

When I need to move my laptop back to a
DHCP controlled network segment, I enter
the following command:

netsh interface ip set address “Local Area
Connection” dhcp

FINAL THOUGHTS

The examples illustrated in this column
are just a small sample of the facilities
provided by the netsh.exe utility. You can
use netsh.exe for many corporate network
administration tasks. For example, if you
need to change any of your clients’ net-
work settings, such as adding a WINS or
DNS server, you can do this easily with
the netsh.exe command. The netsh.exe
utility also has an “-r” switch. This switch
allows you to direct the netsh.exe utility
to remote machines. For example, from
my workstation, I can enter the following
command to view the IP address informa-
tion on a remote Windows 2000 server
named dpw2kas:

netsh -r dpw2kas interface ip show ipad-
dress

This command produces the output shown
in Figure 2.

For more information on the netsh.exe
utility, please refer to the following sites:

● www.microsoft.com/windows2000/
en/server/help/default.asp?url=/
windows2000/en/server/help/
sag_RRAS-Ch2_18.htm

● Microsoft Knowledgebase article:
Q242468

● www.microsoft.com/windows2000/
en/server/help/default.asp?url=/
windows2000/en/

● server/help/sag_RRAS-Ch1_76.htm

● msdn.microsoft.com/library/
default.asp?url=/library/en-us/netsh/
netsh_main_4838.asp

If you have any questions or comments on
this material, or have suggestions for future
topics, please send me an email at
johnj@fast.net.
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#========================
# Interface configuration
#========================
pushd interface
reset all
popd
# End of interface configuration
# ————————————————— 
# Interface IP Configuration         
# ————————————————— 
pushd interface ip
# Interface IP Configuration for “Local Area Connection”
set address name = “Local Area Connection” source = static addr = 172.16.200.1 mask
= 255.255.0.0
set address name = “Local Area Connection” gateway = 172.16.200.1 gwmetric = 1
set dns name = “Local Area Connection” source = static addr = 172.16.200.1
add dns name = “Local Area Connection” addr = 172.16.200.2
set wins name = “Local Area Connection” source = static addr = 172.16.200.1
popd
# End of interface IP configuration

FIGURE 1: NETSH INTERFACE DUMP OUTPUT 

FIGURE 2: EACH LINE OF OUTPUT IS A NETSH.EXE SCRIPT COMMAND 


