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The ability to
restore files instantly

and eliminate all points
of failure in the backup

process are the two main reasons
why the chief information officer of
the largest Canadian-owned pharma-
ceutical firm abandoned tape media for
network backup. Michael Davidson,
CIO of Apotex, a $500 million generic
drug manufacturer and biotechnology
firm based in Toronto, Canada, pro-
posed a disk-to-disk (D2D) backup
strategy for distributed servers at the
parent company and its two affiliates

with an auxiliary backup to tape for
off-site vaulting. The three sites use
two identical Storage Area Networks
(SANs), scalable to 8TB, to back up
the Windows NT/2000 SAP servers, as
well as the Microsoft Office file
servers, across their campuses located
around Toronto.

During the past 25 years, Apotex has
grown from two employees in a 5,000
square foot building to more than
4,000 employees who occupy 2 million
square feet in facilities around Toronto
and in several other Canadian cities.
The company produces more than 180
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As this user story demonstrates, an effective disk-to-disk
(D2D) network backup strategy allows a site to

restore files instantly and eliminates all points of failure
in the backup process.
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generic drugs in about 450 dosages and formats, and fills about 40
million prescriptions in Canada a year. To stay competitive, Apotex
has invested $115 million to build a new manufacturing facility
capable of producing 10 billion capsules a year, and has earmarked
$110 million per year for biotechnology and drug research.

BACKUPS GET DONE UPON BACKUPS

As of January 1999, the backup environment at
Apotex looked like a league of server nations.
“We did backups upon backups at each
building,” Davidson said. “We backed up
about 500GB of data on 70 distributed
servers grouped into four operating sys-
tems — VMS, Novell, Windows NT, and
Unix. Each operating system had its own
backup product.”

About 15 tape backup devices — using
either DLT or DAT media — backed up the
servers. The media library consisted of thou-
sands of tapes — some going back 10 years —
which had to be maintained throughout various
retention cycles. “At one point, Apotex was spending
an incredible amount on media — $250,000 a year — just
to have all of these tapes sit in a third-party off-site facility,”
Davidson said.

Naturally, Davidson wanted to eliminate the inherent costs of
buying media, storing it offsite, and licensing backup software.
Cutting the restore time of a file from two days to 10 minutes would
provide the greatest cost savings and prove to be the biggest reason
to move away from tape. “Every day we faced the intangible cost,
as well as the uncertainly, of being able to restore files from tapes
going back up to 10 years. We had the frustration of dealing with
tapes for different operating systems, different versions of an oper-
ating system, and for different pieces of hardware. We also had to
make sure we had the right file,” Davidson said.

APOTEX TRIES D2D OFF-LINE

During 2000, several things happened. Because of a new SAP
Enterprise Resource Planning (ERP) system, the company settled
on two server platforms — Windows NT/2000 and Sun Solaris —
rather than four. Their storage more than doubled, increasing to
1.6TB of data to back up. “However, we still had 60 distributed
servers and no consolidated independent backup solution for
Apotex and its affiliate companies,” Davidson said. “We asked
ourselves: ‘What backup technologies could we use to conserve
storage space, to reduce the backup window despite storage
growth, to cut the restore time, and to minimize media and off-site
storage costs?’”

In November 1999, the IT department tested the idea of backing
up some of the Windows NT servers D2D via the Internet to Evault
(in Walnut Creek, CA; formerly called VytalNet), a storage service
provider in Mississauga, outside of Toronto. These servers comprised
about 70GB of compressed data from a Windows NT external serv-
er, an SAP development server, and a remote server in Vancouver.
“It was a great test,” Davidson said. “However, we felt that it would
be too expensive each month to push terabytes of data to a service

provider. It made sense to build a system and become our own D2D
backup server provider.”

APOTEX BECOMES ITS OWN D2D SERVICE PROVIDER

In January 2001, the IT department went live with the back up of
its Windows NT/2000 servers — the first phase of the D2D

backup system. The second phase calls for backing up
Sun Solaris servers.

The data center in Toronto has a Compaq
ProLiant 530 server connected via Brocade

switches to a Compaq EMA 1200
StorageWorks RAID storage subsystem.
This SAN can scale to about 8TB.
Currently, the SAN has about 2.6TB of
used space. An identical secondary SAN
resides in an Apotex affiliate’s data center
located about 30 miles away. This identi-

cal system also acts as an alternate system
in the event something happens. A second

affiliate, which does not have a SAN, but is
located near Toronto, is involved in the backup. A

100-megabit fiber optic data link connects the three
sites to each other.

The IT department installed the new D2D backup software on
each of the SAN servers. They also installed D2D backup agent
software on each of the servers to be backed up, as well as on the
workstations the company uses for initiating backup and restore
functions, and receiving messages about the backup tasks.

Backups run in parallel automatically at different scheduled
times during the night. All servers, which have the backup software
agent, back up to the primary SAN in the data center and, at the
same time, to the secondary SAN at our affiliate company,”
Davidson said. “This procedure enables us to have two SANs with
an identical copy of the backup data online at all times. We can eas-
ily retrieve our backed up data. We also make an auxiliary tape copy
of the data for our off-site vault as a way to add another layer of pro-
tection to our disaster recovery plan.”

THE KEY TO D2D BACKUPS

The backup software provides the key ingredient to Apotex’s D2D
SAN backup solution system. “We licensed the Windows-based soft-
ware Evault developed for its online network backup service,
Davidson said. “We ruled out backup products, such as Legato
Networker and Computer Associates’ArcServe, which we had previ-
ously used.”

Evault’s delta technology shrinks the backup window dramati-
cally by copying just the changes, not the entire file, since the last
backup for that server. From the initial backup on all servers onto
the SANs, Evault created a mapping strategy in an index file. Each
time a backup occurs, this product looks for files that have block
changes, and then locates those changed blocks, compresses and
encrypts them, and sends them over the wire. “A 50GB file now
takes about 20 minutes to back up rather than several hours using
tape,” Davidson said.

By installing the Evault agent software on their laptops, sales
representatives can now back up their notebook PCs to the SAN.
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The new D2D backup
system has eliminated
many of the repetitive
tasks that members of

the IT department
used to perform.
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“We are also looking to have more of our
remote offices back up their servers auto-
matically to the SANs,” Davidson said.

Restores have gone from being an onerous
task to being as simple as cut and paste.
“Within a matter of minutes not days, we
turn around requests for restores,” he said.
Systems administrators bring up the prod-
uct’s restore window, which works like
Windows Explorer. Next, they select the
type of files, directories or entire drives
being restored from, and then answer a cou-
ple of questions about where to place the
data. The files on the SAN are then forwarded
to the designated server location — even to
remote servers.

“We realize that we will need access to
historical files stored on tapes off-site,”
Davidson said. “Our plans call for converting

those tapes to disk media on the SANs. We
will use the existing backup software to read
the files back to disk, and then the Evault
software to back up these files to the SANs.

Currently, if we need a historical file, we
have to retrieve it from the off-site location
and then deal with reading the tape. That is
the problem we are trying to alleviate with
the SANs.”

The new D2D backup system has elim-
inated many of the repetitive tasks that
members of the IT department used to
perform. The person who understands the
entire backup progress functions as the
dedicated backup resource. The other
individuals involved in the backup
process receive a series of messages from
Evault indicating the status of the backup
tasks. These individuals no longer have to

do manual tasks such as retrieving tapes
and rotating them.

Besides D2D backup, the SANs can pro-
vide other types of redundancy to improve
data protection. “We can configure and par-
tition the SAN to contain a replication of
the other data stored on any of our business
critical servers,” Davidson said. “We can
perform the replication in real-time or
scheduled as an overnight process. We can
also partition the SANs as an archival vault
for major applications, such as SAP.”

Elizabeth M. Ferrarini is a freelance writer
based in Boston, MA. She can be contacted
via email at lswive@aol.com.
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