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WHENdeveloping a large-scale backup system, you
must pay special attention to the selection of

the infrastructure components that will provide the basis for
the backup system. These infrastructure components must
complement each other in order to provide the best possible
throughput. For example, it does not make much sense to
install a large number of high-speed
tape devices if your network or storage
area network (SAN) cannot push
enough data to these devices to keep
them running at an optimal rate. It also
does not make sense to implement a fast
data mover server to drive a handful of
slow tape drives. Each component you
deploy must be able to take full advan-
tage of all other components as well as
be able to drive the components that
rely on its services at full capacity.

In order to provide a robust infra-
structure for your backup system,
you must first address the following
infrastructure components:

● tape drives

● tape libraries

● network bandwidth

● SAN (if applicable) connectivity

● backup data movers

This article will examine the infrastructure components
required to design a large-scale backup system. One of the

major components that will not be addressed here is the
network backup software product. There are currently three
major large-scale network backup software products on the
market: Legato NetWorker, Veritas NetBackup and Tivoli
Storage Manager. Where applicable, I will correlate the
backup infrastructure components discussed in this article

with the NetWorker or NetBackup
software components (unfortunately,
I do not know enough about the
Tivoli Storage Manager to perform
correlation for this product). However,
the concepts discussed in this article
are applicable to most network
backup software systems on the
market today.

TAPE DRIVES

Industry pundits have long predicted
the demise of the lowly tape drive.
They say that large disk arrays will
replace the tape drive as the medium
of choice for backup data. So far, this
prediction has failed. Companies will

always need the ability to recover many different “versions”
of a file dating back to several months or years ago. The
amount of disk space required to retain all of this data would
be tremendous for a large data center. Tape is still a more
cost-effective medium for backup data than disk. Companies
must also have the ability to store copies of their data offsite.
Tape cartridges are still the most effective method for pro-
viding offsite data storage.

The workhorse of any large-scale backup system is the
tape drive. When designing a backup system, you should start
by selecting the tape drive that will best suit your particular
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needs, then work your way from there.
Once you have identified a potential tape
drive, you can begin selecting and design-
ing the other components (e.g., library,
data movers, SAN connectivity) around the
tape drive.

The purchase of a tape system must address
several criteria, including:

● data throughput (drive speed)

● tape capacity

● SAN connectivity

● reliability

● operating system compatibility

● backup software compatibility

The relative importance of the aforemen-
tioned criteria will vary from shop to shop.
For example, some data centers require
raw speed and will sacrifice tape capacity
if required. Other shops may require very
high tape capacity and do not care about
SAN connectivity.

Tape Drive Recommendations
This article is about large-scale backup

infrastructure components. Every large-
scale backup system will, at a minimum,
require the following:

● Data throughput: At least 10MB per
second raw (uncompressed) speed

● Tape capacity: At least 20MB per tape
cartridge (uncompressed)

● Reliability: The drive must provide a
high level of reliability (preferably field
replaceable)

Note: A field replaceable drive is a drive
that the manufacturer replaces when a prob-
lem arises. Non-field replaceable drives are
repaired rather than swapped.

Because of the stringent demands placed
on the tape drives of a large-scale backup
system, many popular tape drives just will
not cut it. This includes 4mm, DLT and (in
some cases) Super DLT drives. These drives
do not have the reliability or speed to support
a large-scale backup system. In the case of
Super DLT, these drives do not have native
fiber channel connections, which is desirable

in a SAN environment, as it negates the need
for SCSI to fiber channel bridges.

When selecting a tape drive for your
backup system, you should list your
requirements and rate these requirements in
order of importance to your particular
needs. Next, you should create a spread-
sheet similar to the one shown in Figure 1.
Once you have the spreadsheet completed,
showing the specifications of all the drives
you are considering, the selection process
will be much simpler.
Note: All of the drives shown in Figure 1
are suitable for a large-scale backup system.

TAPE LIBRARIES

Once you have identified a tape drive that
will suit your needs, selecting a tape library
is relatively simple. Tape library require-
ments are (usually) more “cut and dried”
that the requirement placed upon your tape
drives. You should address the following
criteria when selecting a tape library:

● number of tape slots

● size of Cartridge Access Port (CAP)

● tape drive compatibility

● expandability

● operating system compatibility

● backup software compatibility

If possible, you should purchase both
your tape drives and your tape library from
the same vendor. If you select different ven-
dors for the drives and the library, hardware
problem identification and resolution will
become an issue. By having the same ven-
dor supply both the drives and the library,
you can eliminate a great deal of finger
pointing.

NETWORK BANDWIDTH

Unless all of the servers you plan to back
up are SAN-connected, you will still need to
rely on the local area network (LAN) as a
transport for your data. In most cases, the
designer of the backup system will not have
control over the LAN. This necessitates that
you take full advantage of the LAN infra-
structure that is currently in place.

When you implement high throughput
tape drives, such as the 9840, LTO or even
DLT drives, you must be able to pump
enough data to these drives to keep them
streaming. The amount of data that you
must be able to move to keep the drives
streaming depends upon the speed of your
tape drive type. For example, to keep a DLT
7000 drive streaming you must be able to
push at least 5MB per second to the tape
drive(s). To keep a 9840b tape drive stream-
ing you must be able to pump at least 19MB
per second to the drive(s). Now, if you have
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10 9840b tape drives, you will need to pump out a whopping
190MB per second to keep all of the drives streaming concurrently.
Needless to say, moving this amount of data over a LAN places a
tremendous strain on the network.

Figure 2 shows a typical segmented Ethernet network. In this
diagram, there are four network segments including the backbone
network segment. In order to achieve optimum backup perfor-
mance, four network adapters are installed in the “data mover” —
one for each network segment. The backups are scheduled so that
several clients on each network segment are run concurrently.
This allows us to pump more data through the network during a
given period. The more data we can pump through the network,
the better our chances are of keeping the tape drives operating at
an optimal rate.

SAN CONNECTIVITY

If you are building a large-scale backup system, you probably
already (or will soon) have a SAN. You must ensure that the
backup system you design can be connected to your SAN. The
most important aspect concerning backup systems and SAN
connectivity is the ability to directly attach your tape drives to
the SAN.

There are currently two types of tape drive-to-SAN interfaces
available: 1GB and 2GB fiber channel connections. If you are
building a new backup system, you should ensure that your tape
drives can natively connect to the SAN using a 2GB SAN interface.

You can also attach older (SCSI interface) tape drives to a SAN
using SCSI-to-fiber channel bridges. While this is not the optimal con-
figuration, this type of set up could allow you to save some money by
deploying SCSI tape drives that have already been purchased.

BACKUP DATA MOVERS

Data movers are hardware and software components that copy
the data from the clients to the tape drives. With the Legato
NetWorker product, the data movers are the NetWorker Server and
the NetWorker Storage Node. The Veritas NetBackup data movers
are known as media servers.
Note: There are also data movers associated with server-less backups,
but these data movers will not be discussed in this article.

There are many variables associated with determining the hard-
ware requirements for a data mover. For example, if your tape
drives are connected to a data mover server (as opposed to a SAN)
you will need a much more robust data mover server. If this same
data mover server will also be receiving data from multiple network
segments, the hardware required for the data mover server increases
proportionally.

In the previous example, the data mover server does every-
thing. It receives the data from the network and moves that data
to the attached tape drives. This is the typical “old-school”
backup server. More modern large-scale backup systems deploy
a more decentralized methodology. This decentralized approach
provides a way to grow the backup services infrastructure as the
environment grows.

Notice in the diagram in Figure 3 that we have a master backup
server and a SAN-attached client. When the SAN-attached client is
performing a backup, the data is copied from the client directly to

the SAN-attached tape drive. Control data (such as which files
reside on which tape) are sent to the master backup server via the
LAN. With this type of distributed architecture, the hardware
requirements of the backup server are greatly reduced. After all, the
backup server is only dealing with a small amount of data (the con-
trol data). Each client is moving its own data to the tape drives. As
you add more SAN-connected clients to your network, you are also
automatically increasing your backup system infrastructure. This
type of decentralized backup system architecture is implemented
using Legato NetWorker Storage Nodes or Veritas NetBackup
Media Servers.
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FIGURE 2: INSTALL A NIC FOR EVERY LAN SEGMENT
TO MAXIMIZE NETWORK THROUGHPUT 

FIGURE 3: DECENTRALIZED BACKUP SYSTEM 
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FINAL THOUGHTS

Building a robust backup service infra-
structure boils down to this: Implement as
many high-speed (and reliable) tape devices
as you can afford and that you can drive at
the device’s optimal data rate. If you do not
have the resources (such as LAN/SAN
bandwidth) to effectively drive your tape
drives at their optimal rate, they will go into
a “start/stop” mode (rather than streaming
mode) and the performance of the tape
drives (and your entire backup system) will
be sharply degraded.  
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