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IN the last two months, Penny the Penguin has decided that
she needs to implement a packet filtering firewall using

a Linux system. She has settled on her network architecture,
decided what IP ranges she will use, and determined what
ports to forward to internal hosts. This month, she will actu-
ally create the scripts to turn her Linux host into a firewall.
Figure 1 shows the rules that were developed in Part II that
need to be present in Penny’s firewall setup.

CREATING THE SCRIPT

Penny will use Oskar Andreasson’s Iptables Tutorial at
http://people.unix-fu.org/andreasson/iptables-tutorial/
iptables-tutorial.html to build her firewall. The script itself
(rc.firewall, included in the document) is licensed under
the GNU Public License (usually referred to as the GPL),
and the documentation is covered by the GNU Free
Documentation License. What this essentially means is
that if she changes either script and distributes her
changes, she will need to make the source for her changes
available for free as well as under the GPL (since the
script is its own source code, the source/object distinction
is meaningless in this case).  If Penny were to modify the
tutorial and publish that, she would have to make the tuto-
rial available under the terms of the GNU Free
Documentation License, which is very similar to the GPL.
Now, obviously, Penny is not distributing her changes —
however, we are. Therefore, the scripts that are published
here are covered under the GPL.

SETTING THE CONFIGURATION OPTIONS

As her starting point, Penny will use rc.firewall, as pre-
sented in Adreasson’s document. At this point, you should
probably call it up on a browser; it is much too large to
include here in its entirety, and little of it actually needs
modification. Therefore, I will refer to it by section (the sections
are given as comments within the script) and assume that you
are following along as we modify those few lines.

The first thing Penny will need to change is her definition
for her external Internet interface. Referring to Part II
(Technical Support, June 2002), we see that her external
interface is 10.23.46.57. Let’s assume that she has set up her
firewall box so that the interface to the outside world is eth0,
and its internal interface, 192.168.1.1, is eth1.

Therefore, in section 1.1, she will want to change the script
so it reads like the following:

INET_IP=”10.23.46.57”
INET_IFACE=”eth0”

Figure 2 shows what the script should look like in section
1.2. Notice that Penny is only using a single Class C
behind her firewall, although the whole 192.168 Class B is
available per RFC 1918. This was a design decision she
made last month.

Let’s also add the following IP address for our internal server,
onto which we will map those ports we wish to forward:

LAN_SERVER_IP=”192.168.1.2”
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THE INPUT CHAIN

The default stance is to reject all traffic.
That is OK; we will simply explicitly accept
any packets we mean to either receive or
forward. Luckily, the definition of the
INPUT chain in section 4.1.4 already, with-
out modification, accepts all packets from
inside our network and from the local host.
See Figure 3.

We now need to handle the two cases in
which we accept connections from any-
where to our machines: port 22 (SSH) and
port 53 (DNS). Because DNS may use
either UDP or TCP, we specify both in the
firewall rules, as shown in Figure 4.

PACKET FORWARDING IN
PREROUTING

Next, let’s manage the forwarding of
packets. In ipchains and kernel 2.2, we
would have had to first accept these packets
in the INPUT chain, but now we can just put
them into the PREROUTING chain and we
are done. See Figure 5.

This is a pretty complex rule, so let’s exam-
ine it closely. We are adding this to the “nat”
table, which makes sense, since we are doing
Network Address Translation on the incoming
packet. In Andreasson’s document, he defines
a number of special purpose tables, and “nat”
is one of those; since we are using his
structure, we simply accept his choice.

This is part of the PREROUTING chain.
SMTP traffic is all TCP-based, so we only
forward the TCP protocol. The destination of
the incoming packet is our Internet interface,
and the source of the packet is “anything
except stuff inside our own network,” which
translates to “-s ! $LAN_IP_RANGE” (the
“!” negates the following argument). The
destination port is 25, which is the assigned
SMTP port. When we get a packet that
meets all of these criteria, we jump to the
DNAT chain and hand the packet off to port
25 on $LAN_SERVER_IP, which is the
(internal) IP address of our server machine.

Once that is understood, the remaining
services to forward are a piece of cake. All
that we need to change are the specific port
numbers corresponding to those services, as
shown in Figure 6.

MASQUERADING VIA SOURCE NAT

POSTROUTING in section 4.2.5 does
all of the masquerading we need: namely,

anything coming from the LAN and going
somewhere out on the Internet looks as if it
came directly from our firewall:

$IPTABLES -t nat -A POSTROUTING -o\
$INET_IFACE -j SNAT —to-source \

$INET_IP

This rule is unchanged from the default.
This completes our firewall configuration.

Let’s look at our initial goals and see which
chain each one uses to accomplish its purpose.

At this point, Penny has a working fire-
wall. She now needs to start this at boot
time, immediately after the network has
come up. The easiest way to do this might

be to add the line “sh /etc/rc.d/rc.firewall”
(or whatever she chooses to call her script)
to the end of the network script, or she may
choose to actually link it into the runlevel
system. Either one is an acceptable tech-
nique, although the second is somewhat
cleaner. When doing this, be careful that you
do not step on your distribution-supplied
firewall script (or scripts).

OTHER OPTIONS FOR PENNY

If Penny were to enable the ip_conntrack_ftp
module in the firewall script, she could
allow both active and passive ftp from within
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FIGURE 1: RULES THAT NEED TO BE PRESENT IN PENNY’S FIREWALL SETUP

LAN_IP=”192.168.1.1”
LAN_IP_RANGE=”192.168.1.0/24”
LAN_BCAST_ADRESS=”192.168.1.255”
LAN_IFACE=”eth1”

FIGURE 2: SCRIPT IN SECTION 1.2

$IPTABLES -A INPUT -p ALL -i $LAN_IFACE -d $LAN_BCAST_ADRESS -j ACCEPT
$IPTABLES -A INPUT -p ALL -i $LO_IFACE -s $LO_IP -j ACCEPT
$IPTABLES -A INPUT -p ALL -i $LO_IFACE -s $LAN_IP -j ACCEPT
$IPTABLES -A INPUT -p ALL -i $LO_IFACE -s $INET_IP -j ACCEPT
$IPTABLES -A INPUT -p ALL -i $LAN_IFACE -s $LAN_IP_RANGE -j ACCEPT
$IPTABLES -A INPUT -p ALL -d $INET_IP -m state —state \
ESTABLISHED,RELATED -j ACCEPT

FIGURE 3: DEFINITION OF THE INPUT CHAIN IN SECTION 4.1.4

$IPTABLES -A INPUT -p tcp —dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp —dport 53 -j ACCEPT
$IPTABLES -A INPUT -p udp —dport 53 -j ACCEPT

FIGURE 4: FIREWALL RULES 

$IPTABLES -t nat -A PREROUTING -p tcp -d $INET_IP -s ! $LAN_IP_RANGE \
—dport 25 -j DNAT —to-destination $LAN_SERVER_IP:25

FIGURE 5: THE PREROUTING CHAIN 

$IPTABLES -t nat -A PREROUTING -p tcp -d $INET_IP -s ! $LAN_IP_RANGE \
—dport 80 -j DNAT —to-destination $LAN_SERVER_IP:80
$IPTABLES -t nat -A PREROUTING -p tcp -d $INET_IP -s ! $LAN_IP_RANGE \
—dport 443 -j DNAT —to-destination $LAN_SERVER_IP:443
$IPTABLES -t nat -A PREROUTING -p tcp -d $INET_IP -s ! $LAN_IP_RANGE \
—dport 990 -j DNAT —to-destination $LAN_SERVER_IP:990
$IPTABLES -t nat -A PREROUTING -p tcp -d $INET_IP -s ! $LAN_IP_RANGE \
—dport 993 -j DNAT —to-destination $LAN_SERVER_IP:993

FIGURE 6: CHANGING THE SPECIFIC PORT NUMBERS
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her network to the outside. She, however,
chooses not to.

As it stands, users on her network will
need to use passive-mode FTP to establish
ftp connections outside. That is because the
FTP protocol — in addition to requiring
cleartext passwords to be transmitted —
contains a nasty layering violation in that
the client reports its IP address and the server
attempts to open a connection back to it. If
the client’s address is masqueraded via NAT,
this obviously will fail. The kernel module
ftp_conntrack intercepts and fixes this.

Penny chooses not to implement this
because she, quite sensibly, feels it is time
for FTP to die. Most sites’ servers allow
passive-mode clients (which do not require
that connections be opened from the server
to them), most public content is available
via HTTP these days, and Penny feels that
sensitive content should be retrieved via
scp, not FTP.

IRC works in a similar fashion, and it,
too, has a conntrack module available.
Penny does not want her users using IRC
from work anyway, and so not enabling this
is no great loss. She could also enable the
REJECT chain, which works like DENY

but replies to the rejected packet, telling the
sender it was rejected. She would rather
simply have her site appear to be a black
hole for packets she does not want to accept.

There are a huge number of other options
available, all of which are described in the
Iptables Tutorial. A thorough reading of that
document is not for the faint of heart, but cer-
tainly will teach you much more about IP
Tables than Penny has time to learn this week.

USING THE FIREWALL

All Penny has to do is execute the shell
script she has created. As soon as she does
that, all her machines on the inside will be
able to see the outside world, and all access to
the outside world will appear to have come
from 10.23.46.57. Requests for mail, Web or
secure HTTP, POP or IMAP sessions will be
diverted to her server machine. SSH and DNS
access will be handled on her firewall, and all
other traffic will silently be thrown away.

CONCLUSION

This brings us to the end of our firewall
story. In three months, Penny has decided

she needed a firewall, acquired a machine to
implement it with, decided on her rules, and
implemented those rules in a script. Next
month, I will examine how Penny can
implement DNS both for her internal use
and for the use of the rest of the world in
accessing the Ice Floe Housing site.  
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