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FOR the past few years, Novell has been playing the role
of the underdog, at least in the network operating

system arena. Windows NT and 2000, with their dazzling
new features, appear to have dealt a critical blow to
Novell’s flagship product, NetWare. One of these dazzling
new Windows 2000 features is the
“Intellimirror Offline Files and
Folders.” To compete with the
Intellimirror feature, Novell recent-
ly distributed “iFolder.”

iFolder, which is included with
NetWare 6, provides many of the
same features as Intellimirror.
iFolder can run on NetWare 5.1 and
NetWare 6 servers as well as
Windows NT/2000 servers.

When iFolder is installed on a
workstation, an iFolder directory is
created on the workstation’s local
hard drive. Files that are placed in
this directory are automatically
replicated and synchronized with a
corresponding iFolder directory on
the server. This feature is great for mobile users. For
example, assume a sales person is working in her office and
is connected to the LAN. She creates a large sales proposal
using Word, and saves this file in her iFolder directory. This
Word document is saved on both her local hard drive and on
the iFolder server. The next morning, she hops on a plane to
meet with the prospective client. While on the plane, she
adds a few last-minute modifications to the proposal. Later
that night, she dials into her corporate LAN, and the
changes she made to the Word document are uploaded to the
copy on the server. As you can see, there are several benefits
to iFolder:

● The end user can access and update the files while not
connected to the LAN.

● The standard server backup processes will back up the
server’s copy of the files.

● iFolder files are automatically synchronized.
● Two copies of the iFolder files

are always available (the client
copy and the server copy).

If you delve deeper into the iFolder
product you will find even more
benefits, such as:

● The server copy of the files is
encrypted using a “pass phrase”
supplied by the end user. This
encryption utilizes the Blowfish
128-bit key encryption mechanism.

● The server files can be accessed
using a Web interface.

● Only changes to the files,
instead of the entire file, are sent
between the client and the server

(this makes iFolder WAN- and dial-up friendly).

iFolder is comprised of client, server and Web components.
I will explore each of these components to give you a firm
understanding of how iFolder works.

SERVER-SIDE COMPONENTS

There are three main server-side components included with
iFolder: the iFolder server software, the iFolder Server
Management Console and the iFolder data repository. As
stated previously, these server-side components can be
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installed on a NetWare 6, NetWare 5.1, Windows NT or Windows
2000 server. When run on a NetWare server, iFolder is imple-
mented using an Apache module in the Apache Web server. When
run on a Windows NT/2000 server, iFolder is implemented using
an ISAPI filter on the IIS server. The actual installation of the
server-side components is simple, and will not be documented in
this article.

Note: In order to install iFolder on a NetWare 5.1 server, the server
must have all current service packs installed.

During the installation of the iFolder server-side components,
you will be prompted to specify a “secondary TCP/IP” address
for the iFolder service. iFolder clients will access the iFolder
server-side service using this secondary IP address. The iFolder
Server Management Console will also use this IP address to
administer the product.

Note: The examples presented here utilized iFolder server-side
components installed on a NetWare 6 server and client-side
components installed on a Windows 2000 workstation.
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FIGURE 1: THE iFOLDER SERVER MANAGEMENT CONSOLE
ALLOWS YOU TO CONTROL iFOLDER VIA A WEB BROWSER

FIGURE 2: THE NETWARE WEB MANAGER CONTAINS A LINK
TO THE iFOLDER SERVER MANAGEMENT CONSOLE

FIGURE 3: DOWNLOADING THE iFOLDER CLIENT SOFTWARE
FIGURE 4: THE iFOLDER SETUP WILL COMPLETE
AFTER THE WORKSTATION RE-BOOTS

FIGURE 5: LOGGING INTO iFOLDER
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iFolder Server Management Console
The administration of the iFolder server-side components is

performed using the Web-based iFolder Server Management
Console. From this Web application, you can control and monitor
all of the iFolder server-side components. For example, from the
iFolder Server Management Console you can specify the following:

● disk quotas
● encryption enforcement
● synchronization interval timing
● timeout parameters

You can also use the iFolder Server Management Console to view
the current iFolder sessions. Figure 1 shows a screen shot of the
iFolder Server Management Console.

There are two methods you can use to access the iFolder Server
Management Console. The main screen of the NetWare Web Manager
contains a link to the iFolder Server Management Console, as shown
in Figure 2. You can access the NetWare Web Manager by pointing a
Web browser to the following, where the IP address is the secondary
iFolder IP address:

https://servername:2200

You can also access the iFolder Server Management Console
directly by entering the following URL:
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FIGURE 6: SPECIFYING INITIAL IFOLDER OPTIONS

FIGURE 7: ENTERING A “PASS PHRASE” THAT IS
USED TO ENCRYPT YOUR FILES ON THE SERVER

FIGURE 8: THE END USER CAN INSTANTLY SEE HOW CLOSE
THEY ARE TO EXHAUSTING THEIR iFOLDER DISK QUOTA 

FIGURE 9: THE END USER CAN CONTROL MANY OF
THE FUNCTIONS PROVIDED BY iFOLDER THEY ARE TO
EXHAUSTING THEIR iFOLDER DISK QUOTA
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https://172.16.200.60/iFolderServer/Admin

Note: Using DNS, you can name the
iFolder secondary IP address so that you
can use a name rather than an IP address
when accessing the iFolder service.

CLIENT-SIDE COMPONENTS

One of the downsides of iFolder is the
fact that client-side software must be
installed on every client machine that will
use the iFolder service. Novell provides a
Web-based iFolder interface (which I will
discuss in the following section), but the
Web-based client has limited functionality.
This means that the client-side software
must be installed. The good news is that
Novell has made the mechanics of installing
the client-side software very simple, allow-
ing your end users to install the client-side
software themselves.

Note: The client-side iFolder software
will run on Windows 95/98/ME/NT/2000
machines.

Client-Side Installation
To show you just how simple it is to

install the client-side software, I will illus-
trate the client-side software installation in
this section:

1. To start the iFolder client-side
software installation, open a
Web browser and enter the URL of
your iFolder secondary IP address,
such as:

http://172.16.200.60

2. The screen shown in Figure 3 will be
displayed. Click on download, and
save the file to a temporary folder on
the workstation’s local hard drive. The
name of the file that is downloaded is
ifolderClient.exe.

3. Next, run the downloaded file
and simply follow Install Shield
prompts. The installation process
will create a folder named
“C:\Program Files\Novell\iFolder” on
the workstation.

4. When the iFolder installation program
ends, it will prompt you to re-boot the

machine. After re-booting, the screen
shown in Figure 4 will be displayed.
Notice that a folder is created within
the Documents and Settings folder.

5. You will see the iFolder icon in the
System Tray of the workstation (near
the date/time display). Double-click
on this icon and the screen shown in
Figure 5 will be displayed. Enter your
user ID, password and the secondary
IP address of the iFolder server.

6. After logging in, you will be prompted
(as shown in Figure 6) to specify if you
would like to enable the automatic login
function and/or the encryption feature.
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FIGURE 10: THE iFOLDER SYSTEM
TRAY ICON PROVIDES MANY OPTIONS
FOR THE END USER 

FIGURE 11: ACCESSING iFOLDER FILES FROM A WEB BROWSER 

FIGURE 12: iFOLDER FILES AND DIRECTORIES ARE ENCRYPTED
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7. Next, you will be prompted to enter
a “pass phrase” that will be used to
encrypt your iFolder files, as shown
in Figure 7.

While there are a fair number of steps
involved in the installation, the entire
process is quite simple to perform.

USING iFOLDER

To use iFolder, you simply save, or move,
files to your iFolder directory. These files
will automatically be synchronized with the
corresponding folder(s) on the server. A
copy of the files will be held on both the
local hard drive and on the file server, and
iFolder will automatically synchronize any
changes made to the files.

Once these files have been moved to the
iFolder directory, the end user can discon-
nect from the network, and access these
files just as he would any other file. When
the user reconnects to the network, the
changes made to the local copy of the files
is synchronized with the copy held on the
file server.

The end user can also utilize several
client-side tools that can be accessed using
the iFolder icon in the System Tray. For
example, if the user double-clicks on the
iFolder icon, the screen shown in Figure 8
will be displayed. Notice that a graphical
representation of the amount of data stored
in the user’s iFolder directory is displayed
on the Account Summary tab.

The “View Activity” tab displays a log
of the actions taken by iFolder, such as the
dates and times of the file server synchro-
nization processes.

The Preferences tab allows the user to
modify the parameters associated with sev-
eral of the iFolder functions, such as how
often the synchronization process should

occur, and if the user’s iFolder password
and pass phrase should be “remembered”
by Windows. Figure 9 shows the iFolder
Preferences screen.

The end user can also right-click on the
iFolder icon to receive the options shown in
Figure 10. Using this list of options, the user
can instruct iFolder to immediately perform
a synchronization process.

iFOLDER WEB ACCESS

Another feature of iFolder is its Web
access ability. A user can access, including
download, upload, rename or delete his
iFolder files using a Web browser. You can
accomplish this Web access over a LAN,
WAN or via the Internet, if your iFolder
server is accessible via the Internet.

To access iFolder from a Web browser;
simply enter the secondary IP address of
the iFolder service. Enter your NetWare
user ID, password and your iFolder pass
phrase when prompted. After the authen-
tication process, you will be presented
with a list of your iFolder files, as shown
in Figure 11. From this screen, you can
download or upload the files you wish to
work with.

iFolder uses the HTTP protocol to access
the iFolder files via the Web browser. This
differs from the Microsoft Intellimirror fea-
ture, which uses the LAN-based CIFS file
protocol. Because of the CIFS protocol, a
user must establish a VPN connection to
access Intellimirror based files via the
Internet. iFolder users do not have this
restriction, as iFolder uses the standard
HTTP protocol.

FINAL THOUGHTS

iFolder is a very useful feature and com-
petes well with Windows 2000 Intellimirror.
iFolder uses the HTTP protocol, making it

“Internet friendly.” Any application that is
Internet friendly must also be Internet
secure. iFolder accomplishes this by using
the Blowfish encryption mechanism in
conjunction with the end user’s pass
phrase. The iFolder files that are stored on
the file server cannot be accessed by any-
one except the end user who owns the
files. Not even the system administrator
can access these files. Figure 12 shows
what a system administrator would see if
she browsed the iFolder files residing on
the server.

Perhaps the most important use of
iFolder relates to the backup of end-user
files. Backing up the data stored on end-
user machines is an important requirement
that many organizations fail to address.
Many studies have indicated that 40 to 80
percent of a company’s business critical
data resides on end-user workstations.
iFolder provides a convenient method to
ensure that this data is protected. A copy
of the end-user files is stored on the file
server, allowing the organization to utilize
their standard file server backup mecha-
nism to protect these files.  
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