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Today, everywhere you look, there are a plethora of articles
and books on security. Hundreds of companies offer security
services, and the number of certifications for security is

overwhelming. This article will attempt to provide you with a solid
starting point so that you can better choose a security vendor to per-
form your audit, and so that you have a better understanding of
what is involved in securing your company.

A security audit is a great way for you to get a complete analysis
of your company’s security posture. When properly conducted, an
audit provides you with a single source for all of your security
concerns, as well as an excellent reference and starting point from
which to move forward. Additionally, a security audit allows you to
prioritize your security upgrades in conjunction with your budget.

SECURITY: AN OVERVIEW

When most people think of security, they think firewall. This
is a problem. Many vendors and consulting firms that offer security
services only talk about firewalls and penetration testing. This is
very misleading and can give businesses a false sense of securi-
ty. Firewalls are only the first layer of defense and are a very
small part of a good security plan. A good security plan covers
several areas of concern. An audit should address the following
areas of security:

Physical Security
Physical security is perhaps the most important aspect of security

and often the most overlooked. The vast majority of security
breeches are not from the outside but are internal. Your own

employees both knowingly and unknowingly are the single biggest
threat to your organization.

You need to look out for the following items when you are looking
at your company’s physical security:

◆ video monitoring of secure areas
◆ data and portable media storage handling methods
◆ discarded paper and shredding methods/policies
◆ physical layout and location of your data center
◆ physical and environmental security of your closets
◆ cleaning crew access
◆ background checks on employees, especially your administrators
◆ key and access control and logging
◆ challenge procedures (receptionist or guard at entrance)
◆ system redundancy and disaster recovery
◆ desktop and laptop lockdown devices
◆ server lockdown

Network Security
The term “network security” encompasses so much and varies

tremendously depending on your environment. At the very least,
you need to review and implement the following items:

◆ proper segmentation of your LAN and WAN
◆ proper passwords and lockdown of your routers and switches
◆ limited use of telnet, if used at all
◆ restricted use of protocols; pure IP is the way to go
◆ intrusion detection systems placed at strategic points within

your network
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◆ dual paths to the Internet
◆ high availability, failover firewalls
◆ use of DMZs (Demilitarized Zones, or

havens for machines that are directly
exposed to the Internet) and Honey Pots
(digital networks that attract intruders
through deception) for any publicly
accessible servers/services

◆ restricted use of dial-up anywhere in
your organization

An audit should include all of the afore-
mentioned areas. You should reference and
discuss all of these items with the audit vendor
before and after the audit. If you are not
familiar with any of the terminology then
become familiar with each item.

Application Security
The main item to examine when research-

ing application security is your server and
network operating systems. You must ensure
that all servers are locked down and properly
hardened. All of the latest security patches
need to be applied. Default accounts such as
administrator and guest accounts should be
removed/renamed. Encryption should be
used were necessary. Encryption tools like
SSH (secure shell), HTTPS, and IP security
protocol (IPSec) provide excellent additional
security. If you need additional security
measures, you should examine using digital
certificates and/or secure IDs. RSA Data
Security, Inc. and VeriSign are good places
to start for those services.

All Web and email servers need to be
examined and hardened as well. You must
keep virus protection software up to date.
You may even want to consider using a
company like United Messaging to host
your email and perform content scanning. A
cost-effective solution like this greatly
relieves the IT management burden.

POLICY AND PROCEDURES

Your company’s security is only as good
as your policies and procedures. If they are
poorly written and out of date, then all of
the security devices in place are essentially
worthless. Security policies and procedures
provide you with the basic framework for
building better security. A team consisting
of representatives from at least the follow-
ing departments should write and continually
review your policy and procedure documen-
tation: legal, the user community, system
support, IT, and management.

You must have policies that you can
implement and enforce, and that are concise
and easy to understand. You must achieve a
balance of protection with productivity. At
the very least, policies should: state the rea-
sons for the policy, describe what the policy
covers, define contacts and responsibilities,
and discuss violations and incident handling.

You can write security policies and pro-
cedures as a single document or as several
smaller documents. My recommendation is
to write them as several small documents.
This makes it easier to implement and
update as needed. The following is a list of
some of the policies and procedures you
should have in your organization:

◆ Acceptable Use Policy
◆ Security Incident Handling procedures
◆ Incident Escalation procedures
◆ Remote Access Policy
◆ Firewall Management Policy
◆ Disaster Recovery Policy

Some of the links provided at the end of this
article will lead you to templates for each of
these policies as well as a host of others.

SECURITY AWARENESS TRAINING

Employees view any change to your
company’s environment as an impediment
to productivity and a measure of control.
This is especially true when implementing
security policies.

By providing security awareness training
you will be able to include employees in the
process. This is critical to the success of any
security implementation.

Security awareness is an education
process that enlightens employees on the
importance of security, its uses, reporting
procedures, and their involvement as out-
lined in your company’s security policies.
Awareness training is not a one-time event.
You must conduct this training on a regular
basis. This allows for the employees’
awareness level to remain heightened. Any
awareness program needs to stress the
importance of teamwork and active partici-
pation by all members. You should place
posters, banners and other eye-catching
devices in break rooms and hallways. A
security Web link on your company’s Web
site that contains the company’s policies
and procedures, latest security events,
scheduled work or upgrades, results of
security drills, etc., should be included.

DISASTER RECOVERY

Few people relate disaster recovery to
security, but in reality, the two go hand in
hand. A security breech or a denial of service
attack is a disaster. Therefore, a detailed dis-
aster recovery plan needs to be part of any
security plan. The purpose of a disaster
recovery plan is to outline tasks to keep crit-
ical resources running and to minimize the
impact of the disaster. All critical disaster
response materials need to be kept off-site
and easily accessible after the onset of a
disaster. At a minimum, the plan should out-
line several different modes of operation
depending on the level of damage to company
resources. You must determine whether a
hot or cold site is required or cost-effective.
Mock drills should be conducted several
times a year.

TRAINING AND CERTIFICATIONS

With security being the hot topic in today’s
business, it follows that security certifications
are popping up left and right. Be careful not to
fall into the certification trap. This pertains not
only to your own personal career path but also
when selecting a vendor. Certifications are not
as important as experience or prior customer
references. If you are personally looking to
achieve a solid level of understanding about
all areas of security and want a certification to
go along with it, I would suggest that you go
for your CISSP (Certified Information
Security Systems Professional). This certifi-
cation covers the 10 common bodies of
knowledge as they relate to security. There
are several good study guides available, some
of which I have listed at the end of this article.

CHOOSING AN OUTSIDE VENDOR
TO CONDUCT YOUR AUDIT

I highly recommended that you choose an
outside, independent firm to conduct your
security audit for several reasons. First, this
will ensure that no departments are over-
looked or favored due to politics or because
they actually have something to hide.
Second, it will allow you to compare what
you have gathered on your own. Third, it
will add to your creditability with senior
management and will help you to get fund-
ing and manpower to make the changes you
were fighting for all along!

Make sure that the vendor you choose
covers all the areas described in the first part
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of this article. Also, find out if the vendor
practices what they preach. Ask the vendor
to show you a copy of the last audit they
conducted on their internal site. If that is
prohibitive, contact at least three of the
vendor’s customers that have had audits
performed in the last year. Find out who
will be conducting the audit and ask for that
person (or persons) resume. Make sure the
vendor is using more then one scanning tool
and ask for a detailed list of the scanning
criteria. Go to the Web and look at the
features that free scanning tools like Nessus
and Saint offer. In fact, mention those tools
to your vendor before the audit so you can
compare those results with the scan the ven-
dor will perform.

CONCLUSION

Hopefully this article has given you an
idea of how to make better security deci-
sions and procure the tools and knowledge
you need to help lead you down the path to
securing your environment. The three things
to keep in mind when you are securing your
environment are:

◆ The only safe asset is a dead one.
◆ Do not spend resources to protect

garbage.
◆ Make it too tough to get in and no one

will be able to get out.

After your audit is complete, examine
outsourcing the management of some of
your systems. It will cost less up front and
will enable you to attach a fixed cost to
administration and eliminate the need for

additional staff and on-going training and
upgrade costs. The most popular items to
outsource are email, virus scanning, fire-
walls, intrusion detection systems, Honey
Pots, and Web servers.

RECOMMENDED READING AND
WEB LINKS

Helpful Security-Related Web Sites:
www.infosecuritymag.com/
www.infosecnews.com/
www.issa-intl.org/
www.microsoft.com/technet/treeview/

default.asp?url=/technet/itsolutions/
security/current.asp

www.microsoft.com/technet/treeview/
default.asp?url=/technet/itsolutions/
security/tools/tools.asp

http://securityportal.com/topnews/
linuxnews.html

www.sans.org/newlook/home.htm
www.cert.org/
www.securityawareness.com
www.gocsi.com
http://ciac.llnl.gov
www.alw.nih.gov/security/secruity.html
www.cspurdue.edu/coast/coast.html
www.ncsa.com
www.ltestra.com.au/info/security.html

Security Mailing Lists:
majordomo@surbia.net
listserv@netspace.org
majordomo@greatcircle.com
http://www.iss.net/vd/maillist.html

Security Newsgroups:
Comp.security.announce

Comp.security.unix
Comp.security.firewalls
Alt.security
Comp.sys

RECOMMENDED READING

Secrets and Lies: Digital Security in a
Networked World by Bruce Scheiner

Information Security Risk Analysis by
Thomas R. Peltier

The CERT Guide to System and Network
Security Practices by Julia H. Allen

Information Security Management
Handbook by Micki Krause and Harold
F. Tipton

Managing Cisco Network Security by Mike
Wenstrom and Mark McGregor

The Practical Intrusion Detection
Handbook by Paul E. Proctor

Incident Response: Investigation Computer
Crime by Kevin Mandia and Chris Prosise

Practical Firewalls by Terry W. Ogletree
Internet Security Professional Reference by

Derek Atkins
Windows 2000 Security Handbook by Jeff

Schmidt
Computer Security Handbook by Arthur

Hutt, Seymour and Douglas Hoyt
The CISSP Prep Guide: Mastering the Ten

Domains of Computer Security by
Russell Dean Vines, Ronald l. Krutz  
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