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In this new environment where
security is taking center stage,
businesses everywhere are

assessing how vulnerable they are to
physical and cyber attacks. Network
administrators are taking a fresh
look at their systems with an eye on
shoring up defenses.

In the back office, the ubiquitous
“firewall” has always gained the
greatest share of attention because
it is the service most directly
linked with protecting a network
from unwanted intruders. Yet,
when looking to hone a network’s
security past the 90 to 95 percent
secure benchmark, there are other
network services that demand a
closer look — one of those is
called Domain Name Service, or
DNS. The SANS Institute, an
internationally recognized security
research organization, names DNS

as the number one external security
risk facing network administrators
today. In fact, the Internet
Corporation for Assigned Names
and Numbers (ICANN) recently
met to discuss the security of the
domain name system.

Anyone who knows computing
is familiar with DNS. It is one of
the foundation blocks of network
infrastructure, as well as Web sites,
IP-based applications, and every-
one’s favorite, email. DNS is the
“Internet’s phone book,” taking text
addresses like www.redcross.org
and converting them into digital IP
addresses such as ‘207.168.0.50’.
This allows one computing device
to find another and to interact over
the network.

DNS received quite a bit of cov-
erage earlier last year when well-
publicized DNS outages at Yahoo!,
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eBay.com, AOL, and Microsoft proved
just how costly unreliable DNS service
can be. At a more common level, most
Internet users know the frustration of the
“404 Not Found” message, when a page
does not load. Though there are many rea-
sons this can happen, poorly maintained
DNS records or insecure servers are often
the culprits.

Most organizations use the Berkley
Internet Name Domain (BIND) software or
Microsoft DNS to run their DNS. BIND is
simply an open source server code devel-
oped roughly 20 years ago at the dawn of
the networking age. The code has to be
configured by each organization or ISP in
order for information to pass from one
device to another. It just sits in the back-
ground, quietly doing its thing.
Unfortunately, that is where the problem
comes in.

Viruses like Code Red, Love Letter, and
Nimda make a frontal assault on the network,
much like the barbarians storming the gates.
Organizations spend millions of dollars on
firewalls and virus protection to prevent
these assaults from getting through.

Attacks using flaws in DNS are far subtler.
They are more akin to something coming up
through the sewer system, or the secret pas-
sage that everyone has forgotten about.
Most organizations simply are not looking
for an attack from that direction which is
exactly why they are so vulnerable.

Another complication is that any code
that is open to the extent of BIND leaves
itself susceptible to unscrupulous types who
will exploit any flaw in a network in order
to gain unauthorized access to information
they should not have. When flaws in BIND
are discovered, the CERT Coordination
Center at Carnegie Mellon University issues
a CERT Alert, notifying organizations (and,
unfortunately, potential intruders) of the
risks and providing a solution or series of
solutions to the problem.

This is another concern with BIND that
goes back to the lack of forced upgrades. As
much as people like to complain about the
pressure to upgrade from commercial soft-
ware publishers, it does create a discipline
that helps keep companies out of trouble.
That pressure does not really exist with
BIND. It is more of a suggestion than a line
in the sand, and human nature being what it
is, it tends to be acted upon less.

Instead, organizations often do not
upgrade to the latest version of BIND,

rather relying on the old standby reasoning
of “if it ain’t broke don’t fix it.” So the
CERT Coordination Center needs to issue
several fixes for different versions. Sure,
they will encourage network administrators
to upgrade to the latest version while they
make the fix, but when the CEO is screaming
that the darn thing is broken, your primary
concern is laying in sandbags, not upgrading
the quality of the concrete. Once the crisis is
past, organizations move on to the next crisis,
leaving themselves open to future problems.
In fact, CERT estimates that 80 to 90 percent
of companies using BIND are using ver-
sions that leave them open to serious
security breaches.

Two recent examples of BIND problems
come to mind. One flaw was the subject of a
CERT Alert in late January 2001. In this case,
CERT discovered the flaw and issued a warn-
ing of the potential for an attack. Of course,
hackers also monitor those warnings, and they
appreciated the CERT Alert about the hole so
that they could prey on the slow and the weak.

The other was the “Lion” worm, which
when inserted into the system began stealing
confidential corporate data and forwarding
it to an IP address in China. This worm
infected several major corporations before
being discovered, and as of this writing, still
cannot be removed by anything less than a
total cleansing and reboot of the system.

How can you close the security holes in
BIND? There are several steps you can
take today:

◆ Be aware of the risks. Ignorance is
probably the greatest obstacle to
finding a solution. Do not just guard the
gates — be sure you are watching the
tunnels, too.

◆ Upgrade to the latest version. Your
DNS service may be working now, but
if a problem arises and your version is
no longer supported, you will be left
out in the cold. Keep your BIND
software, including all security patches,
up to date.

◆ Check CERT Alerts frequently —
then act. As I said before, network
administrators are not the only ones
monitoring the alerts. Hackers also like
to know where the holes are. Servers
that host multiple services in addition
to DNS are particularly vulnerable.
Make a point of frequently checking for
any new discoveries, and then
implement the solution immediately.
An ounce of prevention is worth
millions of dollars worth of cure.

◆ Do not leave the door open — close
open ports. Because external DNS
servers reside outside the firewall, they
are often the first point of attack for
hackers conducting a port scan to look
for open ports. Either close all ports on
the current server or buy dedicated
solutions that provide no extraneous
open ports.

◆ Look into alternatives. Purchasing a
ready-made system rather than building
your own BIND application may turn
out to be faster, easier to use, and less
expensive in the long run. This is true
especially when you factor in the basic
labor costs and the time that is being
taken away from other parts of the
network. Server appliances that have
pre-written software and updates
developed by their manufacturers take
the burden off your internal staff, and
are often pushed out to you automatically
as they become available. Other
alternatives exist as well. Do not fall
into the trap of doing things simply
because that is the way you have
always done them.

One alternative that provides a more
secure approach to DNS is the DNS appli-
ance. Company’s like InfoBlox have built
streamlined products that combine optimized
DNS/DHCP software with customized hard-
ware. Experts agree that DNS appliances are
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fundamentally safer than traditional solutions because of their dedi-
cated nature.

As mentioned previously, open ports on DNS servers are often
the first point of attack for hackers. Because of their dedicated
nature, there are no unnecessary open ports on appliances, making
it harder for outsiders to mount an attack.

With typical servers and a general operating system, malicious
hackers often exploit system features that are present but not needed
to support the server’s specific task. DNS appliances are designed
from the ground up to solely perform DNS/DHCP services. This
means that the server software and the operating system software
contain only the features essential to delivering DNS/DHCP. A lack
of extraneous, unused features and code means less opportunity for
intruders to breach a network’s security.

Also, DNS appliance vendors that focus on DNS and DHCP
monitor and implement all CERT patches of BIND. Most companies
do not have the time or the resources to keep current with the dizzying
pace of BIND security upgrades. Off-loading this effort to the
appliance can save a lot of effort.

The appliance alternative is gaining greater acceptance in the
market as companies realize that they need to examine their

DNS/DHCP services more seriously. Such advanced networks
as InteropNet, the network that support the NetWorld+Interop
trade shows, are turning to appliance solutions. Recently,
NetWorld+Interop used InfoBlox’s DNS One for the DNS/DHCP
services at its Atlanta show (which coincided with the tragedies in
New York and Washington). Despite an increase in attempts by
hackers to breach the system, the appliance provided 100 percent
secure and reliable DNS/DHCP.

PUTTING SAFEGUARDS IN PLACE

The positive side of DNS attacks is that they are preventable,
unlike viruses, which you must first identify and deconstruct
before you can find a “cure”. The real key to securing your DNS
is recognizing the possible points of vulnerability and then taking
action. Put that on your “short list” today, and you will save many
headaches and sleepless nights over the long haul.  

Stuart Bailey is the founder and chief technology officer for InfoBlox, Inc.
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