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WHEN it comes to network/application management
and monitoring tools, most large organiza-

tions utilize expensive commercial product suites. Many of
these products, however, can be difficult to customize and it
can sometimes become cost-prohibitive to expand their usage
as a business grows. Ask any network manager what
the lion’s share of his budget goes to and most
will complain about escalating licensing
fees and related support costs.

That is why many of today’s
strongest companies are introducing
open source tools into everyday
operations. There is, in fact, a
wealth of open source “free” and
inexpensive tools available today.
These tools, which include Linux,
MRTG, RRDTool, WebNM,
WhatsUp Gold, MySQL, NetSaint,
Denika, Etherreal, Apache Web servers
and others, are increasingly being utilized
to augment existing management suites. As
these utilities are constantly being improved,
many now rival the functionality of commercial
products in specific areas. With dozens of programmers
around the world sharing ideas, code and concepts, the tool
sets have expanded greatly, causing consternation among
commercial vendors.

This article will discuss some of the free and inexpensive
tools available and examine how to add the support necessary
to make these tools function in an enterprise environment. By
taking advantage of these tools, companies can ease vendor
dependency, cut costs and maintain a high-level of network
management. Additionally, I will present selection tips at the
end of this article.

OPEN SOURCE TOOLS

While proprietary products promise the full range of
functionality, open source tools can often produce similar
results. Further, they can sometimes be more attractive as

they allow the IT team to grow the installation to meet
the specific needs of the business. Let’s con-

sider the following example:

The infrastructure department has a
spreadsheet with all the employee
names and the corresponding cubicle
biscuit (wall or cubicle jack for the
telephone or network connection)
numbers listed; the helpdesk has a
computer inventory tool that col-
lects all login names, PC names,

hardware, and software as well as IP
and media access control (MAC)

addresses; and the network department
has built a Perl application that will search

all switches in the company to locate a MAC
address on a specific (non-trunk) port.

It does not take a particularly clever Perl programmer to modify
the Perl application to cross reference the location of the MAC
address with the computer inventory tool to get the name of the
PC that then references the cubicle biscuit number in the spread-
sheet. As all three tools are maintained by different people, the
Perl script generally maintains its functionality.

Such integration proves very useful when trying to locate
everything about a problematic MAC address that was found
with a packet analyzer. Imagine the delight of the other com-
panies using the same computer inventory software when the
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user who wrote the Perl script announces on
the support forum that he is willing to openly
share this clever tool. That is the beauty of
investing in open source tools. New and
improved solutions are constantly becoming
available without you having to invest in
upgrades or licensing amendments.

As word of mouth has spread about the
benefits of open source and inexpensive
management tools, their degree of usage has
expanded. Here are just a few examples:

● MySQL — An excellent freeware SQL
database backend.

● Multi Router Traffic Grapher (MRTG)
— An open source tool written in Perl
and C that generates HTML pages
containing GIF images to provide a live
visual presentation of network traffic.

● RRDTool — This freeware tool created
by Tobi Oetiker (www.rrdtool.org) is
the next generation of MRTG. It is
more powerful and scales better.
RRDTool collects data fast, as it is not
labored with building the same graphics
as MRTG.

● OStivity — This inexpensive tool
from Somix identifies and inventories
hardware and software components
from workstations and servers in
the network through Web-based
reporting and provides IT professionals
with the information they need to
make well-informed capacity
management decisions.

● WhatsUp Gold — A very inexpensive
network monitoring and alarming
system from Ipswitch that works well
in the enterprise. It includes realistic
network renditions, a good SNMP
Viewer and a comprehensive
performance management
reporting module.

● VNC (Virtual Network Computing)
— A freeware program from AT&T
Research Labs UK that works with 30
different operating systems. It is used
for desktop remote control for help
desk calls.

● Denika — From Somix, this tool offers
Web-accessible ad hoc reports on
anything from email servers to custom
applications and provides dynamic
Web-based reports from the data
collected by MRTG and WhatsUp
Gold. It can also provide the same
information on switches and routers
from any vendor.

● Cricket — A free, more scalable
version of MRTG for monitoring
network traffic loads.

● TCPNetView — This freeware product
created by Alexander P. Gorlach
determines the IP and MAC addresses
of computers and devices on a LAN.

● NetSaint — Monitors hosts and
services on a network, such as SMTP,
Post Office Protocol 3, HTTP, Network
News Transport Protocol and ping.
It can send an email or a page when
problems arise.

● Qcheck — A free utility that runs
at a user’s desktop and identifies
performance problems, such as
response time, throughput, availability
and lost packets.

● Sysmon — This public domain tool
created by Jared Mauch monitors
host-based services and devices, such
as mail and news servers.

● Ping Scanner — Whereas ping sends
an echo request to let you know if one
device can reach another over a network,
Ping Scanner shareware sends requests
to one address many times or many
addresses one time.

● Sam Spade — A tool set for testing
different Windows utilities. Includes
ping, lookup, whois and other
query-oriented tools.

● Loriot — A free network node manager
for Windows.

● Net-snmp — A free set of software
tools that deal specifically with
the SNMP protocol and managing
SNMP devices. This agent allows
MRTG and Denika users to graph
CPU, memory, hard drive space, etc.,
on various operating systems
(e.g., UNIX, NT, etc.).

● Sec — A free event correlator.
● SHAMAN — A free tool,

Spreadsheet-based Hierarchical
Architecture for Management
(SHAMAN) is software designed to
provide network management by
distributing management functions
based on the nature and urgency
of the task.

A good site for open source management
resources is www.freshmeat.net. This site
maintains the Web’s largest index of UNIX
and cross-platform open source software.
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Support Time in Minutes 
 Internal App Citrix email Excel Network PC 
January 1485 3421 20 430 1232 1928 
February 1234 4232 132 445 2132 1983 
March 2308 5322 231 33 3212 2109 
April 4055 3256 567 343 1232 1209 
May 3433 3252 134 232 1233 1783 
June 3215 5232 322 678 1321 1965 
July 2123 6232 134 342 2334 2198 
August 2948 3652 1223 123 2132 2193 
September 2233 5232 435 23 2343 3093 
October 1267 3216 234 112 2122 2032 
November 1456 3123 245 90 2321 3006 
December 2086 4232 242 49 1233 2199 
Total Minutes 27843 50402 3919 2900 22847 25698 
Total Support Cost $11,582.69  $20,967.23  $1,630.30  $1,206.40  $9,504.35  $10,690.37 
based on $25/hour  
Total Support Minutes 133,609 
Total Support Cost $55,581.34  

FIGURE 1: SUPPORT TIME IN MINUTES 

FIGURE 2: WHATSUP GOLD AGGREGATE PERFORMANCE DATA (SLOWEST DEVICES)
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Although some companies are using
these open source tools out of frustration
with the cumbersomeness of traditional
management suites, adoption rates remain
low. Why? These tools typically lack inte-
gration and support. As a result, many
enterprises are reluctant to deploy them.

Fortunately, this appears to be changing
due to the emergence of a growing cadre
of commercial vendors who are now
building network management platforms
that support open-source tools. Companies
like Somix, NetBotz, MySQL, Random
Minds and Red Hat are harnessing open
source tools to provide robust and compre-
hensive network management products at
much lower prices than vendors touting
proprietary solutions. They also charge
much lower maintenance fees, support
unlimited licensing and deliver top-notch
professional services.

Somix Technologies’ WebNM, for exam-
ple, is a suite of software products for
managing and controlling network assets. It
utilizes a MySQL database, RRDTool,
WhatsUp Gold and VNC in order to give IT
managers the proactive tools they need to
adequately manage the network.

TOOLS IN ACTION

Whichever management products are
used, only proactive tools keep you ahead of
the game. In order to plan more accurately
and better prepare for business demands, for
example, certain key reports are necessary:

● utilization of resources such as bandwidth,
CPUs, memory, hard drives, etc.

● response time of resources such as
servers, applications and network devices

● up time of resources such as servers,
applications and network devices

● SNMP inventory of switches and routers
● inventory of desktops and servers
● notification of hard drives filling

up, installation of unwanted
applications, etc.

● reports that tell us who are the
largest consumers of resources such
as bandwidth

● top applications tell us which applications
are most prevalent on the network and
give some indication of how resources
are being utilized

● ticketing systems can also provide
reports that help organizations become
more proactive

Proactive reporting makes it easy for
company executives to understand why
and where IT money must be invested.
Take training for example, an expensive
intangible that can be difficult to justify to
the finance department. Imagine trying to
get training from a qualified local consul-
tant for Citrix, which costs $10,000. In all
likelihood, a purchase order for this
amount is unlikely to sail through the
approval process. However, if the company’s
ticketing system has an open backend, the
company report writer can work the numbers
as shown in Figure 1.

At an average hourly wage of $25 an hour
multiplied by the number of hours in 50,402
minutes totals $20,967.23 for Citrix support
alone last year. This, of course, is dependant
on the ticketing system’s ability to track
time spent on each issue called in. Most
decent ticketing systems, however, can
accomplish this.

Prepared with the $20,967.23 in support
costs for Citrix, approach the CIO/CFO and
outline that if the training reduced calls by
40 percent, it would pay for itself in a little
over one year. That purchase order has a
much better chance of being approved.

Likewise, if WAN costs are the issue,
print out the slowest WAN links report
using an inexpensive tool like WhatsUp
Gold. See Figure 2.

Clearly, the frame relay link to Palermo
is congested. With an average round trip
time of 400+ milliseconds for the month
and a maximum round trip time of almost
1,200 milliseconds, the problem becomes
much more apparent. Let’s look more
closely at Palermo using other open
source tools.

When the performance data in Figure 2 is
compared to the MRTG/RRDTool utiliza-
tion reports, the cause becomes even more
obvious. In Figure 3, traffic is collected on
the Portland side of the connection to
Palermo. The blue traffic is traffic to
Palermo and the green traffic is from

Palermo. Because Portland is the Internet
connection for Palermo, we see Palermo
requesting email and Web sites (green
traffic) and Portland responding with much
more Internet traffic (blue traffic) as the
data is downloaded. In short, Palermo’s
requests for Internet data is causing
Portland to look like the pipe filler (i.e.,
trouble maker).

Figure 4 shows the corresponding
FECN/BECN (forward explicit congestion
notifications/backward explicit congestion
notifications) report. These are basically
congestion warnings from the carrier indi-
cating that the carrier might be dropping
data that exceeds the amount of bandwidth
paid for (in the previous case a 56K). If data
is dropped, PCs must retransmit and the
latency increases dramatically. Why does
this occur? Well, PCs expect an acknowl-
edgement when they are transmitting data
(e.g., saving a file); if they do not receive an
acknowledgement for data previously sent
because the pipe is congested, they retransmit
the same data. The problem could start to
snow ball.

The blue line in Figure 4 indicates
BECNs being transmitted by the carrier
(e.g., Verizon, MCI or AT&T) to notify
Portland (i.e., ISP) that they are exceed-
ing the committed information rate (i.e.,
CIR). No green FECNs are in the graph,
as the carrier interprets the problem is
being caused by Portland and not
Palermo. The funny thing is, Portland
(i.e., ISP) is simply sending what the
users in Palermo requested. In short,
Palermo caused the problem and Portland
looks like the problem.

EVALUATION TIPS

For those with abundant IT resources and
plenty of money to spend, the big vendor
packages may be the right choice. However,
many IT professionals have already been
through the pain of attempting to utilize
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FIGURE 3: PORTLAND/PALERMO TRAFFIC
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these cumbersome and expensive manage-
ment platforms.

Here are some tips to help you select the
management platform that is right for you.

1. Focus on needs. According to a survey
by Coleman Consulting of New York
City, most companies only use about
30 percent of a product’s feature set.
Once installed, few tinker with
advanced features. Even if they
bought the product specifically
because it had the most bells and
whistles, most companies never get
around to hearing what they sound
like. Therefore, filter out those parts
of the sales presentation that are not
specific to your needs. If all you need
is mapping, red/green icons and
notification of failures, do not let a
sales person create a sense of urgency
for advanced trap filtering or
event correlation.

2. Buy out-of-the-box. Try to find a
system that really can provide the
information you need without you
having to invest undue amounts of
time and energy in retrieving it.
Beware of glib answers during sales
presentations such as, “Sure, this
system can do it. We have an API that
gives you the ability.” That is why it is
usually best to stick with functionality
that is available right out of the box.
Too much scripting and customization
can lead to the deployment of
unwieldy tools that respond poorly to
changes within the network.

3. Stick to reporting basics. While it is
great to have sophisticated reporting
capabilities, it still holds true that you
should only buy what you really need.
Pay attention to reports that cover the
following three key performance areas
necessary to proactive management:

● utilization of resources such as
bandwidth, CPUs, memory, hard
drives, etc.

● response time of resources such
as servers, applications and
network devices

● up time of resources such as servers,
applications and network devices

4. Find an exportable database. If a
database is required, request the
schema and make sure data is easily
exportable. Two years after the
purchasing decision, the user could
be changing systems again and might
need to export the data to a new system.

5. Check out update functionality.
What about when an IP address is
added or removed? Do updates cascade
throughout the application? If not, get
ready for a lot of extra work.

6. What about integration? Check if
the management suite integrates well
with other tools. Can the ticketing
system, for example, open and close
tickets based on HP OpenView
(HPOV) or WhatsUp Gold events? Is
the back-end open and well documented
so that reports can be generated with
Crystal, Perl, Access or Visual Basic?
Can the reporting software be fed IP
addresses from HPOV, NetView,
WhatsUp Gold, NetSaint or Big
Brother? Even in a suite of tools from
Company X, individual tools may not
integrate well.

7. Beware of exaggerated claims. A lot
of marketing hype exists around such
terms as “root cause isolation” and
“event correlation.” Some vendors
would lead you to believe that certain
tools can isolate the exact situation
right down to a specific link, application
or user. Unfortunately, this rarely
proves true.

8. Concentrate on proactive rather
than reactive tools. Veteran IT pro-
fessionals know what to look for when
there is a latency complaint. Whether
it is the historical trend of a CPU, a
network connection or the inventory

of a server or desktop, IT professionals
look for tools they can count on to
isolate the bug and prevent outages.

9. Avoid vendor dependency. With any
management platform you should
always seek to purchase a system that
the user can integrate with existing
independent tools rather than being
forced to buy new modules from one
vendor. This locks you into high annual
maintenance fees and expensive train-
ing updates.  

Before Michael Patterson founded Somix
Technologies Incorporated, he was the
Manager of the Network Operations Center
at CABLETRON Systems, Durham, NH. He has
a Bachelor of Science in Business
Management from the University of Maine,
and a Master of Science in Computer
Information Systems focusing in Relational
Database Design from New Hampshire
College, Manchester. 
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FIGURE 4: TRAFFIC CONGESTION WARNINGS


