
Current businesses’ IT infr
structures are comprised of an
array of products and technolo-

gies from many different
vendors. Gone are the
client/server days where
up to three companies pro-
vided the entire infrastructure.
As a result, ensuring adequate
application performance and
end-user experience over this
infrastructure is a challenge.

Today’s infrastructure
consists of Internet Service
Providers (ISPs), Network
Equipment Manufacturers (NEMs), application developers, server
providers, application software providers, and database server
providers. The deployment and technical support of new n-tier
applications that have to support an array of Wide Area Networks
(WANs) is a daunting task. Forecasting end-user response times
in an environment as close to real life as possible is crucial to a
successful deployment.

THE CHALLENGE

Since today’s business applications use a wide array of technologies,
a modern test-bed must include as many real world elements as
possible, and be connected to the actual database, application and
Web servers. The test-bed should also aim at using some of the
back-end equipment available in the live network environment,
such as load balancers and Virtual Private network (VPN) appliances.
Finally, for the most accurate forecasting, the user end-station
should also be part of the test-bed. The one element that is commonly
overlooked in most test-beds is the network itself.

Without including the network in the analysis, the results of any
experiment or test carried out in the lab are inherently unreliable.
The network and its varied effects, such as bandwidth limitation,
network delay, packet loss, and others, have a great impact on

application response times. For
example, an application that func-
tions flawlessly under optimal network conditions, as found on the
Local Area Network (LAN), might fail in the WAN.

To solve this problem, and to accurately forecast the end-user’s
experience, several Fortune 500 companies have deployed a new
class of tools in their laboratories. These tools use WAN emula-
tion technology to bring the effects of the real network into the
lab. Unlike WAN simulation, where powerful statistical software
simulates the network, WAN emulation works with real data
packets that originate at the server or the end-user station. WAN
emulation tools are based on appliances that function like net-
work switches and routers, with one major difference — instead
of processing the packets at the fastest possible speed, these tools
slow down the traffic and modify it in order to replicate the
effects of the real WAN.

Currently available, WAN emulation tools allow the user to
control the bandwidth, delay, packet loss, and other parameters of
the link between two or more network devices. Those devices can
be the real end-station on one of the link’s end, with the real servers
on the other. By working as an end user on an end-station, deploy-
ment engineers and support specialists can evaluate the end-user
experience and recreate user scenarios.
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WAN emulation tools enable you to recreate the effects
of the WAN in a lab environment for testing and

monitoring the performance of
mission-critical applications. By
utilizing this technology, organi-
zations can protect themselves
against failed deployment of new
applications and greatly simplify
the technical support process.
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Isolating a user’s problem and pinpoint-
ing the faulty component can be a difficult
task. More often than not, a phenomenon
known as “Blame Storming” starts.
Directors of the application, network and
operations group blame each other for
problems. Valuable time is wasted when the
problem or issue is being passed around
from one group to the next without any one
group taking ownership of the problem.
WAN emulation tools allow you to use a
small lab to easily identify the source of a
problem — client, network or server — and
help pinpoint the team responsible for the
problem, and thus solving it. You can avoid
costly trips to remote branches and eliminate
“Blame Storming”.

We all know the stories about support
staff traveling thousands of miles only to
discover the problem is a misconfigured
BIOS or an under-performing ISP. WAN
emulation can reduce the time it takes to
isolate those setbacks, and save on many
unnecessary trips.

THE BASICS OF
WAN EMULATION

Since WAN emulation tools work like
standard switches and routers, installing the
appliance in a lab is very simple. Just con-
nect a few stations, or Ethernet switches,
through the emulator and the network is set
up. Once the physical network is in place,
the user needs to define the network to be
emulated, activate it and transmit data
traffic through the emulation. Every data
packet that flows through a WAN emulator
is going to experience a delay, drop or alter-
ation as if it was traversing the defined
WAN link.

Basic WAN emulation tools allow the
user to specify different network conditions
for each physical port on the emulator. The
more advanced tools allow the user to specify
the parameters of the network link based on
specific network addresses. Furthermore,
with those tools you can use an object-
oriented approach to define the WAN, using
the same basic building blocks that make up
the real network — routers, IP Clouds,
Frame Relay Clouds and the like. See
Figure 1.

EMULATING THE REAL WAN

The synthetic, object-oriented approach
can be very effective in emulating a known

network environment, (i.e., 128kbps band-
width, 80 milliseconds delay and 1.3 percent
packet loss), but it comes up short when you
need to emulate an existing WAN connection.
For example, a specific WAN connection
might have a Service Level Agreement
(SLA) that guarantees latency below a certain
threshold for 99 percent of the time.
However, what about the remaining 1 per-
cent? In only one month this 1 percent can
yield seven hours of extreme network
conditions and still adhere to the SLA.
Additionally, most problems seen by the
user occur in those times when the SLA is
not governing the network.

Recreating the network at the time of
the fault will allow you to work on an
end-station which will behave like the end
user’s machine, and will enable you to see
for yourself what functional or perfor-
mance issues the user was experiencing.
The idea is quite simple: The data center
with all of its servers and networking
equipment is available, and the user’s
end-station is also easily obtainable; the
only missing piece is the network connect-
ing the two. This is where WAN emulators
come to the rescue. Advanced emulators
use a simple, yet effective, method to

recreate the user’s network at the time of
the fault: record and playback.

How Record and Playback Work
Here is how it works: Using a separate,

simple network recording application, an
organization can continuously record the net-
work conditions and save them in a database.
When a user complains, the network informa-
tion from the specific time and the specific
link that serves that user is imported into the
emulator and played back. All the support
engineer has to do is to recreate the user
transactions at the local end-station connected
through the emulated link. The playback can
be instantaneous — playing back the link as
it was a couple of seconds ago, thus allowing
the support team to experience the remote
office performance in real-time.

PRE-DEPLOYMENT TESTING

Why wait until post-deployment and after
receiving user complaints? More often than
not, WAN emulators can help the deployment
team ensure a new application or service
will provide a sufficient end-user experi-
ence. Using the described method, the
deployment team can test their applications
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FIGURE 1: NETWORK BUILDING BLOCKS 

In more evolved WAN emulators, the user can “mirror” an existing client/server WAN, allowing pre-deployment testing
to predict the exact performance on the real WAN.
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after they are deployed on the data center,
but before end users actually use the system.
Using the emulator with the recorded net-
work behavior, deployment teams can
accurately forecast the performance of the
new application and, as we have seen in
numerous cases, fine-tune the application
to achieve better performance and avoid
end-user frustration.

You can also use pre-deployment testing
to stress test the application from the net-
work perspective. It is impossible to get a
WAN connection that adheres to the SLA
100 percent of the time; network mainte-
nance and downtime are always factored in,
and even the highest quality network
provider cannot guarantee SLA adherence
for more than 99.9 percent of the time.
There is not much you can do about this dis-
crepancy — except to make sure that the
down time will not affect data integrity. It is
impractical to hope that end users will not
notice those downtimes, but IT managers
have to make sure that short network
“blackouts” do not affect data integrity.
Think about a stock market trading system
where, due to network conditions, the end
user does not get a confirmation for the
transaction he just entered, and as a result,
he enters it again. Transactions lost or
duplicated in those extreme conditions can
result in great financial damages.

You can use WAN emulators to recreate
not only the real network, but also a synthetic
network, specified by the user. By using the
emulator, it is easy to create a worst-case
network and test the application before
deployment. Furthermore, the emulator
creates a “repeatable” environment where,
unlike the real-world network, you can
recreate conditions easily and accurately.

CONCLUSION

Deploying and supporting new applications
and services entails many risks. By using
WAN emulation technology, organizations
can protect themselves against failed
deployment of new applications and greatly
simplify the technical support process.  

Benny Daon is founder and CEO of SHUNRA
Software, Ltd., makers of Storm, a tool that
recreates the network and ensures reliable and
safe deployment of e-business applications.
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