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THE first article in this series was directed at stopping
viruses and other types of malicious logic at the end

user’s workstation. In Part II, I focused on protecting the net-
work servers from becoming infected. In this final look at virus
protection, I will concentrate on preventing viruses from enter-
ing our network. This can be accomplished at the email gateway
or at the network edge; let’s take a look at both methods.

Over the past few years, the transmission methods of viruses
and other harmful code have seen a dramatic change. The pri-
mary method of virus infection used to be from the habit of
sharing infected (floppy) disks with other computer users.
This was at a time when a computer was more of a pastime
hobby rather than a critical business tool. Viruses lurked in
obscure places and seldom found their way in, so to speak.
Virus protection techniques and practices were immature and
haphazard at best. The commercialization of the Internet
brought forth a newer and easier method of transmitting
viruses; the user merely needed to download what they
thought would be some type of benign program to install on
their computer. Unbeknownst to these users, this download
contained some type of malicious code. This trend was the
catalyst for a major change in the way we looked at the need
for virus protection. Vendors were quick to capitalize on the
ease and effectiveness of spreading viruses through Internet
downloads. As the popularity of email grew, so did the prop-
agation of viruses. Virus coders quickly became aware of the
ability to implant malicious logic within various types of
office suite documents by utilizing the built-in scripting capa-
bilities of the office suite. This became known as the “macro”
virus. It was the first real business-hindering threat recog-
nized by most organizations; attacking the very essence of
business efficiency, the electronic document. Email has now
become the number one conduit for the spread of viruses and
other malevolent code. It has recently been realized that
certain types of “Internet worms” have the ability to “seek

and destroy” without the need for an unwitting user to uninten-
tionally trigger the event. This increase in code sophistication
and ease of transmission has created a transferal of the concept
of virus protection to one of virus prevention. Let’s look at
how effective virus prevention can be deployed.

The principle of virus protection is regarded as a de-centralized
point-of-defense. Virus detection and cleaning software is
deployed on each individual workstation and on network
servers. This is an “after the fact” approach; the virus has
already made its way into your network. Productivity has
come to a halt while the user interacts with the anti-virus soft-
ware; system administrators are diverted from other projects
to ensure that the incident is correctly handled. Although
damage from the virus itself may not have occurred,
resources have been expended through “damage control.”

Virus prevention, which utilizes a centralized point-of-defense
mechanism, is considered to be the most preferred method of
protection. Virus detection and cleaning software, and even a
combination of software and hardware (an appliance), is
deployed at either the email gateway or at the network edge.
This interception method eliminates the damage control that
was necessary with the de-centralized point-of-defense
approach. There are typically three common methods used to
deploy effective virus prevention.

The first method is to scan all data that crosses the firewall
for virus content. This method utilizes the Content Vectoring
Protocol (CVP). The CVP was developed in 1996 by Check
Point Software, and was first utilized in FireWall-1 Version
3.0. It was developed as a way to integrate a client/server
relationship between a firewall and a content validation server.
A content validation server would scrutinize the content of
the files passed to it, by one or many firewalls, which had
been flagged for validation. Capabilities included the ability
to scan HTTP and FTP traffic as well as SMTP; which seemed
like a huge bonus considering this type of setup could also
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stop harmful applets from entering the network. Although a widely
accepted concept, CVP remains as a scarcely supported protocol,
considering the amount of firewall products available today. This
could be partially due to the high cost of deploying CVP-based pre-
vention, or because of advances in firewall and scanning appliances.

Firewall/scanning appliances are not only growing in popular-
ity and capabilities, they are more cost-effective and easier to
deploy than ever before. There are literally dozens of different
vendors with appliances, all of which differ in price, performance
and features.

Another method used to prevent viruses from entering the network
via email is to deploy a mail relay server running virus-scanning
software. This approach places an SMTP relay server between the
corporate mail server and the company firewall. It could be placed
completely outside the firewall or into a DMZ off of the firewall,
but this would impose other security risks and is not recommended.
This is probably one of the simplest concepts and is widely used.
The relay server is perceived to the outside world as the company’s
real mail server. In addition, the real mail server views this relay
server as the outside world. Once the relay server is finished pro-
cessing the mail (scanning for malicious code), this “interim” mail
server hands the mail off to the real mail server for normal distrib-
ution. Clearswift’s MIMEsweeper is a popular application, which
utilizes this concept.

This type of approach has both its strengths and weaknesses.
Although this method is a very strong anti-virus prevention solution

and is supported by many anti-virus software vendors, the addi-
tional hardware and software may be cost-prohibitive.

The final method I want to discuss, and the one I will use as an
example, uses an anti-virus product along with the ability for the
internal mail server to pass message traffic through the virus-
scanning engine. Scanning products are available that enable the
anti-virus software to “hook” directly into the email gateway. There
are many anti-virus products, each one with its advantages and
disadvantages, available for the most popular enterprise class
messaging/groupware suites, Microsoft’s Exchange, Lotus’ Domino,
and Novell’s GroupWise.

The product I have chosen is GWAVA (GroupWise Anti-Virus
Agent), made by The Messaging Architects (http://www.gwtools.com).
GWAVA is a NetWare Loadable Module (NLM) specifically
designed for GroupWise. According to The Messaging Architects,
in 2000 one in 700 email messages was infected with a virus; in
2001, one in 300 was infected, and some forecasters predict that in
five years, one in 10 will be infected. This makes the importance of
an anti-virus solution at the email gateway unmistakable.

GWAVA not only has the capability to scan for viruses it also
provides:

● attachment blocking
● quarantining
● anti-spam filtering
● oversized message filtering
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● content/confidentiality filtering
● notification options
● rule-based configurations

GWAVA’s installation is performed through an easy, seven-step
wizard, it does not even require a server restart; boy, I love NetWare!

Step #1 of the configuration wizard alerts you to the minimum
requirements for the software; it also tells you to consult the user
manual before proceeding. I must add that I actually read the entire
user manual before I installed the product, and it is the easiest and
most accurate software manual I have ever used. See Figure 1. Step
#2 asks to be pointed to the GroupWise Message Transport Agent’s
startup file. GWAVA hooks directly into the MTA. See Figure 2.
Step #3 asks you to specify your company’s Internet domain (e.g.,
mycompany.com), and asks for the IP address of the SMTP mail
host. See Figure 3. Step #4 is for information concerning notification
messages for events from GWAVA (i.e., virus detection, attachment
blocking, etc.) See Figure 4. Step #5 is a confirmation of the paths
that correspond to your GroupWise installation, as well as informs
you of the GWAVA installation path and required rights. It also
reminds you to exclude certain GroupWise directories from anti-
virus scanners. See Figure 5. Step #6 asks for username, pass-
word and an NDS object that corresponds to your MTA server.
See Figure 6. Step #7 is not even really another step, just a note
letting you know that you are finished with the configuration and
that you must restart the MTA before the configuration will take
affect. See Figure 7.

The configuration program is very simple to use and gives you
the ability to set up the features of GWAVA mentioned earlier. This
program will even restart the MTA for you when you are done with
the configuration. See Figure 8.

GWAVA has been an extremely effective virus prevention
solution. It manages to squash Klez in its almost daily attempts
to breach our email system. Since the deployment of GWAVA in
our system, not a single virus has made it to a workstation via
email. This is also attributed to diligent processing of virus sig-
nature file updates.

SUMMARY

To sum things up, the purpose of this series was to convey the
importance of a multi-faceted approach to effective virus protection/

prevention. I hope you have found it not only informative but
also useful in determining the overall effectiveness of your anti-
virus efforts.  
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FIGURE 5: GWAVA CONFIGURATION WIZARD FIFTH STEP FIGURE 6: GWAVA CONFIGURATION WIZARD SIXTH STEP 

FIGURE 7: GWAVA CONFIGURATION WIZARD SEVENTH STEP 

FIGURE 8: GWAVA CONFIGURATION PROGRAM 
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