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CORPORATIONS have long known that
sharing information with

employees, suppliers, partners, and customers can be very
rewarding. Today’s business environment makes this a
requirement.

Yet, challenges continue to riddle the business landscape.
The cost of using traditional telecommunications systems for
collaboration is high, and is getting higher every day, while
the number of professionals working at remote sites increases.
At the same time, workers at headquarters as well as in
branch locations, satellite offices and remote sites across the
country today rely more than ever before on Internet-based
services. Email, Web access, file sharing, and other online
applications form the foundation for a growing number of
businesses. Ready access to these services can mean the
difference between success and failure in a complex,
information-driven marketplace.

Security is one of the most significant challenges to today’s
Internet-based business environments. According to the 2001
CSI/FBI Computer Crime and Security Survey, only 15 percent
of respondents had not detected a security breach during the
previous 12 months. Sixty-four percent of survey respondents
acknowledged that their computer breaches led to financial
losses; 35 percent could quantify their losses, reporting nearly
$400 million lost due to security problems. In addition, for
the fourth year in a row, more respondents — 70 percent —
cited their Internet connection as a frequent point of attack
than cited their internal systems — 31 percent. Clearly, security,
especially Internet security, is a valid concern in corporations
across the country.

THE VIRTUAL SOLUTION

Enter the Virtual Private Network (VPN). A VPN enables
two or more private networks to connect over a public network.

While there are several benefits to using a VPN, perhaps the
most significant is its potential cost savings.

For companies with branch offices or supplier sites scat-
tered across a wide geographic area, a VPN eliminates the
need to invest in expensive, private leased lines. And in
today’s corporate environment of frequent mergers and
acquisitions, the ability to add another company to the
enterprise network without investing in more leased lines
results in a noticeable savings.

Companies can reduce telecommunications costs through a
VPN. Because remote users simply dial in to their Internet
service provider, usually using a local number, a VPN
minimizes long-distance charges as employees connect to
the enterprise network from off-site locations. A VPN also
enables companies to eliminate modem banks and remote-
access servers, which can be expensive and time-consuming
to purchase, install and maintain.

The cost benefits of implementing a VPN have contributed
to its increasing acceptance in the business world. The
automotive industry has been very aggressive in its deployment
of VPNs, using these virtual networks to communicate and
collaborate with an extensive web of partners, contractors,
suppliers, and more. Additionally, the medical industry
continues to embrace VPNs; and, as the cost of implementation
decreases, even smaller medical offices are setting up VPN
connectivity with their payroll administrators, insurance
personnel, and other business partners.

IDENTIFYING A SECURE VPN

As more and more companies turn to VPNs for deploying
services over the public Internet, security becomes critical.
To that end, it is important to identify the key characteristics
of a secure VPN in order to select the most appropriate solution
for a specific business environment.
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Full compliance with standards such as
Internet Protocol Security (IPsec) ensures
that a VPN provides the necessary authenti-
cation, encryption and data security for
WAN connections. IPsec compliance also
provides interoperability with partners and
suppliers, thereby helping protect current IT
investments. Support for a variety of
authentication technologies, from personal
digital certificates to LDAP, not only
expands operability with other business
partners but also can lock out intruders who
might try to capture a VPN session.

Support for Network Address Translation
(NAT) also is important, even as the standard
continues to mature. This ensures more
seamless deployment of this technology
into your company’s networks.

One of the most overlooked and under-
addressed-security technology for VPNs is
application inspection. While many products
provide security measures such as IPsec
compliance that provide security at the
network and transport layers, the remote
gateway or client remains vulnerable to
protocol-specific weaknesses that are
exploited at the application level. If busi-
nesses implement VPNs, which typically
only screen at the network level, then they
are susceptible to attacks and exploitation
at the application level by blended threats,
such as Code Red, which utilize multiple
methods and techniques to transmit and
spread an attack.

Consequently, the most secure VPNs offer
full application inspection, which scans all
IPsec connections to monitor inbound and
outbound traffic passing through the VPN
server. Application inspection screens pack-
ets by looking at much of the information
contained within the packet, including not
only the IP header but also the data portion.
This ensures that not only is the connection
permitted by security rules, but that it follows
the proper commands and specifications of
the application protocol. This technology
also enables administrators to better control
traffic by ensuring that they are aware of
activity at the application level rather than
just the network level.

Further, today’s constantly changing
corporate environment requires equally
flexible IT solutions. As a result, large
enterprises can benefit from implementing
a VPN that operates independently of fire-
wall architectures while easily integrating
into existing networks. With some products,
administrators can install the VPN server

on a host that is separate from an existing
firewall in order to avoid burdening the
firewall with encryption tasks that tax the
CPU and can create bottlenecks.

Additionally, to simplify deployment and
management in companies of any size,
organizations can select a VPN that offers
centralized, policy-based administration of
one or more servers. Integration with
Microsoft Management Console, for example,
enables administrators to remotely and
securely control and monitor distributed
appliances, firewalls and VPN servers and
create policies consistent with corporate
rules, including configurable policies for
users and user groups.

Of course, VPNs are not just for large or
mid-sized enterprises; small businesses,
branch offices, and remote work sites also
need secure Internet access and interaction
with business partners, associates, and the cor-
porate network. For these small organizations,
which often lack the technical expertise of
their enterprise counterparts, ease-of-use is
critical. Combination firewall/VPN appli-
ances often are the product of choice for
these businesses, especially solutions that
offer simplified networking setup, multiple
LAN and WAN connections, central man-
agement, high availability, and load balancing
— all at a competitive price point and with
no per-user licensing requirements. With an
integrated VPN feature, remote users can
securely access mail, Web resources and
share files.

CHOOSING A SOLID VENDOR

As the demand for security products
increases and security threats grow in number
and complexity, it becomes even more impor-
tant to select the right security vendor. While
point products continue to play a role in
addressing very specific security needs, orga-
nizations seeking to broaden and strengthen
their protection should look for a security
vendor that offers a breadth of security
expertise as well as a comprehensive family
of enterprise-class products. These products
can include VPNs, intrusion detection,
vulnerability management, anti-virus,
firewalls, and enterprise administration tools.

Just as the arrival of the PC as a standard
business tool led to the evolution of PC
applications from individual word process-
ing software, spreadsheet packages, and
presentation programs to tightly integrated
business application suites, the continual

introduction of new Internet-based threats is
driving an evolution toward tightly meshed
security products. Because such single-vendor
products exist on the same foundation, it is
easier to manage and deploy them in any
operating environment and they lack the over-
lapping functionality that typically results
when using products from multiple vendors.

Just as important as product technology
and vendor expertise is support. Again,
with security incidents on the rise, threat-
ening companies of all sizes and across all
industries, responsive support is critical in
providing both proactive and reactive
protection. Organizations must be able to
rely on a security vendor that helps them
establish and maintain security policies
and best practice guidelines through a
streamlined, automated process. In addi-
tion, the most experienced vendors offer
incident response programs that include
the rapid delivery of emergency signa-
tures, definitions, and policies as well as
alerting services.

VPNS: PART OF A TOTAL
SECURITY INFRASTRUCTURE

A complete security infrastructure
addresses security needs at multiple
fronts, and VPNs will continue to play an
increasingly significant role today in the
overall profitability of many businesses.
After first assessing their vulnerabilities,
companies can then take action to protect
their businesses from those threats using
the most effective technologies from the
most experienced vendors.

VPNs and firewalls are a powerful comple-
ment to security products such as anti-virus
software, which protects against malicious
code and backdoor threats, and intrusion
detection, which works within the network
perimeter to spot intruders that penetrate the
outer defenses. Firewalls augment security by
controlling what comes in and goes out of the
network, while a VPN ensures the confiden-
tiality or privacy of the data traversing the net-
work between geographically dispersed sites.

Together, these technologies offer a solid
defense against both known and unknown
security risks that characterize today’s
information-based business marketplace.
By selecting the most appropriate solutions
from the most experienced vendors, organi-
zations can protect their business assets
while ensuring profitability in an increasingly
competitive environment.  
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