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YOUwould not think that it was that big of a deal. In
fact, it is probably one of those items that perpetu-

ally makes its way onto “To-Do” lists. Nevertheless, like
starting that house project or visiting the dentist, software
inventorying and management is just one of those burden-
some tasks that gets put off until later.

Yet the daily news is filled with stories that
highlight the problems inherent in sloppy
software management: operating system
vulnerabilities requiring a patch; billions
in damage suffered by companies that
did not update their virus definitions
soon enough; and the latest firm pay-
ing big fines to the Business
Software Alliance because it failed
to keep track of its software licenses.

Factually, a failure to inventory and
regularly update software costs billions
of dollars every year — money that
could be much better spent elsewhere. So,
why don’t companies keep everything cur-
rent? The problem is that, although the penalties
can be stiff, so is the burden of keeping everything up-
to-date. It is a high-risk gamble. Do you spend most of your time
updating spreadsheets and hunting down and installing updates
or handling the countless demands coming across your desk?

Fortunately, there are other options. This article will
examine the problems related to software management and
the various approaches to solving it. Additionally, I will
detail one effective but economical tool in particular.

MULTIPLE THREATS

Although efficient software management contributes to
smooth system operations in general, two external threats

raise the task’s importance from “when time permits” to
“vital.” The first comes from hackers.

Organizations spend billions of dollars every year for hard-
ware and software, firewalls, intrusion detection systems,
anti-virus software, and security consultants. However, the

attacks keep coming, each wave more sophisticated
than the last. As enterprises become more

dependent on the Internet for mobile workers,
customer access and supply chain con-

nectivity, viruses, worms, distributed
denial of service attacks, and any
other electronic weapons people can
devise can bring operations to a halt.

An alert IT security team, how-
ever, can greatly limit the damage.
According to managed security ser-
vices firm Activis (Reading, Great

Britain) 99 percent of all attacks are
readily preventable since they come

from known vulnerabilities and miscon-
figurations. Therefore, keeping software

patches and virus definitions up-to-date goes a
long way toward protecting the IT infrastructure.

Unfortunately, updates take time, something lacking in
most IT departments. According to one Activis study, a small
company with just eight firewalls and nine servers running
common software would have had to make 1,315 updates —
over nine months this averages close to one per hour for a
40-hour week.

In addition, that does not include workstations, where
employees can use floppy and CD-ROM drives to load their
own programs, or laptops and wireless PDAs that have to be
synched to the network. These open up new avenues of attack,
placing an additional burden on IT staff. However, updating all
PCs and devices manually becomes time prohibitive and costly.

Simplified Software
Management for

Windows-Based Systems
Software management and license control is no longer a task that can be “put off until later.”

Those failing to inventory software, keep track of license administration, or maintain updates
and upgrades may face serious repercussions.
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The information architecture team for
desktop systems at the Department of
Energy’s Los Alamos National Laboratory
in New Mexico, for example, estimated
that one of its staff members could perform
an average of 19 updates per day. It calcu-
lated that, at that rate, it would need 87
full-time staff just to perform a single new
virus definition, one operating system
patch and one browser patch each month
on each of the laboratory’s 11,000 work-
stations. However, that would not come
close to keeping up with virus updates.
During the week of January 16, 2002
alone, Norton added 50 virus definitions to
its Antivirus product.

If that was not enough, another serious
threat is lurking from the Business Software
Alliance (BSA). Its members include
Adobe, Apple, Autodesk, Bentley Systems,
Macromedia, Microsoft and Unigraphic
Solutions. The BSA stages surprise audits
of enterprises using any of its member prod-
ucts to determine whether all licenses are
current. If not, it assesses penalties of up to
$150,000 for each infringement, even when
the problem is due to inadvertent errors
rather than outright fraud. To date, the
group has collected more than $68 million
in fines, not counting the additional license
fees the companies involved still had to pay
to the software vendors.

EXPLODING NUMBER
OF APPLICATIONS

Compounding the problem is the explo-
sion in the number of applications running
in corporate environments. According to
Gartner Group analysts, last year, the average
Help Desk supported more than 200 appli-
cations — this is up from 25 applications
just five years earlier. Clearly, software
and license administration is no longer a
task that you can track with pencil, paper
and a sound pair of sneakers. It vitally
requires automation.

This is where software management appli-
cations enter the picture. They automate the
process of inventorying software usage, track
license terms and expiration dates, and can
even remotely deploy software and updates.
There are three basic types.

For large enterprises, IBM, Computer
Associates and Hewlett-Packard all offer
software management add-on modules for
their management frameworks. IBM’s
Tivoli Inventory module collects information

not only on any installed applications, but
also inventories any other file type the
administrator specifies. For instance, it
could assemble a list of all the databases in
use, including name, file size, path and
date/time last modified. To address the
problem of updates, the company offers a
separate Tivoli Software Distribution mod-
ule. Tivoli works with Windows, Novell
NetWare, IBM OS/2, Red Hat Linux and a
variety of Unix releases.

For companies that do not already have
such a framework in place, and do not
want to go through the time and expense
of implementing such a framework,
Microsoft offers a somewhat simpler
option for Windows-based networks.
System Management Server (SMS) per-
forms software inventory and deployment,
as well as remote desktop support and
certain network management functions.
While less expensive and simpler than
going with a full framework setup, it is
complex enough to require assistance in
installing it properly and typically requires
a dedicated server to run the software. The
costs of these items can add up. Los
Alamos, for example, hired Digital
Electronics Corporation to set it up. Due to
its complexity, testing and deployment,
they spread out the implementation over
several years.

KEEPING IT SIMPLE

For companies already harnessing a
management framework or SMS, or for
those who possess the internal resources to
purchase, run and maintain them, the
aforementioned solutions will solve the
problem. For most enterprises, however,
another approach may be necessary.

Due to current budget woes and time
constraints affecting support personnel,
the ideal solution would cost nothing and
require no attention whatsoever. Though
nothing on the market yet satisfies both
factors, modern software/license manage-
ment applications are going a long way
toward satisfying the zero-time parameter,
while costing far less per seat than the
heavy-duty approaches discussed earlier.

Sitekeeper, for example, from Executive
Software of Burbank, CA, is an automated
software management tool. Based on XML
technology, it does not require you to install
any other type of system or network man-
agement software. Nor does it require you

to learn how to use Crystal Reports or other
complicated reporting software.

This tool is available on CD or as a down-
load. It took me approximately two minutes
to download the software over a DSL con-
nection. It does not require a dedicated server
and can be loaded onto a workstation.

MANAGING SOFTWARE
STEP-BY-STEP

Sitekeeper can be installed on any machine
running Windows NT 4.0 Enterprise Server,
Server or Workstation with SP5 or greater,
any machine running Windows 2000
Advanced Server, Server or Professional with
SP2 or greater, and any machine running
Windows XP Professional. It inventories and
deploys software to target computers running
any of the aforementioned operating systems,
in addition to Windows XP Home Edition.

The installation feature works with any
software, which is logo-compliant for
Windows 2000 or XP, or is Microsoft
installer-compliant. It requires the Microsoft
Windows Installer (msi) file — a storage file
containing the instructions and data to install
an application. Most software designed for
the Windows NT, 2000 and XP operating
systems includes this file.

This application addresses three specific
areas of software management: inventorying,
license management and software deploy-
ment for new software or updates. All the
modules are located on the Manage
Machines tab on the console. The left
frame of this screen contains a hierarchi-
cal view of the machines on the network.
The right frame contains your choice of
actions. The actions taken are all desig-
nated “tasks” in keeping with Windows
2000/XP methodology.

A three-step, wizard-guided installation
procedure first helps you install the console
on the desktop. You do not need to install
any agents or other software on the work-
stations or servers being monitored.

Next, you install and/or set up the data-
base. If you already have Microsoft’s SQL
7 or SQL 2000 databases, it takes just
moments to set them up for software
tracking. Otherwise, you can use
Microsoft’s free desktop version of SQL,
the Microsoft Desktop Engine (MSDE).
The Sitekeeper installation disk includes
MSDE, or you can download it from
Microsoft’s Web site and install it using
the software management console.

TECHNICAL SUPPORT • APRIL 2002WWW.NASPA.COM



From here on out, you do the rest of the
installation and all subsequent use of the prod-
uct through the console. This console has two
tabs: “Configure Sitekeeper” and “Manage
Machines.” To connect the program to the
database, access the “Configure Sitekeeper”
page on the console. Once there, click on the
buttons “Specify Database Server” and
“Configure Database” at which time wizards
will guide you through the final setup steps.
This page also contains another button to reset
database permissions as needed.

The entire enterprise installation proce-
dure took me less than 30 minutes.

THREE-PRONGED ATTACK

This tool has three main modules that
address inventory tracking, license manage-
ment and software deployment:

● Inventory Tracker — Once installation
is complete, launch the Inventory
Tracker module from the console. It
quickly establishes and then maintains
an updated record for all the software
on your site, all the versions, builds,
updates and patches.

When you first launch the inventory
module software, a wizard pops up that
helps you to establish which domains
and machines in the network to track,
and at what intervals you want them
queried. Designating a machine or
domain consists of clicking the box
next to it on the left side of the screen.
Once you do this, the program launches
a Windows Service called “Executive
Software Inventory Service.” It
performs an initial inventory, and then
updates the information at the desired
frequency. You can also perform an
ad-hoc inventory query later to receive
an up-to-the minute report.

The software works by querying each
target computer’s Windows Registry for
all the information provided by each
software publisher, including software
name, version (major and minor) and
build number or patch level. It stores
this data in the database you set up
earlier. It typically scans and reports on
five to 10 computers per second. Then,
it totals the number of copies of each
type of software installed. Once done,
the program generates a browser-based
report that you can view either by the
machine or by the software product.

● License Management — You can
launch the second module — License
Tracker — once the inventory is
completed. To do this, click the button
“View License Report” in the right
frame. The application then queries the
database you created and generates a
browser-based report showing the
number of machines that have a
particular product loaded. Here you
would enter the number of licenses
you have purchased.

This report enables you to determine
for which products you need to
purchase some additional licenses or
uninstall some of the copies now in use.
It also provides you with the
information to determine if you can
reduce the number of software licenses
you are buying, thus putting that money
to better use. From there, the software
tracks the number of licenses in use and
a pop-up screen lets you know when
you have exceeded your allowed
number of licenses

As an added feature, Sitekeeper
keeps a continuous eye out for
“sneakerware.” Your company may
have a policy against users installing
their own extra software. This is a way
to locate and eliminate unapproved
downloads and installations.

By the way, none of this data ever
goes anywhere outside the organization,
so you do not have to worry about the
BSA or a vendor giving you a call
based on the inventory.

● Software Deployment — You can use
the third module — PushInstaller — to
install or uninstall software, updates,
upgrades and patches. The first step is
to install any new software on a shared
drive or a machine, which is accessible
by all the target workstations. Next,
launch the installation software from
the software management console.
Select the software to install/uninstall
and the machines where you want to
install the software. You can select an
entire domain, or part of it, by clicking
on it.

Next, you need to set the priority. You
have two choices: Fast Install or Slow
Install. The fast installation takes less
time, but consumes more resources. You
might select this option if doing the instal-

lation after hours or if there is something,
like a virus update, you want to get out
right away. Otherwise, you would probably
use the slower rate during business hours,
as it runs at very low priority and does not
compete for system resources with other
applications. You also have the option of
scheduling the entire process to run after
hours, and to terminate before everyone
comes in the next morning so it doesn’t
slow down any users.

Once you have selected the software,
machines and priority, the deployment starts
and it will inform you of the installation
process of each machine.

STAYING ON TOP

These days, putting off software manage-
ment and license control until later can be a
recipe for disaster. Serious threats lurk close
by waiting to exploit those who fail to stay
on top of software inventory, properly
administer licenses, or keep up-to-date on
updates and upgrades.

The tools mentioned here offer plenty of
choices for various IT environments.
Sitekeeper does the job reliably without
the time or expense required by alterna-
tives that are more complex. SMS would
be another option, especially suited to
those who possess the time and expertise
to run it. Management frameworks also
have complementary modules that you can
install to monitor software management.
However, in environments where such
tools have become cumbersome and soft-
ware administration is out of control, it is
probably best to find a tool that does the
job effectively with as little effort required
as possible.  

Stephanie Nielsen is a freelance writer spe-
cializing in technology and business. She lives
in Abbotsford, British Columbia. She can be
contacted at 2BSB@telus.net.

WWW.NASPA.COMTECHNICAL SUPPORT • APRIL 2002


