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THIS is the final article in this series. Previously, I
examined how to provide transport-layer encryp-

tion for common services with the aid of the stunnel SSL
wrapper. This month, I will explore an entirely different
aspect of security: authenticating and authorizing users to
employ services. I will examine why this can easily turn
into an administrative nightmare and provide a solution to
the problem.

MULTIPLE AUTHENTICATION DOMAINS:
THE PROBLEM

Frequently, different services should have different authen-
tication criteria. For instance, it is obvious that if a machine
functions as an IMAP server, it must allow users to access
their IMAP mailboxes. However, the system administrator
may not want to grant shell access to each of these users.
Therefore, these users must be able to use the “imap” service,
but not to use the “login” service. As the number of services
provided by a given machine increases, the number of possible
classes of users does as well.

To some degree, you can and should avoid this problem by
isolating services on particular machines. This is, of course,
particularly easy when running Linux under VM on an S/390
or zSeries machine, since it is feasible to create many classes
of virtual machines, each running a single service.
Nevertheless, at the very least, the problem remains of
allowing service access for all authenticated users, but shell
access only for administrators.

The traditional method of doing this in Unix systems is to
add all users to the password file, /etc/passwd, and set the
shell of the users who should not be able to log in to /bin/false
and give them false passwords (traditionally, “x” or “*” in the

password field, which will never be the hash value of a real
password). This works for small installations. However, once
you have a network with distributed services, you have to
worry about keeping the password file synchronized across
multiple machines. This is the function that Sun created in
the Network Information Service (NIS) for distributing files
that should be identical from a single master to multiple
slaves. However, NIS was designed in a simpler age of mostly
trustworthy hosts and is not secure. NIS+ attempts to address
these concerns, but it is more complex, typically is not well
implemented by anyone other than Sun, and does not address
the fundamental problem.

Even if you had a method to distribute /etc/passwd among
many machines securely, which, with a little work with rsync
using ssh as its transport, is quite feasible, you would still have
some problems. For instance, many systems assume that a UID
— the unique user identifier number — will fit in 16 bits. If you
are a large organization or Internet Service Provider (ISP), you
may well have more than 65,535 users. Finally, /etc/passwd is a
flat file and is not well suited for quick lookups.

Applications often try to bypass the requirement that a user
exist in /etc/passwd; usually they do so by creating their own
version of a password file. For Apache, this usually takes the
form of an .htpasswd file in a document directory; Samba can
use smbpasswd; and PostgreSQL has its own authentication
database. While this approach functions, it is far from ideal,
in that it forces a system administrator to go to multiple
places to update authentication data.

Some applications take a more flexible approach. For
instance, Cyrus imapd is happy to look in an LDAP directory
for its user information. Many applications are Kerberos-
aware and will contact the KDC to look up a principal.
Nevertheless, this is still a bane to the system administrator
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because authentication information is scat-
tered among multiple places within the sys-
tem, and if you want a new authentication
method, you must modify and recompile
each application in order to use it.

What you need is a framework to enable
a service to choose how it wishes to authen-
ticate users attempting to employ it. That is
exactly what the Pluggable Authentication
Mechanism (PAM) provides. This enables
an application to simply make a call to the
PAM library and take advantage of whatev-
er PAM modules the system administrator
configures for the application; you can
change this set up on-the-fly.

PAM

PAM began as a Sun initiative, largely
because NIS was no longer sufficient,
NIS+ was not much better and was tougher
to administer, and the growing numbers of
mutually incompatible authentication
domains required a solution.

Stripped to its essence, PAM simply
specifies a generic interface to an authenti-
cation service, and on a per-service basis,
an ordered list of criteria to apply when
making an authentication decision as well
as the consequence of success or failure of
each step.

The primary source of PAM information is
www.sun.com/software/solaris/pam/. SuSE,
Red Hat, TurboLinux, and Debian all contain
native PAM support in their distributions for
all platforms.

This may seem a bit odd, because if you
have been administering a stock SuSE sys-
tem, you know that it relies on /etc/passwd
and traditional Unix authentication. That is
true, and that is part of the power of PAM:
PAM modules exist that perform traditional
Unix password authentication, so PAM can
make your system behave in an entirely
compatible way.

PAM: CONFIGURATION FILES

PAM can run either with an
/etc/pam.conf file, which contains seg-
ments for all services, or with an /etc/pam.d
directory containing many files, one per
service. The latter method is recommended,
since it makes per-service administration
easier, and if /etc/pam.d is found,
/etc/pam.conf is ignored. Your system prob-
ably has the man page for pam installed; try
a “man 8 pam” and see. Additionally, look

under /usr/share/doc; Red Hat keeps the
PAM System Administrator’s Guide at
/usr/share/doc/pam-0.75/txts/pam.txt.

Each file in the pam.d directory con-
tains one or more lines; each line takes the
following form:
type control module-path module-arguments

If you are using the older style, with a single
/etc/pam.conf file, this will become:

service type control module-path module-
arguments

However, under the newer scheme, the file’s
name in the /etc/pam.d directory is assumed
to be its service name. The service name is
simply the name of the requesting service; for
example, “ftp,” “imap,” “login,” or “sshd.”

“Type” can take one of four values:
“account,” “auth,” “password,” or “ses-
sion.” For our purposes, we will be mainly
concerned with “auth,” which is the value
that specifies authentication decisions. The
systems uses “account” primarily for
authorization services, and may do such
things as decide whether a user is over
quota, has an expired password, or is per-
mitted to use the service at all. “Password,”
is the all-purpose hook for allowing user
updates of verification mechanisms.
Usually, this means allowing the user to
change the service password, hence the
name. Finally, “session” provides a way to
do session-specific management, such as
automounting a user’s home directory at
login and unmounting it at logout.

“Control” gets complicated, so I will
come back to it. “Module-path” is simply
the file name, which can be absolute or can
be relative to the /lib/security directory.
“Module-arguments” is a space-separated
list of arguments to be passed to the module.
This typically includes such things as
“nullok,” meaning an empty password is
acceptable, or “use_first_pass” to use the
password passed to the first module in the
stack. These are defined on a per-module
basis and you can find them in the docu-
mentation for each individual PAM module.

Finally, the “control” statement is at the
heart of PAM authentication. There are two
different syntaxes for it, an older, simpler,
but less flexible syntax and a new, more
difficult, but much more flexible one. The
PAM man page describes both syntaxes.
Briefly, the old style defines “requisite,”
“required,” “sufficient,” and “optional.”
Failure of a “requisite” module terminates
authentication: It immediately returns fail-
ure. “Required” means that if the module
fails and no prior “sufficient” module has
succeeded, authentication will fail, but the
other modules in the stack will still run.
“Sufficient” states that if it succeeds and
no “required” modules have yet failed,
authentication will succeed, and “optional”
only contributes to the success or failure
status if it is the only module in that stack
of its type. Of these, “required” is the most
common to find in PAM control statements:
if tests, A, B, and C are all passed, authen-
tication will succeed.

A PAM EXAMPLE:
STANDARD “LOGIN”

Figure 1 shows the contents of /etc/pam.d/
login from a stock Red Hat 7.2 for S/390
installation. Notice that this is the older
syntax. Let’s go through it line by line. The
first line is a comment specifying the PAM
version number.

Pam_securetty reads the /etc/securetty
file, which simply defines from where root
is allowed to log in; traditionally this has
meant “at the console or at a directly-con-
nected terminal, but not over the network.”

Pam_stack is a way to include other
stacks. This lets you define a common set of
services as “system-auth” and refer to it
from multiple services. After we go through
the rest of this file, we will see what is present
in /etc/pam.d/system-auth.

Pam_nologin checks to see whether
/etc/nologin exists; if it does, only root is
permitted to log in, and all others are shown
the contents of /etc/nologin when attempting
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#%PAM-1.0
auth required /lib/security/pam_securetty.so
auth required /lib/security/pam_stack.so service=system-auth
auth required /lib/security/pam_nologin.so
account required /lib/security/pam_stack.so service=system-auth
password required /lib/security/pam_stack.so service=system-auth
session required /lib/security/pam_stack.so service=system-auth
session optional /lib/security/pam_console.so

FIGURE 1: CONTENTS OF /ETC/PAM.D/LOGIN FROM
A STOCK RED HAT 7.2 FOR S/390 INSTALLATION 
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to log in. This is useful during system main-
tenance: root simply creates /etc/nologin
and removes it when done.

The “account” and “password” types
simply use the standard system-auth stack,
as will the “session” type. However, there is
a second “session” command, which is
pam_console; this command grants the user
logged in at the console — if no other user
is logged in on the console —special powers
and privileges. This is not very useful in a
S/390 context, as what it is designed to do is
to hand control of peripherals (i.e., scanners,
floppy drives, things of that nature) to the
person sitting at the physical console. This
is obviously more useful in a PC world than
on a zSeries machine.

Now let’s examine the contents of
/etc/pam.d/sustem-auth, as shown in Figure 2.
Pam_env reads a set of environment variables
from /etc/security/pam_env.conf; this allows
the system administrator to set up a default
environment for users at login time without
having to maintain separate resource files
for each shell.

Pam_unix is the traditional “read the
password file” method of Unix authentica-
tion; what files to consult are kept in
/etc/security/pwdb.conf. In our case, we use
both /etc/passwd, for user name, UID, and
shell information, and /etc/shadow, for the
encrypted passwords. Likeauth forces PAM
to return the same value in a credential-set-
ting pass (for instance, in “account” or
“session”) as it does in an authentication
pass. It is not clear to me why it would ever
do otherwise, unless an intermediate mod-
ule clobbered the authentication informa-
tion. “Nullok,” as mentioned before, says
that a null password is acceptable. Some
users may not require a password.

Pam_deny simply returns failure. This is
useful, because it lets you specify that failure
is the default condition. Note that a “suffi-
cient” authentication clause occurs before it,
so if the user succeeds with pam_unix,
pam_deny will not be invoked.

Let’s skip ahead to the “password” section:
Note that “pam_cracklib” is required; crack-
lib runs various dictionary attacks against the
proposed new password, and returns failure if
the user’s password is guessable. The “retry”
parameter means that you get three chances to
give it an adequate password. The “type”
parameter replaces “XXX” in the prompt
“New XXX password.” Traditionally, this is
the output of the uname command (and there-
fore “Linux” for us), but Red Hat has decided

to simply use “New password:” for the
prompt.

Notice that there are a number of new
options to pam_unix for the “password”
function. We know what “nullok” does;
“use_authtok” means that we will not prompt
for a new password but use the previous one,
which is the password that passed cracklib.
The “md5” and “shadow” parameters speci-
fy that the password will be encrypted with
the MD5 hash function rather than tradition-
al Unix “crypt” and that it will be stored in
/etc/shadow rather than /etc/passwd. The
“nis” option tries NIS RPC first when setting
passwords, so if you are keeping centralized
passwords in a NIS database, this will suc-
ceed.

The last remaining module is “pam_limits,”
which is used in session management. It
looks in the file /etc/security/limits.conf to
determine parameters such as maximum
simultaneous number of login sessions, max-
imum amount of storage used, and maxi-
mum size of a core file produced. This
module is useful to keep any single user
from gobbling up all system resources.

USING PAM TO AUTHENTICATE
AGAINST AN NT PDC

Let’s look briefly at how you would use
PAM to authenticate against an NT PDC (or
a Samba server emulating a PDC) for login
services. If local authentication succeeds,
that is sufficient — for instance, root proba-
bly will not have an account in the PDC.
However, if local authentication fails, then
you will want to see if the PDC can authen-
ticate you. If so, you will deem that suffi-
cient.

In the Red Hat scheme of things, you
probably want to change the system-auth
stack: you must authenticate against a
domain controller to get access to the sys-
tem. Samba includes a PAM module,
pam_smb, which provides this functionali-
ty. All you need to do is to insert the fol-

lowing line after the pam_unix authentica-
tion line:

auth sufficient /lib/security/pam_smb.so
use_first_pass

If you get to this stage, you will try the pass-
word the user presented. If it works, you are
in. If not, you fall through to pam_deny, and
fail to authenticate.

USING PAM TO AUTHENTICATE
AGAINST LDAP

This is exactly the same story; however,
you are using pam_ldap rather than pam_smb
to validate a user against an LDAP directory
rather than a PDC. Thus, you can insert the
following after pam_unix, and you are fin-
ished. If that isn’t simplicity, I don’t know
what is.

auth sufficient /lib/security/pam_ldap.so
use_first_pass

CONCLUSION

This series has demonstrated how to use
PAM to centralize control of authentication
decisions and allow different authentication
domains to interact seamlessly with one
another. I hope you have enjoyed reading
these articles as much as I have enjoyed writ-
ing them.

Next month, I will begin a series of arti-
cles on replacing services that you may be
paying for with Open Source alternatives;
this will offer a two-fold benefit. First, you
can stop paying license fees and reduce
operating costs, and second, since you have
the source, you are able to fix security expo-
sures or add functionality in-house, rather
than having to petition the vendor to do it
for you.  

Adam Thornton was first exposed to the
S/390 as David Boyes’ junior systems pro-
grammer at Rice University in the early

TECHNICAL SUPPORT • APRIL 2002

#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.
auth required /lib/security/pam_env.so
auth sufficient /lib/security/pam_unix.so likeauth nullok
auth required /lib/security/pam_deny.so
account required /lib/security/pam_unix.so
password required /lib/security/pam_cracklib.so retry=3 type=
password sufficient /lib/security/pam_unix.so nullok use_authtok md5 shadow nis
password required /lib/security/pam_deny.so
session required /lib/security/pam_limits.so
session required /lib/security/pam_unix.so

FIGURE 2: THE CONTENTS OF /ETC/PAM.D/SUSTEM-AUTH 
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1990s. Since then, he has spent nearly a
decade in the penguin’s clutches, having used
Linux since version 0.09. Subsequent to grad-
uate studies at Princeton, he volunteered as
system administrator for penguinvm.prince-
ton.edu, Princeton University’s Linux/390 vir-
tual machine. He is a founder and principal
engineer of Sine Nomine Associates. Adam
can be contacted via email at
adam@sinenomine.net.
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