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IN his April 2000 “NT/2000 Insights” column, Aram
Taleporos discussed the Windows 2000 IntelliMirror

feature. This feature, also known as “Offline Folders,” allows
a user to maintain a copy of selected file folders on both a
Windows 2000 server and his Windows 2000 Professional
workstation. When the user is not connected to the network,
he can work on his local copy of the file folders. Then, when
the user connects to the network, IntelliMirror synchronizes
the updated files with the copy on the server. This process is
great for roaming users, as it allows them to work on their
files when they are on the road and it also maintains a replica
of the files on the file server.

Windows 2000, in conjunction with Active Directory,
also provides a related technology known as “Folder
Redirection.” With Folder Redirection, the network
administrator can redirect certain folders from the end
user’s desktop to a Windows 2000 server. You can redirect
the following folders using this feature:

● Application Data
● Desktop
● My Documents
● My Pictures
● Start Menu

Folder Redirection differs from Offline Folders in that
Folder Redirection provides only one copy of the affected
folder. For example, if you use Folder Redirection to move a
user’s “My Documents” folder to a file server, this folder will
no longer reside on the user’s workstation; it will only reside
on the file server. If the user is not connected to the network,
or if the file server is down, he will not be able to access his
“My Documents” folder.

While you may initially think this sounds like a bad
idea, step back and think about data protection. If you set
a standard that all users must store their data in their “My
Documents” folder, and you redirect this folder to a file
server, you can use your standard backup process to back
up your end user’s data. This simple feature could save
you a great deal of time and money if you are responsible
for protecting desktop data.

PREPARING FOR FOLDER REDIRECTION

Before you begin to set up Folder Redirection, you must
create a folder and share on your Windows 2000 Server to
hold the redirected folders. This example will show you how
to create a folder named “UserData” on the J:\ drive of a
Windows 2000 Advanced Server. This folder is shared using
the name “UserData.”

You can specify Folder Redirection for all users or for
groups of users. In most instances, you will want to apply the
Folder Redirection feature to group of users. To create a new
group for this purpose, perform the following steps:

1. Open the “Active Directory Users and Computers”
application by clicking on Start > Programs >
Administrative Tools > Active Directory Users
and Computers.

2. Right-click on the “Users” folder and click on
New > Group.

3. Enter a name for the new group and make sure that you
set the “Group type” property to “Security” as shown
in Figure 1.
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4. Add a test user to the group just created. Login as this test
user and move some data into the user’s “My Documents”
and “My Pictures” folder.

ENABLING FOLDER REDIRECTION FOR
THE NEW GROUP

Using the following steps, enable File Redirection for the group
you just created:

1. From the “Active Directory Users and Computers”
application right-click on your Domain and then click
on Properties.

2. Click on the “Group Policy” tab, highlight “Default Domain
Policy” and click on “Edit.”

3. Expand the entries under “User Configuration” > “Windows
Settings” > “Folder Redirection.” Your screen should
look like the one shown in Figure 2. In this example,
you will be redirecting the “My Documents” and “My
Pictures” folders for the group named “My Documents
Redirected Group.”

4. Right-click on the “My Documents” entry and click on
Properties. In the settings box, select “Advanced - Specify
locations for various user groups.”

5. Click on the “Add” button.

6. Click on the Browse button under the “Security Group
Membership” box and select the group created previously.

7. In the “Target Folder Location” box, enter the UNC for the
share created to hold the user’s data, and add the %username%
specification at the end of this path, as shown in Figure 3.

This will ensure that each user has his own folder within the
share to hold data.

8. Click on the Settings tab and review the options available to
you, as shown in Figure 4. The first time you set up Folder
Redirection for “My Documents,” you can specify whether to
include the “My Pictures” folder as part of this redirection, or
leave it on the local machine. Notice the “Grant the user
exclusive rights to My Documents” option. This is a very
important security option available to you. If you specify this
option, only the user can access the documents in his
redirected folder.

9. When finished, click on Apply and OK.
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FIGURE 1: CREATING A NEW SECURITY GROUP FOR USERS
THAT WILL USE THE FOLDER REDIRECTION FEATURE 

FIGURE 2: PREPARING TO ENABLE FOLDER REDIRECTION 

FIGURE 3: SPECIFYING THE TARGET
LOCATION FOR THE USER’S DATA 
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TESTING FOLDER REDIRECTION

The next time your test user logs in to the network, his files from
“My Documents” and “My Pictures” will automatically be moved
to the share specified. If you browse the share, you should see a
new directory created beneath it with the folder name matching the
user name. If you browse this folder, you should see the data that
was moved from the end user’s machine to the file server.

Once you are satisfied that you have your Folder Redirection
facility set up and operating properly, you are ready to implement
the feature for more of your users. To do this, simply add the
desired users to the group created previously. The next time these
users login to the network, the system will create a new folder for
them in the share you created, and it will automatically copy their
data to the server.

Note: Try to access the user’s redirected data using a different
account. You will find that not even an administrator level account
can access the user’s data.

REGISTRY CHANGES

If you are interested in the details of how Folder Redirection is
implemented, Figure 5 shows you the Registry entries on the end
user’s PC. Figure 6 shows that the changes I made to the Group
Policy cause the “Personal” and “My Pictures” keys to be modified.

MOVING THE SHARE

Eventually, you will need to move the share where you are keeping
the users’ “My Documents” folder. Perhaps the drive where the
share resides has filled up, or the entire server containing the share
is being retired. In any case, moving the location where the “My
Documents” folder(s) reside is simple to do.

To move the share to another drive or share, perform the follow-
ing steps:

1. Create a new directory to contain the “My Documents” folder(s).

2. Share the directory out.

3. Modify your Group Policy to point to the new share, as
shown in Figure 7. Notice that I changed the “Target Folder
Location” box to point to a new share named “UserData1”.

4. When the users affected by this change log out and log in
again, the system automatically moves their data to the new
location. It is that simple!

BACKUP AND RECOVERY

I tested the backup and recovery of the files residing in the redirected
“My Documents” folders. For this test, I utilized the NT Backup
program that comes with Windows 2000. I could successfully back up
and restore the data residing in these folders without incident.

One point you should be aware of: I was also able to restore the
files contained in the “My Documents” folders to other locations
(directories) on my file server. Once I performed this redirected

restore, I could breach the built-in security and access the files
using the Administrator account. While the Folder Redirection facil-
ity appears to be secure, this security can be defeated rather easily.

CONCLUSION

Folder Redirection is a very useful feature of Windows 2000. It
provides a simple method that you can deploy to ensure that important
data that would normally reside on the end user’s workstation is
backed up with your normal server backup processes.

Do not forget, “My Documents” is not the only folder that you
can redirect to your file server. You can also redirect “Application
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HKEY_CURRENT_USER\Software\Mocrosoft\Windows\CurrentVersion\
Explorer\User Shell Folders: 

Appdata
Desktop
Personal
My Pictures
Start Menu

FIGURE 5: REGISTRY ENTRIES ON THE END USER’S PC 

FIGURE 6: REGISTRY KEY CHANGES
ON THE CLIENT WORKSTATION 

FIGURE 4: REVIEW THE SETTINGS AVAILABLE TO YOU 
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Data,” “Desktop,” and the “Start Menu.” While redirecting these
folders may not be appropriate in all environments, it is nice to
know that if you need this functionality it is there for you.
Redirected folders can help you support roaming users (users
that login to multiple LAN-connected workstations). For exam-
ple, if you redirected the “My Documents,” “Desktop” and
“Start Menu” folders to your server, these roaming users could
always have access to these components, no matter what
machine they accessed.

NaSPA member John E. Johnston is the owner of a web development
company that specializes in e-commerce. John also performs contract
work on Novell, NT and Unix networks. He can be contacted via email
at johnj@fast.net.
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FIGURE 7: MODIFYING THE GROUP POLICY
TO POINT TO A NEW SHARE 


