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SOFTWARE deployment and management have
been tricky issues ever since the

advent of personal computing. It is not getting any simpler
with the extensive deployments found in larger organizations.
Companies now also have to deal with widely distributed
servers, external workers, mobile workers and partner
companies that share applications.

All of this, coupled with the greater interdependency of
applications and the catastrophic results of bad software
deployments or corrupted applications, calls for a formal,
disciplined approach to software management.

Many companies, both large and small, have a tendency to
place a “Band-Aid’’ on software deployment and its manage-
ment by having their technical staff perform the necessary
maintenance and updates. This clearly is an expensive and
inefficient way to address the problem and takes technical
staff away from other responsibilities.

Often incompatible equipment and software causes each
support call to be a unique situation, which contributes to sup-
port staff and end-user frustration. This leads to an unending
technical support cycle. Factor in mobile systems, such as lap-
tops, and PDAs, and the problem becomes even more complex.

What companies need is an automated software deploy-
ment and management system that audits desktop and mobile
system hardware and software, distributes and manages
software, and heals corrupted software both within the network
and through the firewall in a reliable, secure manner.

Implementing software management is a strategic decision
that takes planning. An organization must address the following
five major areas of concern in order to develop a sound software
deployment and management strategy:

● reliability and security

● connection consistency

● bandwidth optimization

● asset management and reporting

● ease of implementation and ease of use

RELIABILITY AND SECURITY

The following three aspects of a well-managed software
deployment strategy reduce the risk of installation failures:

● The administrator determines without end-user
interaction installation requirements.

● Installation proceeds from an internal staging area but
only after the system validates all downloaded files,
so installation is completely decoupled from network
issues. The user is never left with a partial installation
due to network outages.

● Self-healing facilities ensure that the installation is
completed before the user starts the application.

State-Based, Policy-Driven Management
Software deployment policies determine which users,

groups, or computers get what software. Schedules define
when each policy is to take effect. IT administrators define
policies and schedules using a software distribution sys-
tem that, ideally, is fully integrated with some Operating
System (OS) level management technologies, such as
Windows 2000 Active Directory and Group Policy.
Policies are small declarations that associate one or more
software units (applications, data, patches, drivers, etc.)
with one or more users or groups. Once a new or updated
policy is declared, the software management system provides
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Software management can provide a long-term fix to persistent support problems that constantly
drain technical support assets. A well-executed software deployment and management strategy

can save substantial technical support time, effort and dollars.
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automatic distribution of the policy and
associated software to all relevant deploy-
ment servers.

The most reliable model for computer
management is one that depends on client-
side state management. The alternative is
relying on server-side databases and cen-
tralized push distribution, or some complex
mechanism for interaction between client
and server. Both of these server-based
approaches can introduce serious perfor-
mance bottlenecks and single points of
failure. With client-side state management,
clients first download relevant software
deployment policies from any of several
deployment servers. Then the client compares
the actual state of local computer files with
the desired state specified in the resulting
set of policies.

Clients then automatically download and
install the software according to the policy
and related schedule. Each computer auto-
matically achieves the desired state and
reports back to a central point of control.
Some software management systems allow
policies to manage clients beyond the realm
of any single OS, such as Windows. The
result is that internal and external clients
can be managed with a single policy and a
single management interface.

Download Integrity
When dealing with slow, intermittent or

unreliable network connections, the admin-
istrator should place all downloaded files in
a staging area on the target computer until
all required files have been successfully
downloaded. This means that if a download
is interrupted or becomes damaged, the
external user is not left with a broken file
system or inoperative application. To ensure
download integrity both across a LAN and
over the inferior connections often used by
mobile workers, Message Digest 5 (MD5)
checksums can be used to validate file
integrity after download and before installa-
tion. The MD5 digest checks that every file
delivered successfully is an exact copy of
the file in the software library.

It is important to ensure not only the
integrity of downloads, but also that the
correct material is downloaded in the first
place. The organization can use digital
signatures to attest to the supplier of each
application. This means that an administrator
can certify all downloads as approved for
use by corporate employees, whether they
are to internal or external users.

Hands-Free Operation
User error is a major generator of job

tickets for IT administrators and help desks.
Therefore, it is particularly important that
software management operates transparently
and that software installations and updates
do not require end-user interaction. The
deployment package should support a range
of application installation options, such as
Microsoft Windows Installer and self-
installing executables typically supplied by
application vendors, as well as packaging
Wizards that allow for completely hands-free
installation, registry settings, icon manage-
ment, and so on. Complete downloads and
installations without administrator presence
or intervention should be possible even on
locked-down systems where the user does
not have administrator privileges.

Self-Healing Installations
It is important that application integrity

is maintained automatically over time. For
example, if a user corrupts or deletes a file
or application, the damaged or missing
files must be restored before the user runs
the application.

A download catalog set up by the soft-
ware distribution utility can create a file
catalog for future reference. Client systems
can perform quick automated background
checks on the MD5 digest before running
registered files. If the current file no longer
matches the specified MD5 digest, the system
automatically restores the original file.

Missed Schedule Triggers
Software management should have flexi-

ble event triggers such as “on power up,”
“on log-on,” “on network connection,” “on
application start,” “at a fixed time,” “at a
random time within a given interval,” in
order to accommodate varying work envi-
ronments and habits. In addition, there are
good business reasons why users may
choose to intentionally postpone a scheduled
software management event (during a sales
presentation for example).

Good management must ensure that
missed event triggers are not ignored
accidentally. By default, a missed trigger
should be automatically executed at the
next opportunity while remaining trans-
parent to the end user.

Firewall Integrity
Managing external users, including users

having access to corporate IT through the

Internet, must not compromise corporate
security. The corporate firewall must remain
secure. External client support should use
standard protocols for Web access, such as
File Transfer Protocol (FTP), HyperText
Transfer Protocol (HTTP), and HyperText
Transfer Protocol Secure Sockets (HTTPS),
to avoid creating holes through the firewall.

The following three server configurations
help address this issue:

● A server may be “public” in the sense
of being outside the firewall. External
users can access these very simply and
administrators can implement standard
Web security measures, such as
password protection.

● A server may be a “bastion host” that
remains outside of your internal
network in a Demilitarized zone
(DMZ). External users can easily
access the Web server while internal
networks have direct access to the
internal side of the bastion host. This is
quite convenient, but it is not common
in many corporations.

● Finally, it can be inside the corporate
firewall. Here access is by LAN or
Virtual Private Network (VPN).
External users access the server with
a combination of HTTPS, digital
certificates, and password protection.
This provides security against public
access at the cost of more complexity
in setting up external users.

CONNECTION CONSISTENCY

Closely related to the server structures
outlined in the previous section are issues of
connection consistency. These relate to
which external users will access which server
under what conditions and what will happen
in the event of disconnections during down-
loads or server or network failure.

Connection Interruptions and Timing
Mobile and remote users are far more

susceptible to interrupted connections. In
addition to network timeouts and errors, the
user can cause interruptions by deliberately
terminating a session without waiting to finish
the download of a large application. From a
recovery viewpoint, it should make no dif-
ference whether a disconnect is related to
server failure, network problems, power
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interruptions, or simply the user’s need to
get to the next meeting. Sound management
requires easy recovery at the first available
opportunity, without disturbing the user’s
normal operations in the process.

Interrupted downloads should be able to
be resumed from the point of session termi-
nation at the first available opportunity.
Time-constrained mobile workers can
therefore complete a large file download
over multiple short dial-in sessions if that is
what their workflow requires.

Conversely, it is important that the
administrator’s schedules do not interrupt
workflow by triggering a search for a net-
work connection when users are working
offline. For instance, notebook trigger oper-
ations should occur only if the notebook is
already online.

Automatic Detection of Nearest
Server and Server Fail-Over

Major corporations with large numbers of
external users use multiple deployment
servers. The simplest approach is to specify
one or more of these servers as the user’s
“home” server. However, if users frequently
travel, having a more flexible range of
servers is preferable. The client configuration
can automatically calculate the closest server.
Alternatively, a special list of servers can be
declared for downloading a given applica-
tion (or set of applications).

Automatic server fail-over happens when
a client automatically switches to the next
server in the list due to system or network
problems. After a fail-over, the download
should continue from the point of failure (it
should not restart from the beginning).
Ideally, the end-user will not even notice
that a fail-over has occurred.

BANDWIDTH OPTIMIZATION

Once a download is enabled, the IT
administrator is often concerned with
bandwidth optimization. With internal
users, administrator concerns are often
about bandwidth throttling. Conversely,
where administrators may not have the
same level of control (for example, on
external networks), the focus is more
often on limiting the download size in the
first place.

Limiting Download (and Upload) Sizes
It is important to minimize data transfers

since remote and mobile workers are often

on low-capacity connections. All files
downloaded should be compressed to keep
file transfer overhead to a minimum. Using
meta-data in policies, a notebook system
can check to see if it is already in its desired
state (which should be most of the time),
minimizing data transfers.

With differential downloads, only what is
needed to correct or update software is
downloaded. This is much more efficient
than deployment environments where every
update is the full file or application. Of
course, these optimal transactions con-
tribute directly to reliability by reducing
download time.

Spreading Download Demand
Another way to optimize bandwidth uti-

lization is to spread the timing of demands.
With client-side state management, the
demand for downloads tends naturally to be
spread by differing user activity patterns. If
administrators specify triggers like “on appli-
cation start,” different user work patterns can
naturally spread the update load.
Alternatively, policies should allow updates
to be triggered at random times within a
specified range.

Bandwidth Throttling and
Prioritization

Even with minimized data transfers, there
may be a need for bandwidth throttling —
restricting the data rate of software down-
loads to limit the network load they impose.
For example, if a smaller corporation uses the
same Web servers for software distribution
and for a public Web site, the administrator
may wish to limit the bandwidth available
for software downloads. “Time-windows”
can also be specified during which a speci-
fied percentage of the bandwidth is used
for deployment.

In addition, administrators should be
able to prioritize distributions by using
“high priority” for time-critical business
data such as pricing information and virus
checker databases, which are downloaded
immediately. The administrator can use
“medium priority” for IT resources such as
system-level patches and updated drivers
that, although important, may not be busi-
ness-critical. Finally, the administrator can
frequently give “low priority” to basic
productivity tools and email software dis-
tributions and for rolling to a new version
of large applications that can require a
significant download.

ASSET MANAGEMENT AND
REPORTING

Another critical element of systems
management is asset inventory control.
Software management packages should
include facilities to track all software
installed on client computers, and report on
hardware features that may be required to
run the software.

Tracking reports can be run across many
clients to help with license management
since it shows the number of users per
application. Software management can
also identify software which is not in
active use on a given client computer
(“rusting” applications) to further improve
license management.

Using the Microsoft Windows Manage-
ment Instrumentation (WMI) agent,
administrators can create hardware
inventory reports to determine whether a
client computer has sufficient hardware
resources to meet the requirements for a
downloadable application. The report can
also provide a first level of hardware inven-
tory management covering external users.

EASE OF IMPLEMENTATION AND
EASE OF USE

In the real world, companies will use
even the best technology only if it is easy
to initiate and remains easy to use on a
regular basis.

Infrastructure Requirements
A software management system should

work with your existing servers and network
and not require any additional infrastructure.
This reduces training and implementation
costs, and provides rapid, low-impact
implementation.

Common Management
Software deployment should provide a

common management structure for all
users, whether they work inside or outside
the corporate firewall. It can even drive
software distribution across business-to-
business and business-to-customer links.
With a consistent interface for managing all
kinds of software across a wide variety of
platforms, there are no special development
requirements.

Ideally, the software management package
integrates with existing administration
tools, such as the Microsoft Management
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Console (MMC). If the management
package integrates into existing environ-
ments and provides a common integrated
management process across all users and all
platforms, as well as all software and con-
tent, it will ensure that external users
receive a level of service identical to their
head-office colleagues.

Ease of Updates
Updating an application under manage-

ment should be straightforward. At each
user’s next scheduled policy check, the
application will be automatically updated
— hands free. This same process should
work identically for both internal and
external users. In regular use, the only dif-
ferentiation administrators need make for
external users is to provide policies that
manage any special drivers (and other soft-
ware) required exclusively by notebook
computers. In any case, this process is
identical to that used for packages needed
by internal users to manage driver updates
on their desktop computers.

SOFTWARE MANAGEMENT
PLANNING PAYS OFF

Software management can provide a
long-term fix to persistent support problems
that constantly drain technical support
assets. A well-executed software deployment
and management strategy can save substantial
technical support time, effort and dollars. In
addition, it can greatly increase end-user
satisfaction and increase overall system
security and reliability. It does take plan-
ning to implement software management
that reflects your organization’s systems
topology and user needs, but the effort will
pay dividends well into the future.
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