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Protecting Your VSE Site
from Hackers

Many VSE systems are connected to a
network that is in turn connected to

the Internet. It is amazing how many sites
do not believe that they are in any danger of
being hacked. After all, if the hacker is a
teenager, what are the odds that he or she
knows anything about VSE? This month’s
column will help you to avoid falling into
this “security-by-ignorance” trap.

One of the basic ways that a hacker can
tell if you have an important mainframe on
your network is by issuing a TRACERT
against any known IP address in your
network. By doing this, an ICMP datagram
will be transmitted to every node that is
between the hacker and his or her target.
Additionally, if your VSE guest has an IP
address that has a registered a domain name,
it will raise a flag, telling the hacker that this
could be important. As of version 1.4.0.C of
TCP/IP for VSE, you can inhibit responding to
an ICMP selectively or from anywhere in the
network, thus hiding your computer.

One way to prevent this type of scanning
is to inhibit any ICMP responses to com-
puters outside of your private network. I
strongly recommend migrating to Version
1.4.0.C of TCP/IP for VSE. That release
lets you tell your security exit to close up
this security hole. In this way, you can hide
your computer from the less-sophisticated
sets of prying eyes. 

Another way that a hacker can try to see
what your computer can do is by performing
what is known as “header grabbing.” This
means looking at the first few lines of an
FTP login message or the header of an
HTML document. These areas will usually
contain the manufacturer of the HTTP or
FTP daemon, the release number, and possi-
bly the date and time of the system running
the software. A hacker can then look through
the Internet for defects in specific versions

and break the code, and determine the area
where the computer resides based on GMT
information. As with ICMP attacks, you
should enable your security exit to inhibit
sending FTP header information to areas that
would leave your system vulnerable. As far
as HTTP attacks go, the TCP/IP for VSE
Web server does not provide any information
that a hacker could use.

Now let’s say that you allow external access
to VSE. One of the first things that you should
do is enable security, using the sample exit as
a foundation for keeping your system safe. Do
not allow just anyone to use your site.
Typically, if a hacker is trying to break your
HTTP system, you will find such names as
“ETC” or “CGI-BIN” as subdirectory areas
that a Unix system might use. In an exit you
can catch this, report the attack, and inhibit
future access from the exit. There have been
known bugs with some Unix HTTP servers,
and a hacker will try all of them against your
system. For example, when a “%0a” is passed
in some older versions of Apache, it would
cause the hacker to shell into Unix and execute
a command remotely. You might want to catch
this type of attack as well, report it, and
inhibit future access from the site of origin.

With FTP, you certainly want to only
allow valid users with valid passwords.
Once into your system, you do not want
to allow just anyone to be able to update
your files. Additionally, I would certainly
forbid anyone from accessing a “*.L”
library member, which contains all of
your TCP/IP configuration information.
Personally, I would even forbid a system
administrator from doing this, because
user ID and password information can
always be obtained, thus opening the
door for possible destruction.

Now, if I were going to attack a VSE
system, I would use FTP, since I could start

wiping out files from FTP. I would PUT a
jobstream into the POWER reader queue
(e.g., something like IKQVDU to destroy
the DOSRES pack). Or, I might CWD in
DOS mode, look at subdirectory names,
and switch to anything that was labeled as a
library, while testing out the DELETE
command. Consequently, if I can access
IJSYSRS or PRD1 in write mode, you can
say goodbye to your system.

So do not think that just because a hacker
does not know VSE very well that he or she
cannot hurt it. Sure, such a person may not
initially know how to break it, but by scan-
ning VSE-L and other VSE discussion areas,
the hacker can grab working examples to
learn where the holes exist and determine
what might hurt your site the most. Do not
rely on ignorance as your sole area of protec-
tion, because there are a lot of bored hackers
out there, and killing VSE might be just the
challenge they are looking for. Check out
such sites as www.samspade.org as well as
all of the tools that are available to anyone for
site discovery as a prelude for hacking.

VSE COVERAGE TO CONTINUE

As a final note, this will be my final column
for Technical Support. However, I will con-
tinue to provide articles periodically. I want to
thank all of you who have corresponded with
me in the past, and I especially want to thank
the editor and publisher for their kind encour-
agement over the past decade.  

NaSPA member Leo J. Langevin is a systems
programmer for CSI International, a company
that works hard at keeping VSE alive. He can
be reached at leo@tcpip4vse.com.
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