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Tying Things Up:
Serialization Issues in
Backup and Recovery

Data is vital to the existence of every
corporation. Safeguarding this criti-

cal resource is among the most important
storage administration tasks. Complex and
sophisticated storage management sys-
tems perform regularly scheduled backups
to ensure that a copy of data is always
available. As important as the existence of
data, though, is its integrity. Data that has
been corrupted or is unreliable is worse
than no data at all. In OS/390 systems,
integrity is maintained by serializing
access to data.

WHAT IS SERIALIZATION?

If a dataset is to be used by more than one
application at a time, these applications
must coordinate their access to the dataset.
In OS/390, the Enqueue/Dequeue facilities
of the system are used to provide this coor-
dination. An application that needs access
to a dataset issues an ENQ macro, indicating
to the system the type of access (shared or
exclusive) that it desires. When finished,
the application issues a DEQ macro to
release control of the dataset. These
requests, and the ENQ and DEQ requests of
other applications, are managed by the GRS
(Global Resource Serialization) component
of the operating system.

ENQ and DEQ processing is not limited
to controlling access to datasets, but may
also be performed for disk and tape vol-
umes, control blocks, catalogs or any other
resource that can be named. Resources are
identified by a QNAME and an RNAME,
with the QNAME representing a class of
resources and the RNAME representing a
particular resource. For backup and recovery
processing, two classes of resource are
generally used: an enqueue on the SYS-
VTOC class serializes access to the VTOC

of a volume being backed up, and enqueues
using the SYSDSN QNAME serialize
access to the datasets on the volume. When
a backup task holds a VTOC enqueue, other

tasks in the system cannot perform actions,
such as creating or deleting datasets that
require updating the VTOC. Other resource
classes used in backup and recovery pro-
cessing include the SYSIGGV2 resource
class for access to user catalogs, and the
SYSZVVDS class for access to a disk
volume VVDS (VSAM Volume Dataset).

The ARCDSN resource class is used to seri-
alize dataset access between DFSMShsm
and DFSMSdss functions.

Serialization using ENQ/DEQ is particu-
larly important for preserving the integrity
of datasets during backup processing. If
applications can be quiesced for the entire
length of time necessary to perform backups,
then serialization is unnecessary; however,
this is rarely the case. More often, backups
must be performed while applications are
still running, When designing a backup
strategy, the storage administrator must take
into account such factors as application
availability, the size of the backup window,
and backup completeness and integrity.

All of the major storage management
systems provide a means to control the use
of ENQ and DEQ processing and thus
balance these needs. In FDR systems, the
ENQ= parameter on most control state-
ments indicates whether VTOC enqueues
are to be performed, while the DSNENQ=
parameter indicates whether dataset-level
enqueues are necessary. Enqueues in the
FDR system, if performed, are always for
exclusive, rather than shared control. Under
DFSMSdss, enqueue processing cannot be
bypassed, but the SHARE option can be
used to obtain shared control if necessary.
If an application already has exclusive
control of a dataset, however, an attempt
by the backup system to perform either
type of enqueue (shared or exclusive)
will fail. However, it may still be neces-
sary to back the dataset up; perhaps it is
only being read rather than written to, or
perhaps something on the backup tape is
better than nothing. In that case, the
backup system must be told to ignore the
enqueue failure and back up the dataset
anyway. Under FDR, this is done with
the ENQERR=PROCESS option (the
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default) and with the TOLERATE(ENQ-
FAILURE) option under DFSMSdss. These
parameters illustrate the fact that serialization
with ENQ/DEQ is actually a sort of game
where all players agree to abide by a set of
rules. GRS processing merely maintains the
queues of ENQ and DEQ requests for the
system; it does not prevent programs that
might need it from gaining access to
enqueued resources. This includes programs
such as those of the storage management
system as well as programs listed in the
system’s Program Properties Table (PPT) as
having the NODSI (No Dataset Integrity
processing) attribute. Most system func-
tions, of course, such as allocation and
OPEN/CLOSE processing, “play along”
with GRS processing.

One other serialization issue that must
be taken into account by the storage
administrator is the scope of ENQ/DEQ
processing. The scope over which an
enqueue is honored is indicated by the
issuer and may extend to the STEP, to a
single SYSTEM or to multiple SYSTEMS.

While the backup systems use either of the
latter two values, the enqueue is not actually
propagated to other systems unless hard-
ware or software (such as CA-MIM, for
example) is present that will actually
transmit the enqueues to the other systems
and coordinate their passing amongst sys-
tems. If other systems might access a
dataset while it is being processed for
backup and the SYSDSN and SYSVTOC
QNAMEs are not passed to the other sys-
tems, then a RESERVE is usually placed
on the volume being backed up. The
RESERVE macro, which is really an ENQ
that specifies a UCB, causes a channel
command to be issued, thus preventing
the hardware that locks out all access to
the volume from competing systems until
a DEQ is performed.

Backup serialization of Unix datasets
that reside in HFS files on OS/390 is also
a concern. If the HFS is not currently
mounted to the system, then it can be
enqueued and backed up without other
considerations. If the HFS is mounted and

in use, however, a Unix “quiesce” func-
tion (BPX1QSE) must be performed to
guarantee integrity. These datasets are
backed up by first attempting an ENQ and
then issuing the “quiesce” request if the
ENQ fails.

With one of the most critical corporate
resources — the corporation’s data — at
stake, an understanding of the serialization
mechanisms used in OS/390, especially the
resources required to provide integrity
during the backup of heavily-accessed,
widely-used datasets, is an important issue
for the storage administrator.  
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