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Got Remote Email?

L et’s face it, email is a critical communications medium, and
access to email, any time, any place, is fundamental to today’s

business functions. Recent tragic events have shown us that email
can be an effective means of communicating when other forms are
not accessible.

To illustrate this, let me digress for a moment on a personal note.
My family lives on the lower east side of Manhattan. Needless to
say, during the day of the World Trade Center attack, I was con-
cerned for their safety. I was working in a government building that
day, we evacuated, and all went home.
Phone service was very sporadic, and I kept
getting the familiar “all circuits are busy”
recording. About two hours after the attack,
I received an email at home from my mother
indicating that she and my brother were
OK. However, I would not have received
her email had I not been able to receive my
email remotely.

To make a long story short, I rely heavily
on remote mail for communicating with
clients, friends and co-workers. I also run a
small business that uses Microsoft
Exchange Server and does not have the
infrastructure or budget to support an
expensive and advanced remote access sys-
tem. All I really need is email access from
anywhere. There are several solutions that provide this access. This
month, I will examine some of the possible configurations, as well
as the pros and cons of each.

MICROSOFT EXCHANGE SERVER 2000 AND
EXCHANGE SERVER INSTALLATION TIPS.

Microsoft sells Microsoft Small Business Server as a server in a
box, and the concept is a great one. However, it really cannot be
your only box. The main reason is that Exchange Server 2000 is not
a friendly application to use in conjunction with Microsoft Office
and some Active Directory functions.

Exchange Server cannot be installed on the same server as
Microsoft Outlook. Therefore, you cannot perform email functions
from the console of an Exchange Server. The MAPI sub-systems
for each application conflict with each other. Also, if the Exchange
Server is on the same server as the Active Directory Global

Catalog Server, it will cause general protection faults and a degra-
dation in performance.

REMOTE ACCESS USING OUTLOOK

Configuring the Exchange Server properties in Outlook is the
simplest way to provide full Exchange Server functionality to a
remote desktop. This is particularly effective if the remote desk-
top has a broadband connection to the Exchange Server. You must

perform the following steps to ensure that
the client will be able to connect:

1. Make sure that the Exchange Server
name is out in the public DNS.

2. Configure Exchange Server for static
IP ports.

3. Make the following registry changes
at the following key:
HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Services\
MSExchangeSA\Parameter

4. Add the following entry for the
Microsoft Exchange SA RFR
Interface:

Name: TCP/IP port
Value: REG_DWORD
Data Value: Port number to assign (any value 1024-5000)

5. Add the following entry for NSPI Proxy Interface. (Note that
if this is on the same server as the Global Catalog Server, it
will not work!)

Name: TCP/IP port
Value: REG_DWORD
Data Value: Port number to assign (any value 1024-5000)

6. Add the following entry for the Microsoft Exchange
Information Store Interface at the following key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchang
eIS\ParametersSystem.

Name: TCP/IP port
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Value: REG_DWORD
Data Value: Port number to assign (any value 1024-5000)

7. Allow Exchange Traffic through the firewall.
8. Allow the port numbers assigned above through the firewall.
9. In the Network Settings of the client, make sure that the

domain suffix is set for your company’s domain. See Figure 1.
10. Add the Exchange Server service and configure it as you

would a local server on the network. Be sure to only put the
server machine name in for server name, not the fully qualified
domain name of the Exchange Server (i.e., mail, not
mail.mycompany.com). See Figure 2.

REMOTE ACCESS USING POP3 OR IMAP

By default, POP3 (simple mail) is enabled, and clients can POP
into their exchange mailbox. There all you have to do is enable
Internet Mail in Outlook or Outlook Express, and configure it as
you would for any other Internet Mail account.

It is easier to implement this, however, you do not get the func-
tionality of calendaring and information sharing that you get from
the full Exchange client.

OUTLOOK WEB ACCESS

Outlook Web access is installed by default when you install
Exchange Server. This allows users to access their Exchange mail-
box through a Web interface. This has several advantages:

● users can access their exchange mailbox from any PC

● Web access does not require any client support

● Web access performs well

However, there are several disadvantages:

● you must maintain and support an IIS Web server on the same
box as the Exchange Server

● Web access is not as full-featured as the Outlook Client

● you do not have the ability to view someone else’s calendar, etc.

● having a Web Server on the same box as the Exchange Server
opens up some security concerns

All of the aforementioned solutions are valid; the appropriate one
for you and your organization depends on the sophistication of your
infrastructure and your remote requirements. As Outlook and
Exchange Server become more feature rich, and as more and more
businesses start to depend on these functions, full remote client
access will become more critical and the other approaches will not
suffice. It may also become apparent that within the organization, the
needs will differ, and a combination of the solutions presented here
will be deemed necessary.
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