
BY MARK RIDER 

OVER the last two months, I have demonstrated how to
build a data-driven Web site that allows you to

provide users access information based on their “need to
know.” I showed you how to create a database and an Active
Server Page (ASP) and Structured
Query Language (SQL) framework
for displaying the information in a
Web browser. Along the way, I
touched on the security issues that
such a site needs to address. This arti-
cle, the last in this series, presents
some queries that will enable you to
add information to the database using
ASP, and some scripts that help keep
the site a little more secure.

DATABASE SECURITY

Security is of major concern these
days. The Code Red proliferation (the
worm, not the soda) brought to light
the fact that many people were run-
ning Microsoft’s Internet Information
Service (IIS) in a very unsecured mode.
In spite of numerous patches and recommendations from
Microsoft, many people did nothing to keep their computers
from becoming part of the problem. If there are ways for a
person to get into your computer without your knowledge,
there are certainly ways for them to get inside your database

once you make it available through a Web site. There is no
perfect solution to this possibility, but you can do a few
simple things to keep all but the most determined people out
of areas where they do not belong.

As I demonstrated in Part II, the
source code of an ASP that is sent to
the Web browser looks just like regu-
lar HTML. All of the code that was
used to build the page is gone — the
server executed the code before it sent
the code back to the visitor’s Web
browser. This is a very helpful part of
the security puzzle, because it is one
less place that people can look to find
out how to access the server that
holds the database. Moreover, every
little piece helps build a more secure
protective wall.

If you are like most people who
design and program Web sites, when
you come across a site on the Internet
that does something different one of
the first things you do is look at the
source code to see if you can figure

out how they did that. Looking at the source code is simply a
matter of using the browser’s toolbar option. In Internet
Explorer click on View and then Source. Alternately, just
right-click on a page and choose View Source. Figure 1
shows how to view the source code behind our favorite Web

Telling Your ASP
(Active Server Page)

from a Hole in the Ground:
Part III — More Security

and Display Options

This article, the last in this series, presents some queries that will enable you to add information
to the database using ASP, and some scripts that help keep the site a little more secure.

TECHNICAL SUPPORT • NOVEMBER 2001

If you are like most people
who design and program

Web sites, when you
come across a site on
the Internet that does

something different one of
the first things you do is

look at the source code to
see if you can figure out

how they did that.

©2001 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



site. Notepad opens with the source code displayed for everyone to
see. Additionally, if the programmer has done his job properly,
comments throughout the code will explain what each part does.
What more does a malicious visitor need? You can do two things to
address this problem:

● open a new window with no toolbar so the View | Source
option is not available

● disable the right-click capability so that the context menu does
not appear with the View Source option

They are not foolproof, but you can easily implement these security
methods. A serious cracker will find ways around this if they are
determined, but this will discourage many people who might other-
wise get into places they do not belong.

The first solution uses JavaScript to open a new browser window
with properties you select. This is similar to the ads that pop up
(and now under) when you go to certain Web sites. The script is
very simple and self-explanatory:

<A HREF=”javascript:OnClick= window.open (‘http://www.naspa.com’,
‘NewWindow’, toolbar=no, menubar=no, location=no, directo-
ries=no, status=no, scrollbars=yes, resizable=yes, width=600,
height=300’);”)>click me</A>

You can set the properties to “Yes” or “No” (or 1 and 0). The toolbar
is the basic navigation bar (Forward, Back, Stop, Refresh, etc.) and
the menubar is the bar just above that (File, Edit, View, etc.). Either
of these bars will allow a user to see your code. Location is the
window where you see the Web site address (here you may be giv-
ing a lot more information than you might want to show). The
Directories bar is below the toolbar (sometimes known as Links)
and status is the bar at the bottom of the browser that shows the
Web address of a link when the cursor is over it. Scrollbars and
resizable are usually helpful to have, as they allow the user to adjust
the new window to best fit his screen and to view the entire page.
The height and width properties determine the size of the new
window when it first pops up. Figure 2 shows a window using the
above script with everything “on”; Figure 3 shows the same window
with everything set to “off”.

A visitor can also see your code by right-clicking on the page
and choosing View Source. To prevent that from happening, you
can disable the right-click button when a visitor is on your site.
The script to disable the right-click is shown in Figure 4. Notice
that the script is between the <HEAD> and </HEAD> tags.
Generally, this is done so that the script is kept separate from the
HTML on a page — it makes debugging easier. You can copy this
script to every page that you want to use it on, but there is an eas-
ier way to do it. Remember the #include statement from Part II?
Save the script as norightclick.inc and you can reference it in any
of your ASP pages simply by adding the line <!—#include
file=”norightclick.inc”—>. This saves a lot of copying and does
not affect the script’s functionality.

There is one caveat if you employ both of these scripts: You
need to have excellent navigation built into your site or you can
strand a visitor. If there is no navigation menu, it is possible to
send the visitor to a page that they have to close to exit. If they
cannot right click, they cannot choose Back. Since there is no
toolbar or menubar with a Back or Forward button or a place to

type in a new address, the visitor has only one choice — close the
window! At the very least you must have a way for the visitor to
return to the main page. Be sure that this navigation aid is on
every page on the site.

Although securing your site from outside attacks is important,
securing your site from within is equally as important. If the people
entering information into the system have access to the entire database,
there is a potential risk to the validity of the data. More importantly,
these people have a way into the system that is easy to exploit for
access to forbidden areas. We built a user interface that allowed
anyone who needed to make changes to the database to do so without
having to do more than fill in an online form. It is as simple to code
as pulling information out of the database, and uses many of the
same queries and forms that we already created.
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FIGURE 1: TWO METHODS FOR VIEWING THE
SOURCE CODE OF A WEB PAGE 

FIGURE 2: POP-UP WINDOW WITH ALL PROPERTIES SET TO “ON”

FIGURE 3: POP-UP WINDOW WITH ALL PROPERTIES SET TO “OFF”
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Figure 5 shows a screen shot of the Administrative Assistant’s
default screen. (She chose the colors, and since she is usually the
only one to see it, we decided that it was OK.) Notice that we
designed the page to put information into the database (Indices and
Trader Data) as well as pull information from the database
(Personnel and Trading Information). This page is actually a series
of forms, each one doing a specific job when the end user clicks a
corresponding button. The first line of the first form (Figure 6) indi-
cates that the next page will be indexupdate.asp, and this page will
post information to it.

In fact, this page is already pulling information from the server.
Look at the dates and the greeting — the server is actually writ-
ing these components to the page in response to queries and
scripts that are contained in the page’s code. By combining the
forms and the query information on one page, we have given
Lesli a way to access all of the parts of the database that she
needs to get to, without having to know anything more than her
login ID and password.

Figure 7 is the code behind the indexupdate.asp page. Basically,
it takes the data from the form on Lesli’s page (staff.asp) and adds
it to the database. Then it displays a message that the update was
successful and transfers the user back to the staff.asp page. There is
also a link to allow the user to go back if the page does not refresh.
Remember what I said about trying to navigate without a toolbar or
a right-click! All the user sees is the message indicating success; the
user never sees the executable code.

A brief examination of the page is necessary to ensure that
you understand everything. First, we declare the document type,
and add the opening HTML and HEAD tags. This should be
fairly standard for any Web page you create. The next line uses
a META tag to refresh the page after two seconds (the content
parameter) and to go to the staff.asp page on refresh. This allows
the system enough time to display the “Success” message before
moving back to the main page. Next come the title and the closing
HEAD tag.

The first thing we do in the body of the document is to define the
variables that we will be working with. This is not necessary, but it
is good practice. There are times when you will want to use Option
Explicit in your coding to prevent using multiple instances of the
same variable. When you specify Option Explicit, you must define
the variables or your page will not work. After defining the variables,
we assign values to them.

The values come from the staff.asp form, so we use the
Request.form to assign them to the variables. We use the Trim func-
tion to ensure that there are no leading or trailing spaces in the
information coming from the form. Because the user enters
numbers manually there is a potential for the numbers to have extra
spaces at the beginning or the end. The database will differentiate
among “123.45”, “123.45” and “123.45” and produce incorrect
information when we query it. Just looking at it, we can tell what
the user meant to enter, but the computer will work with what it is
given. As the saying goes, “Garbage In, Garbage Out.”

After we assign the variables their values, we open a connec-
tion to the database and execute an Insert query. Simply put, we
tell the database to Insert Into a table, in the specified Columns,
the Values we assigned from the form. The row names come
from the database itself, and the values are represented by the
“&Request(“DJIAClose”)&” code. The “&_ in the code is like a
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FIGURE 4: SCRIPT TO DISABLE RIGHT-CLICK
FUNCTION OF A MOUSE 

FIGURE 5: ADMIN ASSISTANT’S MAIN PAGE FOR
ADDING INFORMATION TO THE DATABASE 

FIGURE 6: PART OF THE CODE FOR THE ADMIN ASSISTANT’S PAGE 
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line wrap — it allows the query to be viewed on multiple lines
instead of one long line. ASP technology expects a query to be
written on one line. This gets very difficult to read in a long
query, so for legibility we insert “&” every time we want to start
a new line.

It is a good idea to specify the names of the columns, even
though it is not necessary. (Those of you who read the first part of
this series will remember that I like to avoid too much typing in
queries, so this may come as a surprise.) We could say “Insert Into
Indices Values (“&Request(“DJIAClose”)&”, ...)” and accomplish
the same results. The database will fill in the first value in the first
column, the second value in the second column, and so on. The
reason for specifying the column names is to prevent potential
problems with the information that is being sent over from the
form. Since we are dealing with manual entry it is possible that
there will be one or more blank entries sent over. This can cause the
query to fail and return an error to the user indicating that something
was amiss. They cannot exit this screen and cannot just click Back
so they are stuck. And you will get a call to fix the problem, which
was their fault in the first place!

It is important to check the database for potential duplicates
before adding a new user. If you have more than one person enter-
ing data, this becomes even more important to prevent duplication
of information. A simple way to do this is to query the database and
attempt to match the new User Name with an existing one. If there
is no match, the script adds the new user; if there is a match, the
script indicates the error and prompts for another User Name. You
might have tried to sign up at a site and received a message to the
effect that the User Name already exists. That is what you want
your ASP to do.

Figure 8 shows a simple version of the code that will do this. If
the query finds a match, the user will see the message “This User
Name already exists.” If there is no match to the new User Name,
the database returns a message indicating that either EOF or BOF
is true. BOF and EOF stand for Beginning of File and End of File,
respectively. (This is a message you probably have seen as you test
your Active Server Pages!) We know this “error” means there is no
match; the code then executes the INSERT INTO query and adds
the new user.

CONCLUSION

In this series, I have tried to give an overview of the basic elements
of a data-driven Web site. I mentioned in Part I that there are several
ways to accomplish the same thing, and the tips and techniques I
have shared are only one means to an end. Other people might have
different ideas about how to access and display the data. That does
not mean that one of us is right and one of us is wrong — it is simply
two different means to the same end.

Although the code and scripts presented here work for the site
they run on, you will probably want to adapt them to your own site.
(Especially the colors for Lesli’s pages!) Each Web site has its own
unique goal and you must consider that as you develop the site.
Each developer works with different tools, environments, and skill
levels. These factors will shape the site as well. Instead of taking a
cookie-cutter approach to developing your site, learn the basics
and expand your capabilities. It takes almost as much time to

tweak a pre-packaged solution as it does to roll your own from
scratch. The differences between the two solutions is that “rolling
your own” costs a lot less, teaches you more, and gives you a
greater sense of accomplishment when you hear people ask, “How
did you do that?”

NaSPA member Mark Rider is the Director of Technology Affairs for a
day trading firm in Forth Worth, Texas. He has developed Web sites for
five years and is currently developing a training program for the
traders. He can be contacted via email at markrider@onebox.com.
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FIGURE 8: BASIC CODE TO CHECK FOR THE EXISTENCE OF A
USER NAME BEFORE ADDING A NEW USER TO THE DATABASE 

FIGURE 7: THIS IS THE PAGE THAT ACTUALLY ADDS
THE INFORMATION INTO THE DATABASE 


