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LAST month I showed you how to get Samba set up on
a Linux for S/390 or zSeries system. This month,

I will demonstrate how you can take what you learned and
apply it to the practical problem of convincing Samba to
share files and make printers available across the network. I
will also focus on integrating Samba’s authentication mecha-
nisms into Linux user authentication.

Having done that, I will show you how to use
the Samba-Linux combination as a printing
hub to enable access to Windows-only
printers from the mainframe, or to allow
Windows client machines to print to
channel-attached printers, all without
requiring any proprietary software.

FILE SHARING

The primary reason to use Samba,
of course, is to share files in such a
manner that Windows desktop clients can
access them. This article will briefly exam-
ine two Samba configurations for sharing.

A general caveat is appropriate here: Samba,
like NFS, is basically designed for use on a LAN. It is
a fairly chatty protocol, and sends keepalive packets often by
default. Samba should not be used on a WAN. In some ways,
it is more appropriate for WAN usage than UDP-based NFS,
but if you need a distributed file system across a WAN, it is
better for you to use AFS. Neither NFS nor SMB was
designed with transport security in mind, and neither should
be used on a completely public network.

Public Shared Directory
First, let us assume that you want to share

/usr/exports/samba with your local LAN. In that sense, this

directory structure will be analogous to an NFS-mounted
disk that is exported. To simplify matters, let us make
/usr/exports/samba read-only for all of its clients. That means
that you must make any changes to the file system on the
machine that actually owns the disk. However, this is still a
common and useful setup: For instance, this is an ideal place

to put CD images of software installation media, to
put applications that do not require extensive

local registry entries, and to keep infre-
quently changed public (or at least,

company-wide) data. An example
would be the Excel spreadsheet
version of the company phone list.
(You really should be keeping your
phone list in something like LDAP,
but it is undeniable that having it in
Excel format can be very handy, and

writing a Perl application to render
the phone list contents into Excel

format is relatively easy.)
You will want the exported directory to

appear to your Win32 clients as “Server”.
The configuration file entries for the directory

should look similar to Figure 1. You must ensure that
/usr/local/exports and its subdirectories are readable. The
easiest way is to have all directories below (and including)
/usr/local/exports owned by root with filemode 0755, and all
files be filemode 0644. This ensures that anyone can read
them. Note that it is not necessary to set the executable bit on
programs because Windows does not use mode bits, but
instead relies on a file’s extension to determine whether to
run it or open it as a document.

Note that if you were concerned about Linux or Unix
clients, you would want to make sure that file permissions
were set appropriately so that executables could, in fact, be
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executed. However, it is still far more com-
mon to implement Unix file sharing with
NFS, so do not worry about it right now.

Making User Directories Available
The second sharing scenario you want to

investigate is how to make users’ home
directories readable. Fortunately, Samba
makes this very easy, at least in principle.
All you need is a [homes] section, and it
should look similar to Figure 2.

The name of the section tells Samba to
make this directory a particular user’s home
directory. If a user authenticates against the
Samba server as bob, he gets to see just
bob’s home directory. “Browseable=no”
may seem a little strange, but this tells
Samba that we do not want users to know
which other users have accounts here.
While a user’s own home directory will
appear in the Network Neighborhood
browser, the home directories of other users
will not.

The two preserve case statements reflect a
bit of the politics that must go on in negotia-
tions between the Unix and Windows world.
Under Unix (and, of course, Linux), filenames
are case-sensitive: A single directory can
quite easily contain the file “Foo” as well as
the file “FOO”, and they will be two dif-
ferent files. Under Windows, “Foo”, “foo”,
and “FOO” are all the same file. Samba has
many switches to control this: mangle case,
case sensitive, default case, and preserve
case. I have found that preserve case, which
allows clients to specify the filename in
mixed-case if they desire, works best for my
installation. Your mileage may vary.

The creation mode is another policy
choice. In this case, it defaults to “all per-
missions for the owner, read and execute for
the owner’s primary group, nothing for
everyone else.” The execute bits are set to
not allow execution of files on the client
machine (since it uses extensions for that),
but to allow the use of the “cd” command to
change into directories on the server.

You may have noticed that I glossed over a
fairly significant piece of information regad-
ing users getting to their own home directories
— how users are authenticated. The following
sections will examine this issue.

USER AUTHENTICATION

The smb.conf manual page describes
the steps in user authentication, starting
(for Samba 2.2) around line 400. The

important thing to notice is that these steps
fundamentally rely upon authenticating
the user against the underlying Unix sys-
tem’s password program.

This is not necessarily a problem because
if your Samba server is also functioning as
a primary domain controller (PDC), then it
probably should have the master password
list, and this behavior is exactly what you
want. However, there are situations in which
the PDC is, for whatever reason, a separate
entity. In this case, you have two choices.
The first, which is unpalatable in organiza-
tions of any size, is to enforce synchronization
between the PDC’s authentication list and
the Samba server’s list. Although there are
tools that have attempted to solve this prob-
lem programmatically, such methods of
synchronization do not scale well.

A better option is to configure the Samba
server — and any Unix machines that need
to access SMB resources — to use PAM
security and to authenticate using pam_smb
against the PDC.

PAM
PAM is the “Pluggable Authentication

Module” system, first developed for Solaris,
but now found on most major Unix variants.
Traditional Unix password authentication
works by taking the password the user sup-
plies, running it through a one-way-hash
function (traditionally a multi-rotor Enigma-
style cipher, but more commonly DES or
MD5 these days), and comparing the
hashed value against a value found in the
/etc/passwd file (or, if shadow passwords
are in effect, /etc/shadow).

PAM still supports traditional Unix
password authorization as one of its mod-
ular libraries. However, PAM provides a
framework for modular authentication:
Essentially, you specify what library you
want to use to perform an authentication
check, and where in a chain of necessary-and-
sufficient authentication schemes it fits,
and PAM uses that chain to determine
whether a user is authenticated and authorized
to use services.

Complete information about PAM can
be found in The Linux-PAM System
Administrators’ Guide, available at http://
www.kernel.org/pub/l inux/l ibs/pam/
Linux-PARM-html/pam.html.

The way to allow Unix users (whether
local or authenticating for purposes of
accessing SMB-exported files) to authenti-
cate against an external Domain Controller

is to configure pam_smb as both necessary
and sufficient. All this does, in effect, is to
punt the authentication decision to the
Domain Controller, saying, “Here is the
user and the corresponding password we
have. Are these credentials OK?” and then
abiding by the decision the Domain
Controller returns.

A minimal pam.conf configuration file
would look similar to Figure 3. The
pam_smb author recommends performing
local authentication first, as you have done
here, so that a valid local authentication will
succeed and never reach pam_smb. You
certainly want to leave some accounts
available to use in the absence of SMB, so
that you can perform maintenance on a
system disconnected from the network.
Again, this is a policy decision that may
vary depending on a site’s actual needs.

At this point, you have a single authenti-
cation and authorization scheme for all your
users. Their “real” home environment may
reside on a Samba server, or it may reside
on an NT or Windows 2000 Domain
Controller, but in any event, there is a single
authentication mechanism. Thus, you can
assume that authentication problems are
solved; an effective use of groups (in Unix)
or ACLs (in Windows) can let us restrict
resource access appropriately.

With that problem solved (at least in
outline — setting up a good authentication
and authorization policy is beyond the scope
of this article), it is time to look at some of
the methods that you can employ to turn
Samba into a file sharing and printing hub.

USING SAMBA AS GLUE

One of the best things about Linux is that
it is happy to interoperate with many diverse
environments. Therefore, in addition to
being very useful in its own right, it provides
an environment that can allow multiple
disparate environments to communicate
with one another using Linux as a mediator.
Printing is an excellent example of this.

Allowing Windows Users to Use
Channel-attached Printers

In last month’s article, I showed you that
a section in smb.conf is sufficient to allow
Windows users to print to any of the local
machine’s print queues (the printers,
whether real or virtual, managed by the
Linux machine). This lets you take a trick
from the printing article and do something
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really neat: If you define an LPR-type
RSCS link to your mainframe printer, and
then let Linux know about it, you can export
it via Samba; and with no further work,
Windows users will be able to see and print
to the channel-attached printer.

Samba 2.2 allows you to take this a step
further. It is likely that a printer will be man-
aged as a PostScript device on the Linux
side, whether natively or by running print
jobs through GhostScript first to provide
PostScript emulation. In Samba 2.2, you
can provide a directory and share so that
you can put generic PostScript drivers in
place. In that manner, users can get the dri-
ver-download-on-demand feature that
Windows 2000 provides.

This requires creation of a Samba service
titled [print$]; a discussion of it is beyond
the scope of the article, but it is found in the
Samba 2.2 How-To documents.

Allowing Mainframe Users to Use
Windows-Attached Printers

Samba lets you turn this problem on its
head as well. If you assume that you have a
way to print to Linux-controlled printers
via lpr, as discussed in the printing article,
then you can add printing support to
Windows-controlled printers by way of
Linux and Samba.

The trick to this is a script called
“smbprint.” It is in the “examples/printing”
subdirectory of the Samba sources or, if
you installed the default Samba from SuSE
7.0 CDs, it is in /usr/share/doc/packages/
samba/examples/printing/smbprint.

Like apsfilter, it is a print filter for lpr that
allows printing to a shared printer on another
machine. Therefore, to enable printing to a
printer named “smb” via smbprint, you
would copy the printing script to a directory
in $PATH (such as /usr/local/bin) and
simply add a line to /etc/printcap that
looked like the following:

smb:lp=/dev/null:sd=/usr/spool/smb:sh:if=
/usr/local/bin/smbprint

Copying the file is not actually required;
comments in smbprint tell you how and
where to specify the requisite user name and
password to make the SMB connection to
the Windows printer.

At this point, you can use any of your
mainframe environment, Linux, or

Windows clients to print to any channel-
attached printers, Linux-managed printers,
lpd-managed printers on the network, or
any shared Windows printer. This is a rather
nice bit of functionality, at a price that
cannot be beat.

File Sharing via a Linux/Samba Hub
I will close with some bad news. File

sharing between disparate systems via a
Linux-Samba hub is not safe. By including
the ability to mount SMB file systems in the
kernel, it is possible to view shares exported
by Windows machines and re-export them
via NFS for the benefit of any system with
an NFS client (Unix, OS, or VM). However,
it is not necessarily a good idea. The kernel
oplocks setting means that this should work
as expected under Linux 2.4, but I have not
tested this extensively and do not know for
certain that it does work. Certainly under
earlier versions of Linux and Samba, it was
possible to combine heavy usage with the
inability to atomically lock files between
NFS and Samba, thus resulting in data cor-
ruption. That said, it does work, most of
the time, and almost all of the time under
light load. However, you certainly do not
want to trust production data to an
NFS/Samba relay.

Samba can do the same thing with AFS
partitions to allow Windows clients to par-
ticipate in an AFS cell without actually run-
ning AFS code; however, many of the same
caveats apply. The OpenAFS development
team is hard at work solving this issue, and

may well have it fixed by the time you read
this article.

CONCLUSION

This month I discussed file and print
sharing via Samba, and provided a glimpse
of how authentication can work in a mixed
Windows/Linux environment. Next month,
I will show you how to replace a PDC with
Samba 2.2. This will take us further into
authentication issues, and will point the way
toward a transition to a file-and-print-
sharing infrastructure to which you not only
have the source code, but also pay no
licensing fees. Stay tuned.
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Server]
path = /usr/exports/samba
public = yes
read only = yes

FIGURE 1: THE SERVER CONFIGURATION FILE 

[homes]
comment = Home Directories for users
browseable = no
read only = no
preserve case = yes
short preserve case = yes
create mode = 0750

FIGURE 2: THE [HOMES] DIRECTORY 

auth sufficient /lib/security/pam_pwdb.so shadow nullok
auth required /lib/security/pam_smb_autth.so debug cachetime=20 use_first_pass

FIGURE 3: A MINIMAL PAM.CONF CONFIGURATION 


