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The convergence of two powerful forces — the increasing
number of remote workers and the advent of new technologies
that facilitate working away from the office — is creating

monumental headaches for network administrators who are trying
to cope with the issues of security, cost, system configuration and
support. Corporate globalization and decentralization, plus workers’
desire for flexibility for access from any location and any device,
are increasing the amount of work done at home and other remote
locations. Meanwhile, technologies such as broadband and wireless
are adding new wrinkles to remote access while at the same time
increasing connection speed and user mobility.

Working remotely is on the rise due to the structure of today’s
businesses and the continued push to accomplish more work in a
fixed amount of time. Not only are many companies expanding
geographically through growth and acquisitions, but they are also
looking for specialized talent that may not be available locally.
Telecommuting allows companies to hire the workers they need

without relocation costs, and it enables these employees to live
where they wish.

In addition, worker mobility is increasing as more employees
travel to branch offices, customer sites and supplier locations.
Companies are eager to support the efforts of mobile employees,
who typically are highly productive workers devoting many extra
hours to business during their travel. Therefore, there is pressure on
administrators to provide these workers with access to corporate
applications and data, while at the same time ensuring security, high
performance and efficient support — all within a limited budget.

Although high-speed broadband connectivity and wireless net-
works are facilitating remote access, they also bring with them new
security and management concerns. Faced with steadily increasing
demands for remote access and a complex array of management
issues, administrators need to take a hard look at strategies that
will allow them to accommodate user needs while protecting the
company’s data, conserving IT funds and keeping their own sanity.

Aserver-based computing
architecture provides a

proven, cost-effective foundation
for remote access and
management. Deployed in
conjunction with a VPN,
a server-based computing solution
enables single-point administration,
support and monitoring of remote
users and centralized application
management; accommodates
broad diversity in devices and
connections; and reduces costs
through increased IT efficiency.
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SECURITY, SUPPORT AND
SIMPLICITY HEAD LIST OF
ACCESS ISSUES

Security is one of the most urgent concerns
for administrators of remote users. The act of
connecting from “outside” to the company
network exposes sensitive data and systems
to attack from hackers, thieves and viruses.
The move to the public Internet as a low-cost,
easy-to-access network has increased the vul-
nerability. The administrator must ensure that
only authorized people gain access to the
network; each person is allowed to use only
the specific applications and data warranted
by their position or role; and the data itself is
protected from being read while in transit.
Further, the administrator must find ways to
ensure the remote user’s computer — which
could be located halfway around the world —
is safeguarded with personal firewalls, the
latest anti-virus software and other preventive
measures. The administrator can accomplish
greater security through authentication,
access control, and encryption of the data.

◆ Authentication: The purpose of
authentication is to determine that a
user is actually who he claims to be. To
make it difficult for an intruder to gain
entry by stealing a password, many
companies use two-factor authentication:
something the user has, and something
the user knows. The first may be a
token, which is synchronized with a
back-office authentication server to
provide a real-time password, or a smart
card, which is read by the computer.
Biometric authentication uses physical
markers such as a fingerprint. The second
factor is typically a PIN number.

◆ Access Control: The purpose of this
security feature is to restrict user access
to information. The operating system
on which the applications and data are
running can provide this capability with
access control lists (ACLs). There are
also products such as policy-based
authorization servers that invoke rules
and policies set by administrators to
restrict access to specific parts of the
network based on the user or their role.

◆ Encryption: Data traveling over the
network between the user and company
firewall is subject to scrutiny or
interception — especially over the
Internet. To render data incomprehensible
to sniffers, passing it through an

encrypted tunnel using technologies such
as 3DES or Secure Socket Layer (SSL)
encrypts the data. The trick to effective
encryption is to provide the highest level
possible without unacceptably slowing
down performance.

The administrator implements and manages
the aforementioned security features.
However, on the client side, things become
much more difficult to control. The remote
device can be very vulnerable, especially in
the case of users connecting to the corporate
network over “always-on” DSL or cable lines
with static IP addresses. Hackers can take
advantage of these open lines to determine the
user’s IP address and gain access to the LAN.

To prevent security breaches via a home
PC or mobile device, administrators need to
ensure that remote users install adequate
personal firewalls and anti-virus software
on their computers and update them regularly.
The issue is enforcement. Security policies
are important but depend on voluntary com-
pliance. The administrator needs tools that
let him “see” that the device is protected
before permitting access.

Just as physical distance complicates the
safeguarding of remote computers, it also cre-
ates support difficulties for administrators. An
organization with numerous branches,
telecommuters and mobile workers faces huge
outlays of time and effort to keep each remote
computer running properly and to provide
updates for the latest applications. Either the
IT staff must spend a good percentage of time
on the road, or the company must depend on
local support providers or the user’s own
knowledge. This problem becomes even more
difficult for mobile workers trying to work
from hotel rooms or customer sites where tech
support is not available.

As remote users multiply, so do the vari-
ations in their equipment and operating
platforms. For example, the growing popu-
larity of wireless PDAs is just the latest
factor complicating user administration.
Remotely accessing information on the
company network can be hindered by
scarce or expensive bandwidth, latency,
incompatibility between application OS
and device operating platform, size limitations
of handheld device interfaces, and other
hardware issues.

In the area of security, requirements for
multiple authentications can frustrate users
and encourage them to take shortcuts in
password usage. Overall, the more variables

involved, the greater the complexity and
difficulty of ensuring consistent, secure
access for all remote users. Administrators
need solutions that can simplify the remote
access landscape.

Underlying this array of access concerns is
the ever-present issue of budget. Especially
with today’s economic downturn, companies
are looking for measurable return on their
technology investments. Although remote
workers are typically highly productive, they
cost more to support than employees at
headquarters. Many administrators are under
pressure from management to reduce the
costs of remote access while continuing to
improve performance, security and the con-
sistency of the user experience.

FINDING THE RIGHT REMOTE
ACCESS SOLUTION

Connectivity
For a remote worker, it all comes down to

“connections.” What is the best way — the
fastest, cheapest, most secure way — to
access the corporate network? There are
three main methods used by organizations:
dial-up, private WAN and Virtual Private
Network (VPN).

Dedicated dial-up access, one of the
original connectivity methods, is still widely
used. Dedicated telephone lines are con-
nected to a modem or modem bank, which
in turn is connected to a remote access
server (RAS). This server manages the data
flow between the modem and the local net-
work server. However, dial-up access has
several drawbacks. First, as the number of
users increase, the cost and complexity of
managing modem banks can become a
heavy burden. Administration of propri-
etary solutions can be complicated. From a
security standpoint, there is little, if any,
access control — once the user connects to
the network, everything is fair game. And
for users of DSL or cable modems, dial-up
negates the performance benefits of these
high-speed connections because the speed
is limited to the modem.

Private WANs also demand significant
administration and can be costly due to
leasing fees, telephone charges, and the fact
that the company must pay for the line
whether it is being utilized or not. This
works for remote sites, but these leased
lines are typically not available to users in
their homes or locations away from the
remote office, such as hotels. This forces
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administrators to offer additional solutions
for remote access, which doubles the
administration and management issues.

VPNs, which create encrypted tunnels
across the Internet or public networks,
have grown in popularity due to the lower
cost of using a public infrastructure. They
can significantly reduce remote access
costs, especially in international locations,
by replacing dedicated lines, modem
banks and dial-up toll charges with a local
call to the user’s Internet Service Provider
(ISP). This simple connectivity is also a
great benefit to mobile users, including
those using wireless devices. VPNs also
reduce administrative costs because the
ISP is the first line of support for many
connectivity issues, and because a single
Internet connection on the server side
replaces multiple modems.

VPNs offer the security triad — encryption
of data, access control and authentication —
either intrinsically or through integration
with third-party security products such as
firewalls, RADIUS solutions, authentication
devices, and directory-based security like
Active Directory Services (ADS) or Novell
Directory Services (NDS). From a perfor-
mance standpoint, VPNs support DSL and
cable modems, allowing users to leverage
their high-speed connectivity.

Control
VPNs can provide a high level of security

for transmitted data, as well as control who
can gain access to the network and what
information they can obtain. As we have seen,
however, remote access is only as secure as its
least-protected factor — which is typically
the user’s computer. Physically visiting each
remote user to set up the computer, install
firewalls and anti-virus software, and monitor
the installed software can be difficult, if not
impossible. Administrators need a more
efficient way to decrease the risk of compro-
mising corporate data and propagating viruses
via remote computers.

The server-based computing model enables
administrators to better control end-user
security risks. By centralizing application
installation, upgrades, processing and
deployment on the server, this architecture
eliminates the need to install and run soft-
ware locally. Users view and work with the
application interface, sending keystrokes
and receiving screen updates across the
network. However, the application itself
executes on the server. This prevents unau-

thorized deletions or reconfigurations of
corporate applications.

In the case of viruses, the administrator can
centrally install the latest anti-virus software
or patch on the server, rather than having to
depend on user compliance. Conversely, a
virus introduced to a user’s computer cannot
gain access to the server-based application.

If it is deemed necessary, the administra-
tor can “lock down” the desktop from the
server, preventing users from customizing
applications and other desktop options. This
can assist the administrator in managing the
user environment for support.

Manageability
The remote access management benefits

of a server-based computing environment
extend beyond security. One of the key
advantages is rapid application deployment.
Instead of installing and configuring appli-
cations and upgrades on each remote device
— a process that can take days or weeks —
administrators simply install them on each
server, for immediate access by any user. This
capability alone can make a big difference in
the administrator’s workload.

Server-based computing also solves
many of the problems administrators face
in trying to manage different devices and
network connections within the corporate
system. Because applications run on the
server, users simply view and work with
the interface — the type of device and
operating platform they choose does not
matter. This flexibility allows users in dif-
ferent countries and situations a wide
choice of hardware and platforms without
requiring special access arrangements
such as terminal emulation. New server-
based computing tools even allow viewing
of standard application interfaces on small
form factors, such as wireless PDAs, with
panning and scaling. In addition, client
hardware does not require constant
upgrades to support newer, more powerful
applications — older devices can access
the latest solutions.

Another important management advantage
of server-based computing is remote support
and training. Administrators can “shadow” a
remote user’s session from the server in
real-time, and even take over the mouse to
demonstrate a new feature or solution to a
problem. This centralized support capability
eliminates the need for on-site help desk staff
while providing a “virtual” tech support
person who sees exactly what the user sees.

Performance
One of the largest support issues faced by

administrators is the user experience for
remote workers. Given the many variables
that can affect a remote user’s access to the
corporate network, it is not surprising that
application performance can vary widely
depending upon available bandwidth, the size
and type of files, and the local connection
method. If the performance is unacceptable,
or the user is unable to gain access, there is
an immediate call for support. A server-based
computing system can improve performance
even when bandwidth is limited and large
amounts of data must be transmitted.
Because server-based applications execute
100 percent on the server, and only key-
strokes, mouse clicks and screen updates
travel across the network, bandwidth
demand drops significantly. This fact helps
compensate for other performance problems,
including slower speeds from encrypted
VPN traffic, latency on the Internet, or wire-
less connections, which may be out of the
administrator’s control.

Additional performance management tools
can assist administrators in determining
where bottlenecks are occurring. These tools,
along with service level agreements (SLAs)
with the ISP can help improve performance
and provide a better user experience.

Cost Savings
Although companies increasingly view

remote users as especially valuable work-
ers, they usually cost more to set up and
support than headquarters-based employees.
Administrators may find themselves tasked
to cut remote access costs while still providing
the services needed to keep remote users “in
business.” Many of the server-based com-
puting benefits mentioned here have a
cost savings component. For example,
remote “shadowing” and centralized
application management can dramatically
reduce IT staff time spent on local support
and administration.

Server-based computing support for
almost any device gives workers the
option of using an older PC, selecting an
inexpensive thin device or choosing the
latest PDA. As applications become more
powerful, the organization can continue to
use existing hardware instead of being
forced to upgrade. In addition, with low
bandwidth requirements of server-based
applications, companies can save on net-
work costs.
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SERVER-BASED COMPUTING
SOLUTIONS

One example of server-based computing
solutions for remote access is Citrix
MetaFrame application server software.
Implemented with Microsoft Windows 2000
Terminal Services or Windows NT 4.0
Server, Terminal Server Edition, MetaFrame
enables applications to be centrally installed,
processed, deployed, managed and supported,
improving IT efficiency and user satisfaction
while lowering bandwidth consumption and
support costs. Citrix Independent Computing
Architecture (ICA) technology supports
application access on any client device or
network connection — wired, wireless and
Web. Combined with Citrix Extranet VPN
software, MetaFrame strengthens information
security from server to user.

CONCLUSION

A server-based computing architecture pro-
vides a proven, cost-effective foundation for
remote access and management. Deployed in
conjunction with a VPN, a server-based
computing solution enables single-point
administration, support and monitoring of
remote users and centralized application man-
agement; accommodates broad diversity in
devices and connections; and reduces costs
through increased IT efficiency.  

Richard Whitehead is a senior product manager
for Citrix Systems, Inc. He can be contacted via
email at richard.whitehead@citrix.com.
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