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As more and more organizations
rely on computer technology to
improve business operations and

boost profitability, the IT professionals
tasked with supporting such a rapidly
expanding user base face an increasingly
difficult challenge. Today, corporate net-
works, regardless of size, often are a
complex collection of disparate hardware
and software spread across geographically
dispersed sites. Further complicating the
situation is a growing reliance on mobile

users who log on to the corporate net-
work from remote locations as they
travel across states and continents on
company business.

Whether local or remote, business
professionals demand a problem-free
computing environment that enables
them to conduct business as efficiently
and effectively as possible. For them,
downtime is never an option.

Just as their counterparts in the value-
added reseller (VAR) world are charged
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W hile anytime-anywhere computing is a boon for both employees and businesses,
it can also bring unique challenges for support personnel. Remote control software

helps address these challenges as it represents one of the most effective alternatives
to traditional support methods by enabling

IT professionals to do more than simply
visualize a user’s PC.
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with providing high-quality customer service
and support on a limited budget, corporate
IT professionals must find a way to address
their associates’ technical support needs with-
out losing site of a shrinking bottom line.

To that end, an increasing number of cost-
conscious support organizations are turning
to remote control software as a low-cost,
reliable, and effective helpdesk tool. By
using remote control software rather than
on-site visits or lengthy support phone calls,
IT professionals are able to ensure rapid,
accurate responses to hardware and software
problems on systems located virtually any-
where in the world.

HELP FOR THE HELPDESK

For most organizations, the helpdesk is
where most, if not all, support problems are
directed. Here, a staff of technicians is
dedicated to troubleshooting and resolving
computer issues submitted by users of
varying levels of expertise and experience
whose common goal is simply to get work
done as quickly and intelligently as possible.

Traditional methods of supporting such
users include traveling to the user’s site to
troubleshoot the system in person, asking
the user to bring the system to the support
center, or walking the user through an
often lengthy and complex diagnosis and
repair procedure by phone. While each
method is a viable solution for eliminating
a hardware or software problem, each
method also is prohibitively time-consuming
for both the user and the support technician,
which drives productivity down and pushes
costs up.

Often, a user must try all three tradition-
al support methods before returning to
work. For example, when a support call
comes in, the first attempt at resolution is
via verbal interaction between the
helpdesk technician and the user.
Successful resolution requires that the user
describe the situation with detailed accuracy
and that the technician understands the
description and, as a result, can pinpoint
the exact problem and provide an easy-to-
follow solution. Not surprisingly, this
method of support is hit-or-miss, offering
generally unpredictable results and often
exacerbating an already difficult situation.

If telephone support proves to be inade-
quate, users either wait for a technician to
arrive or send their computer out for repair.
Either way, the downtime can add up to

significant lost productivity for the user, the
technician, and the organization as a whole.

GONE, BUT NOT FORGOTTEN

Improvements in mobile computing tools
have helped augment the number of telecom-
muters, road warriors, and offsite employees
who successfully work from remote locations.
Even as laptops, notebooks, and other remote
systems and services become more advanced
and sophisticated, their prices are steadily
lowering, thereby making it more economi-
cally feasible for organizations to maintain a
mobile worker population.

While anytime-anywhere computing is a
boon for both employees and businesses, it
can also bring unique challenges for support
personnel. Diagnosing and repairing a system
down the hall is often more time-consuming
than anticipated; diagnosing and repairing a
system outside the corporate environment is
replete with unforeseen — and literally
unseen — obstacles.

Further complicating the situation are the
challenges associated with remote networking
software and remote connections, as well as
with keeping remote systems up-to-date with
the latest patches and configurations — all
utilizing typically low-bandwidth telephone
lines that limit connection duration. The result
is an isolated but high-priority user population
that is relying on less than optimal systems to
perform business-critical functions.

THIS PICTURE PAINTS A
THOUSAND WORDS

Remote control software represents one of
the most effective alternatives to traditional

support methods. Long used by off-site
employees to access their office systems
from home or the road, remote control
software has become the technical support
tool of choice for many organizations.

Remote control software enables IT pro-
fessionals to do more than simply visualize
a user’s PC. This software allows technicians
to actually see the user’s system without
having to physically touch that system. By
enabling the technician to look at and
manipulate the remote PC directly, without
help from the user, remote control software
provides a technician a first-hand view of
the problem and hands-on access for resolving
the issue. This accelerates the entire trou-
bleshooting procedure, thereby enabling the
user to get back to work quickly and the
technician to turn his or her attention to
other IT matters.

In addition to improving such reactive
capabilities as helpdesk support, remote
control software also enhances proactive
support. IT administrators can use remote
control software to download software
patches, train users (including helpdesk
personnel), and configure application and
system software settings. By easing ongoing
system maintenance and service activities,
remote control software helps prevent
future helpdesk calls and keeps systems in
top operating condition.

REMOTE CONTROL IN
THE ENTERPRISE

The benefits of remote control software
are clear; it eliminates the cost of airfare,
obviates the need for time-consuming
phone calls, and reduces the lost productivity
resulting from a downed PC. However, for
optimal performance in an enterprise envi-
ronment, remote control software must
meet additional criteria. It must not only
support the organization’s existing infra-
structure and helpdesk systems, but it must
also provide strong security, centralized
management, and high performance.

Integration
Most organizations today use a wide variety

of hardware and software, creating a hetero-
geneous environment based on multiple
operating systems. A remote control solution
that integrates easily with existing desktop
and mobile operating platforms, supports
multiple networking configurations, and
works with everything from direct connec-
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Diagnosing and repairing a
system down the hall is

often more time-consuming
than anticipated; diagnosing

and repairing a system
outside the corporate

environment is replete with
unforeseen — and literally

unseen — obstacles.
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tions to infrared connections helps ensure
the continued viability of the software as an
effective support tool.

Security
Security is a critical consideration

when implementing a remote control
solution across the enterprise. The most
robust remote control solutions use multi-
ple methodologies to address security.
One of the most effective ways to ensure
security is to limit access to only internal
machines. You can either accomplish this
through serialization or by limiting con-
nections to a specified TCP/IP address
range. Serialization embeds a unique
security ID into the host and remote
installations. This security ID must be
present on both machines in order to
make a connection. Limiting connections
to specified TCP/IP addresses effectively
blocks access to the TCP/IP addresses or
subnets that you specify.

Equally important is ensuring that you
prevent unauthorized users from connecting to
the host PC. This can be accomplished
through authentication; mandatory passwords;
callback security for dial-up connections;
online prompts to confirm a connection,
limiting login attempts, the duration of a
connection, or the time to complete a login;
and restricting connections after an abnormal
end of session. A good remote control solu-
tion should offer different authentication
methods including Active Directory, NT
Domain, and Novell Directory Services in
order to allow companies to re-use existing
user names and passwords rather than main-
taining a separate list.

In addition, a robust remote control solu-
tion must support virtual private networking
(VPN) to enable secure connections over
the Internet through a firewall. The most
comprehensive remote control solutions
ensure security by protecting the data
stream during a remote session, typically
using encryption, as well as by preventing
unauthorized changes to the product and
logging remote control session events. One
of the newest security capabilities to emerge
in the remote control market is the ability to
scan network and telephone lines to identify
unprotected remote access hosts and plug
security holes.

Centralized Management
To ease the administration of an enterprise

remote control environment, helpdesk staff

must not only be able to connect quickly
and easily to any remote control-enabled
host on the network, but they must also be
able to configure each system — all through
a single, consistent interface. To that end, it
is essential for a remote control solution to
support centralized distribution, configuration,
and installation combined with an intuitive
user interface, complete with wizards and
troubleshooting tools. The inclusion of cen-
tralized logging and auditing capabilities
facilitates remote control session monitoring
and management functions.

Also beneficial to administrators is the
ability to integrate administrative functions
with other management tools and consoles,
such as Microsoft Systems Management
Server, Computer Associates’ UniCenter
TNG, and Tivoli’s NetView. This integra-
tion not only simplifies management by
providing administrators one umbrella
under which all management is performed,
but it also enables the organization to
leverage its existing enterprise network
management investments.

Performance
Because higher support staff productivity

results in lower support costs, it is important
that a remote control solution ensures fast
connection and high performance. Finding
hosts on the network should be as simple
and fast. Some remote control solutions
leverage directory services such as Novell
Directory Service (NDS) or Microsoft
Active Directory to quickly locate hosts
anywhere on the corporate intranet or the
Internet. Once the host is located, con-
necting to the system must be as easy as
clicking on the target host with no user
intervention required.

Unreliable connections and slow perfor-
mance, which result in long delays and
session interruptions, make troubleshooting
prohibitively time-consuming. Therefore,
it is critical for a remote control solution to
include a variety of features that optimize
performance and speed sessions. Features
that accelerate screen refresh transfer rates,
automatically scale color, improve the
ability to locate and transfer files help
boost the productivity of helpdesk staff. To
ensure continued performance even with
low-bandwidth connections, the remote
control solution must expedite file trans-
fers by sending only the parts of the file
that have changed, instead of sending the
entire file. It is also important that the

remote control application optimizes per-
formance for low-bandwidth connections
such as modems.

Voice and data switching capabilities also
streamline support challenges by enabling
helpdesk staff to alternate between voice
and remote control during a phone call. In
addition, integration with desktop video-
conferencing allows the user to switch from
a remote control session to a videoconference
with a single mouse click.

SUMMARY

Today’s business environment is a connect-
ed world of disparate and complex systems
and software, geographically dispersed
employees, and a growing community of
remote and mobile workers. Even as this
always-online corporate environment con-
tinues to evolve and change, two challenges
remain the same: users demand trouble-free
computing and IT professionals must find a
way to provide it with dwindling budgets.

Remote control software addresses
these needs by enabling helpdesk staff to
efficiently connect to and repair a trou-
bled system anywhere in the world from
the convenience of their own desks.
Remote control software eliminates the
time and costs associated with sending a
technician to a user site to repair a system,
with requiring a user to send his or her
system back to a support site for repair, or
with devoting countless hours to hit-or-
miss system diagnosis and repair by
phone. As a result, IT staff as well as
employees are more productive while
support costs decrease.

The most effective remote control solutions
address a variety of important enterprise
needs. Integration with existing hardware
and software is critical, including integration
with helpdesk automation systems. This
helps ensure the continued viability of the
software as an effective support tool and
increases the efficiency of enterprise systems.

Security also is a primary consideration
when implementing a remote control
solution, and the most advanced remote
control solutions utilize several methodolo-
gies and technologies to address security.
These capabilities range from authentica-
tion and passwords to VPN support and
perimeter scans.

Centralized management and overall
performance round out the requirements
for a remote control solution suitable for
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enterprise use. Centralized logging and
auditing, integration with popular manage-
ment tools and consoles, and other features
help facilitate administration and simplify
usability. The inclusion of optimization
features as well as support for directory ser-
vices and voice/data switching helps ensure
faster connections and high performance.

With an effective remote control solution,
IT administrators and helpdesk personnel
can quickly and efficiently provide the
high-quality support their organizations
demand while controlling costs and
increasing productivity.  
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