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WHILE hard drives continue to increase in size,
their price continues to decrease. It is not

uncommon for an end users’ workstation to have a disk
drive 18GB or larger. What is all of that disk capacity
residing on your end-user workstations being used for in
your situation? Do you allow corporate
data to be stored on these workstations?
If you answered “yes,” it is only a
matter of time before you will need
to address the problem of backing
up this data.

Backing up the data residing on
end-user workstations can be an
enormous undertaking, both in terms
of time and capital expenditures. The
primary reason that the issue of desk-
top backups is so complicated is the
sheer number of desktop machines
that are involved. For example, a
medium-sized company may have
300 to 400 file servers. Just backing
up these file servers each night is far
from a simple task, but it is at least
a manageable task. However, this
same company may have 10 times
the number of desktop systems as
file servers, which in this case
would be 3,000 to 4,000 desktop machines. Backing up
thousands of machines is obviously a more complicated
and costly undertaking.

When you are faced with what seems to be such a huge
task, you must step back and try to plan accordingly. If you
have a clearly defined objective for desktop backups, it will
be much easier for you to develop a workable desktop
backup strategy.

This article examines some of the key decision points that
must be considered once you have decided that you should
back up the data on your workstations. By thinking about the
desktop backup problem in logical steps, your desktop
backup strategy will almost define itself.

WHAT TO BACK UP:
SELECTED DATA VS.
FULL SYSTEM BACKUP

The first decision you will need to
make is whether you should back up
everything on every desktop or just the
data residing on the workstations. The
advantages of just backing up the data
include the following:

● reduces the total amount of data
that must be backed up

● reduces infrastructure required to
back up the data (network band-
width and tape devices)

● may negate the need to install
desktop backup software on
each workstation

One the flip side, some of the disad-
vantages of just backing up the data include the following:

● How can you be sure you are getting all the data? For
example, your strategy may state that everything in “My
Documents” will be backed up. What if the end user
places critical data in a different directory?

● If the workstation must be re-built, it cannot simply be
reloaded from the backup.

Managing Your
Desktop Backup

There are several key decisions that must be considered regarding the back up of data on your
workstations. By thinking about the desktop backup problem in logical steps, your backup

strategy will almost define itself.
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CONTROL: CENTRALIZED
VS. DE-CENTRALIZED

Who controls when and what is backed
up? Will you allow the end user to make
these decisions, or will an automated system
be installed that controls the scheduling and
selection of files to be backed up?

Allowing the end user to decide what and
when to back up will result in a much less
complex desktop strategy. Complex sched-
uling and monitoring processes will not be
required if the end user controls the backup
process. However, the downside of this
approach is that the reliability of the backup
system could be in jeopardy. For example,
what if the end user never performs the
backup? The consequences of this could be
very costly if important data is lost.

STORAGE OF BACK UP DATA:
CENTRALIZED VS.
DE-CENTRALIZED

Perhaps the biggest decision you will
need to make is where the backup data will
be stored. You have several options:

● store the data on your file servers and
then back up these file servers to tape

● back up the data directly from the
workstation to centralized tape storage

● back up the data to devices attached to
the local machines

The first two options require that the data be
moved over the LAN and/or WAN to either
the centralized tape storage units or to file
servers. This factor should not be taken
lightly. Let’s assume you are planning to
back up 2,000 workstations. You estimate
that 400MB from each desktop will be
backed up during each backup cycle. That
results in 800GB of data swirling around
your network during each backup cycle. If
you choose to store the backup data centrally,
either on file servers or centralized tape stor-
age, you may need to consider implementing
incremental backups to reduce the amount
of data being moved over the network. You
could also investigate implementing one of
the newer desktop backup products that
only move blocks that have changed since
the previous backup.

De-centralized storage of backup data
requires that each workstation contain a
storage device to hold the data, such as a
Zip or Jaz drive, or a read/write CD-ROM

drive. While this option requires a greater
initial capital expenditure, there are some
very good reasons to implement a backup
storage device on each workstation:

● the backup data never hits the network
● a uniform desktop solution can be

provided for all end users, including
WAN and dial-up connected workstations

● complexity of the entire backup
solution is reduced

● can be used in conjunction with
desktop backup software to back up the
entire system. Some of these desktop
backup software products can create a
bootable CD-ROM that can be used to
restore the entire system.

Of course, there are drawbacks to
implementing de-centralized storage of
backup data. The end user would be
responsible for the labeling and storage of
data. This option would, most likely, require
additional training for your end users. The
cost of maintaining all of these local devices
is also a factor.

CENTRALIZED BACK UP
CONSIDERATIONS

Most larger organizations tend to gravi-
tate toward centralized desktop backup
solutions. A centralized solution gives the
IS department full control over what desktop
data is backed up and when. Desktop backup
software vendors realize that the largest
challenge in providing a reliable and unob-
trusive desktop backup solution is reducing
LAN/WAN traffic. What good is a desktop
backup solution if the backup takes 10 or 12
hours to push the data over a network link?

To help reduce these network demands,
most centralized backup software products
offer the following three technologies:

● Compression: A piece of the backup
software resides on each end user
workstation. One of the functions of
this client software is to compress the
data before it is sent over the network.
This data compression reduces the
network bandwidth requirements for
the centralized backup solution.

● Back up only changed blocks: When
the first backup of an end users
workstation is initiated, a “full” backup
is performed. This full backup could
contain selected directories, such as

“My Documents,” or it could be a full
system backup. The IT staff controls
what should be backed up.

When subsequent backups are
performed, the backup software system
will compare the data being backed up
with the full backup. The backup
software will then copy only the blocks
that have changed since the last backup.
This feature greatly reduces the
amount of data that must be moved
over the wires.

● Skip redundant files: Let’s assume
that every end-user workstation has
Microsoft Word installed on the local
hard drive. The backup software system
will back up the program “word.exe”
and all other Word system files only
once. So, if you have 10,000 desktop
machines each containing a local copy
of Microsoft Word, the Word system
files will only be backed up one time.
This feature reduces the amount of data
that must be backed up while still
providing full recovery capabilities

for all desktop machines. Less data to
back up equals less data to move over
the wires.

DE-CENTRALIZED BACK UP
CONSIDERATIONS

After investigating centralized desktop
backup solutions, you may find that these
systems are not suitable for your environment.
For example, your LAN/WAN infrastructure
may not be able to handle the additional
bandwidth required for the desktop backup
data. Perhaps your IT staff is too over-
committed to implement and support a
centralized solution.

Implementing a custom, de-centralized
backup solution is a relatively simple
endeavor. A local device is connected to each
desktop machine, and some type of software
is deployed that will copy the data from the
desktop’s hard drive to the backup device.

The first hurdle you must face is deter-
mining what type of backup device will be
implemented on the local machines to hold
the backup data. You must focus on the
capacity, cost and reliability of what ever
device you decide to deploy.

You must also look at the software that
you will use to perform the backup. For
example, you may wish to simply use a
Windows Explorer “drag-and-drop” type
interface that allows the end user to simply
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copy the data he wishes to back up to the
local device. If you wish to use this type of
interface, you must either make sure your
device will integrate with the Windows
Explorer application, or it must provide a
similar “drag-and-drop” program that you
can deploy.

You may also opt to use the Window
“ntbackup.exe” program to back up the data
to the local device. In this case, you must
make sure that the device you select is
supported by the NTBACKUP utility. You
may also decide to deploy a more robust
local desktop backup software product such
as Veritas Backup Exec Desktop. Make sure
that your local backup device is supported
by the software you decide to implement.

CONCLUSION

Personally, I prefer the decentralized
desktop backup approach. Local storage
devices are getting cheaper every day. For
example, you can now purchase a combina-

tion DVD player/CD-RW device for less
than $300. I predict that these devices will
continue to decline in price and increase in
reliability in the next few years. I also
predict that devices such as the combination
DVD/CD-RW will be standard equipment
on most PCs. Why not use these devices to
solve the nagging desktop backup problem?

Another interesting development in the
desktop backup arena is Internet-based
backup. Take a look at www.@backup.com.
This company offers all of the benefits of
the centralized backup solutions, but the
Internet is used as the network and the data
is stored at data centers run by the company.
This allows the end user to back up his data
anytime from anywhere. This is great for
laptop users who frequently travel.

DESKTOP BACKUP
SOFTWARE VENDORS

If you are interested in exploring enterprise-
level desktop backup software solutions,

you may want to start your investigation
with the following two products:
● Veritas NetBackup Professional

(www.veritas.com/us/products/
netbackup/)

● Legato Networker Laptop
(www.legato.com/products/

protection/networker/laptop/)
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