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LAST month, I examined how to provide a desktop user
with access to electronic mailboxes by using

POP. However, as users become more mobile and wireless
Internet connectivity becomes more pervasive, an alternative
method of mailbox access is becoming increasingly popular.
IMAP, the Internet Message Access
Protocol, invented at Stanford
University and currently maintained
and enhanced by the University of
Washington, offers a highly flexible
alternative to POP that addresses
some of the operational issues I
mentioned last month. IMAP also
provides a flexible framework for
accessing other types of data without
requiring the client system to support
any offline state information about the
remote mailbox. You can use this
flexibility to build extremely large
enterprise mail systems with a choice
of user access methods, including
hand-held devices, web browsers, and
more traditional client programs running on workstations.

IMAP VS. POP

POP, the older of the two protocols, was designed to solve
the problem of retrieving messages from a central system and
storing them on a workstation or PC for processing by local
software. The POP protocol assumes that the client system
has local disk storage to retain the messages after they have
been retrieved from the mailbox. This goes back to the post
office analogy I presented last month: If you have a post
office box at the post office, you are responsible for storing

and organizing the letters you take out of the post office
box. Likewise, in the POP environment, no continuous
communication between server and client is required,
which makes it very popular for systems with intermittent
network connections. Figure 1 shows a typical POP user

interaction model.
IMAP, on the other hand, assumes a

reliable, though possibly intermittent,
connection to the network and takes a
more transaction-oriented approach.
Instead of downloading all the mes-
sages immediately to the desktop
system and removing them from the
remote mailbox (as POP does), IMAP
defines a set of transactions that can be
performed on mail messages or com-
ponents of messages (such as attach-
ments). IMAP transactions include
requests to open a mailbox, open a
storage folder, list the contents of a
mailbox or folder, copy a message,
read a message or message component,

delete a message, retrieve only the addressing information for
each message, and other similar transactions. Continuing with
our post office analogy, it is as if you were able to call up the
post office, ask the postal clerk to open your P.O. box, and then
give him instructions as to what to do with each individual
message — all without having to actually go to the post office
and retrieve your mail and packages. The IMAP client is not
required to retain any status information about the remote
mailbox, making it ideal for devices with limited memory or
storage such as palmtop computers or Internet-ready cell phones.

This approach has some significant advantages for
enterprise deployments because in the IMAP model, the
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This approach has some
significant advantages for
enterprise deployments

because in the IMAP
model, the mailboxes and
stored mail folders remain
on the mail server (which
is ostensibly a supervised,
well-maintained system).

©2001 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



mailboxes and stored mail folders remain
on the mail server (which is ostensibly a
supervised, well-maintained system). It is
much more likely that you can obtain and
manage good backups, which minimizes the
opportunity for data loss or corruption. For
a critical enterprise resource like electronic
mail, this can be a significant benefit. A
system failure can cause permanent loss of
important memos on an executive’s laptop
or office computer. Servers tend to receive
more attention, and thus by keeping the
critical information in a centralized mail
storage facility on the server, you minimize
the risk.

IMAP also offers a second benefit — in
environments where users share workstations,
or move from desk to desk frequently in
drop-in workspaces or lab facilities, the
POP model of storing downloaded messages
on local disks can expose sensitive or
confidential information to the next person
to use the shared workstation. Keeping the
messages in the central store and accessing
that store via transactions can protect messages
from accidental disclosure by requiring
proper authentication before displaying a
message. Authorizations move with the
user, not with the workstation, allowing the
CEO and the receptionist to effectively use
the same workstation with appropriate
access controls, as shown in Figure 2.

Third, as IMAP provides a superset of the
POP capabilities, it is very common to use
the same software to supply both. The
University of Washington code demon-
strated later in this article provides a POP
front-end that connects to an IMAP server
on the user’s behalf, allowing POP-only
software such as Microsoft Outlook to take
advantage of an IMAP-based infrastructure.
(It is interesting to note that Microsoft is
touting IMAP support for Outlook as one of
the largest significant improvements in its
upcoming Office XR release, due out in
mid-summer of 2001. IMAP has existed
since the early 1980s.) This “front-end”
approach effectively allows a smooth
migration and co-existence of POP and an
IMAP-based infrastructure, as illustrated in
Figure 3.

INSTALLING AND BUILDING
IMAP SUPPORT ON LINUX
FOR S/390

As with many other popular open-source
tools, the University of Washington IMAP

server code is available both in source form
and as a precompiled install package on
most of the popular Linux distributions.
To save time, for the purposes of this
example, use the precompiled package (or
“RPM” file) and install it in the default
locations. Figure 4 shows a typical set of
RPM commands to load and install the
IMAP package. When using the SuSE 7.0
Linux/390 CD set, IMAP is on CD 1 in
suse/n1/imap.rpm.

The default configuration assumes that all
users having a valid userid and password
can access their mail via IMAP or via the
POP2/POP3 front-end to the IMAP server,
and that mailboxes are stored in
/var/spool/mail/userid (the default for all
popular Linux distributions, including
Linux for S/390). The IMAP server itself
is started on demand when a user con-
nects to TCP port 143 by making the
appropriate entries in the TCP configuration
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FIGURE 1: INTERACTING WITH A POP-BASED MAIL SYSTEM 

FIGURE 2: SHARED WORKSTATIONS WITH IMAP
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files /etc/inetd.conf and /etc/services (the
entry in /etc/services is predefined on
most distributions).

To enable the updates to the TCP files
and allow the IMAP server to start, you
must force inetd to re-read its configura-
tion files by sending it a specific message
via the “kill” command. Normally, you
use the kill command to terminate
processes; however, the mechanism used
under the covers is to send the target
process a specific message indicating it
should abort itself. The kill command can
also signal different types of conditions by
specifying a particular message on the
command line. For example, in Figure 5
the HUP (“hang-up and reset”) message
causes inetd to reset and re-read its con-
figuration files as if it were restarting, but
without dropping network connections
that are currently in progress.

You could obtain the same effect on a
Linux system with killall -HUP inetd.
Once this command completes, your
IMAP server is active and functioning. To
test it, it is easiest to use an IMAP-capable
mail client such as Microsoft’s Outlook
Express, Eudora, or a Web browser such
as Internet Explorer or Netscape. If you
use Outlook Express, select Accounts
from the Tools menu, click on the Mail
tab and select New Account. You will be
prompted for your real name and
whether you wish to use an existing mail
account. When you select this option,
you will be provided with a dropdown
box allowing you to select IMAP as the
server type. Provide the host name,
userid and password to access the mail
server, and you should then be able to
connect and download mail from your
new IMAP server. The Outlook Express
help files include some good tips on
managing IMAP mailboxes.

You can also test IMAP, as you did POP,
from the command line using the IMAP
protocol example in Figure 6; the protocol
is defined in RFC 2060. The testing
process reveals that I have 538 messages in
my mailbox and that some other process
locked my mailbox (my actual mail client,
in fact). Note also that the password is sent
in clear text. For this reason many sites
prefer to tunnel IMAP over the Secure
Sockets Layer (SSL). That discussion is
beyond the scope of this article series, but
it is a worthwhile endeavor for any security-
conscious site.

SECURITY CONCERNS WITH
IMAP

Note that in general, RPM packages are
simpler to install, but assume that you trust
the source of the package — in most distri-
butions, the vendor supplies these packages,
so they are as reliable as you believe your

vendor to be. In the case of IMAP, this is
particularly important as the IMAP server
runs with substantial privileges to allow
users to create and manage their own
mailbox hierarchies (and thus, if incor-
rectly installed, may allow unprivileged
users to overwrite system files or other
users’ information).
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rpm -i /path/to/imap.rpm

FIGURE 4: RPM COMMANDS TO INSTALL THE IMAP SERVER PACKAGE FROM THE SUSE CDS

#
#  Locate the inetd process
#
damien@mail:~ > ps -ef | grep inetd
root 260 1 0 Mar06 ? 00:00:00 /usr/sbin/inetd
damien 19259 19251 0 21:34 pts/1 00:00:00 grep inetd
#
#  use kill -HUP to restart it without losing connections
#
damien@mail:~ > kill -HUP 260
damien@mail:~>

FIGURE 5: FORCE INETD TO UPDATE CONFIGURATION (KILL -HUP)

FIGURE 3: A POP “FRONT-END” TO AN IMAP SERVER
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When installing IMAP, test the server
thoroughly to ensure that unprivileged users
are unable to access files outside their
normal mailbox or normal home directory.
If unauthorized users receive access, then
you did not configure the server correctly
and the RPM is suspect. If this occurs, you
should retrieve the IMAP source code
directly from the University of Washington
(ftp.cac.washington.edu) and build the code
yourself. A simple test for the server is to
use an IMAP client like Outlook Express or
Netscape Mail, configure it to use your new
server, and attempt to open a mailbox
named {your.mail.server}/root (note the
curly braces around the hostname). The
IMAP client will prompt you for a userid
and password for a valid userid on the mail
server. Supply an unprivileged userid. If the
server successfully opens the mailbox, then
you did not configure the server correctly
and you should not use the server.

AUGMENTING AN ENTERPRISE
MAIL HUB

You can realize several interesting bene-
fits when you add sendmail, POP3, and
IMAP servers (on a Linux for S/390 guest
system) to an existing mail solution such as
a Microsoft Exchange or Lotus Notes
environment. In many cases, Exchange
and/or Notes require opening additional
holes in firewalls to provide the ability for
the underlying replication and file copy
protocols to function. For example, use of
Exchange also requires opening up the fire-
wall for generic Windows file sharing, a
notorious security exposure for unsecured
desktop systems behind the firewall. An
interesting method of circumventing this
problem is to cause the Exchange server to
send a copy of each user’s incoming mail to
an IMAP server, thus allowing opening only
port 143 in the firewall. This approach
doesn’t expose the Windows systems to file
sharing attacks, and still allows you to read
mail via a web browser from any location.

Another area where Linux can lend a
hand is as a delivery and spam protection

engine for the existing system. Both Lotus
Notes and Microsoft Exchange have diffi-
culty supporting high volumes of Internet
mail. By using the “smart host” feature in
both packages, which causes them to send
all outgoing mail via another host, and by
supplying a Linux instance running sendmail
(or another email agent, if you prefer) as the
smart host, you can offload the task of
actually delivering the mail to the final
destination. This causes the Notes or
Exchange server to speed up substantially
(cycles normally used to deliver mail can be
used to support other tasks, providing a
substantial improvement in Exchange or
Notes server performance). This also allows
a centralized approach to rewriting mail
headers to hide internal mail servers, and
finer control of mail relaying — both
Exchange and Notes have very limited
capabilities to control header rewriting.

SUMMARY

The past three articles have examined
ways that a Linux system can support an
existing enterprise mail system and provide
the basic infrastructure to support electronic
mail at many different levels. The combi-
nation of sendmail as a generic mail trans-

port agent and the POP/IMAP mailbox
access protocols provides a very flexible
base for designing both large and small mail
implementations, and can benefit many
organizations by simply helping out at
different places in the infrastructure.

The following articles will examine
enterprise directory servers, because once
you have resources scattered across an
enterprise, you need to know how to locate
and coordinate the use of these resources.
See you next month!
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<damien> workstation:~ $ telnet services imap
Trying 192.168.1.3...
Connected to services.demo.net (192.168.1.3).
Escape character is ‘^]’.
* OK [CAPABILITY IMAP4 IMAP4REV1 STARTTLS LOGIN-REFERRALS AUTH=LOGIN]
services.demo.net IMAP4rev1 2000.283 at Tue, 13 Mar 2001 14:36:40 -0600 (CST)
a001 login damien s33kr1t
* CAPABILITY IMAP4 IMAP4REV1 STARTTLS NAMESPACE IDLE MAILBOX-REFERRALS SCAN SORT
THREAD=REFERENCES THREAD=ORDEREDSUBJECT MULTIAPPEND
a001 OK LOGIN completed
a0002 select inbox
* 538 EXISTS
* NO Trying to get mailbox lock from process 10771
* 0 RECENT
* OK [UIDVALIDITY 979839691] UID validity status
* OK [UIDNEXT 7623] Predicted next UID
* FLAGS (\Answered \Flagged \Deleted \Draft \Seen)
* OK [PERMANENTFLAGS (\* \Answered \Flagged \Deleted \Draft \Seen)] Permanent flags
a0002 OK [READ-WRITE] SELECT completed
a0003 logout
* BYE services.demo.net IMAP4rev1 server terminating connection
a0003 OK LOGOUT completed
Connection closed by foreign host.

FIGURE 6: IMAP PROTOCOL EXAMPLE 


