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Running a Tight Ship
Concerns in Storage Administration

Data is king. Not just in the “‘new econ-
omy” of e-business and e-commerce, but

in the staid industries of the old economy as
well. Today, corporate success rests upon
the efficient and effective use of information.
As the enterprise-wide keeper of this
important asset, the storage administrator
must be aware of the security issues sur-
rounding the data under his or her charge.
While a separate security group is usually
responsible for the day-to-day protection of
data, storage administration functions such
as backup, recovery, and disk space manage-
ment often require access rights beyond
those granted to ordinary users. A lack of
coordination and cooperation between the
storage management and security groups
can lead to confusion, errors, and even lost
or corrupted data.

Today, every data center has a security sys-
tem in place (those that do not are arguably in
violation of management’s fiduciary responsi-
bility to safeguard corporate assets), usually
IBM’s RACF (now OS/390 Security Server),
CA’s ACF2 or Top Secret, or a few others.
While the terminology differs between
security systems, their functionality is
usually very similar. For this month’s column,
I’ll use RACF terminology, where resources
such as datasets and volumes are defined by
class names and protected by profiles.

For the most part, the storage administrator
has little need for the information contained
in user datasets, and therefore does not need
to directly access these datasets. Rather,
like any other user, the storage administrator
will have access to the datasets necessary to
do his or her job, such as the SMS configura-
tion datasets, the DFSMShsm control datasets
and logs, and FDRABR and DFSMSdss
backup files.

To properly manage the creation and
placement of user datasets, however, the

storage administrator needs access to some
additional resources. For example, the ACS
routines may assign the dataset to a particular
SMS class or storage group based upon the
actual “owner” of the dataset, rather than on
the high-level qualifier of the dataset name.
To do this, the ACS routines can examine
the &DSOWNER variable, which is
obtained from the RESOWNER field in the
DFP segment of the dataset profile. Other
ACS variables such as defaults for data
class, storage class, and management class,
and application name, can be obtained from
dataset and user profiles. Because these
variables play a role in the allocation of
datasets, the storage administrator may
need to update them even though the actual
owner of the dataset should not be able to
do so. Therefore, these DFP-segment vari-
ables (RESOWNER, DEF_DATACLAS,
DATAAPL, etc.) are protected by a separate
FIELD resource class.

Another point at which storage manage-
ment and security requirements intersect is
in the use of DFSMS management and
storage classes. These classes determine
important details such as the type of device
on which datasets are placed and how long
datasets can reside on primary DASD.

Therefore, STORCLAS and MGMTCLAS,
in addition their function as SMS constructs,
can be defined as RACF resource classes
(data class cannot) and are protected by
profiles. With such protection in place,
users attempting to create or alter a dataset
with an invalid class name will fail.

Many of the tasks performed by the storage
administrator require the use of ISMF.
While some functions of ISMF, such as the
dataset and volume displays, may be useful
for all users, other functions, such as the
ability to activate an SMS configuration,
must be restricted. Generally, this is done
by restricting access to the program name
associated with that function. Probably the
most common types of control are to limit
the use of DGTFMD01 (which prevents
any use of ISMF by unauthorized parties)
and DGTFPF05 (which prevents use of the
Storage Administrator functions).

Besides DFSMS administration tools such
as ISMF, security must be considered when
implementing or using backup and recovery
tools such as DFSMShsm, DFSMSdss and
FDRABR. Depending on the size of the
storage administration group and the
responsibilities of the group’s members, there
may be varying levels of authorization need-
ed. For example, to perform volume-based
operations such as full-volume DUMP and
RESTORE, DASDVOL authority is usually
required. DASDVOL profiles allow data to
be accessed without the need to perform an
authority check for each dataset on the
volume, thus improving performance con-
siderably. However, DASDVOL profiles
must be created (and maintained) for each
volume, which may be a consideration
where thousands of volumes are involved.
Perhaps more commonly, system-wide or
group-wide OPERATIONS authority, which
allows access to DATASET, DASDVOL, and
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TAPEVOL profiles is granted. In some cases, such as the use of
COMPAKTOR to defragment a volume, DASDVOL profiles must
be defined, since no dataset-level checking is done if a DASDVOL
profile is not found, and any user with authority to execute
PGM=FDRCPK could run a defragmentation.

Under DFSMSdss, another alternative to DASDVOL is available
through the ADMINISTRATOR keyword. If the proper FACILITY
class for the desired function is enabled and the DFSMSdss user
has authority to use it, then the function can be performed without
either DASDVOL authority or authority to the datasets to be
accessed. If the ADMINISTRATOR keyword is not present, normal
security checks are done. Figure 1 shows a list of the FACILITY
classes that allow DASDVOL checks to be bypassed.

One potential snag that sometimes occurs during RESTORE
operations is DFSMSdss’ insistence on checking the STORCLAS
and MGMTCLAS names assigned by the restore function and the
ACS routines against the RESOWNER of the dataset and not the
user running the DFSMSdss restore. If the datasets are assigned
classes that the owner himself could not use to create the dataset,
then the restore will fail. APAR OY65438 provides a patch that can
be applied to DFSMSdss via the ADRPATCH utility that allows man-
agement class and storage class checking to be bypassed for restore.
A similar patch (PN72592) can be used for the COPY command.

It is often necessary for storage administrators and end users to
issue commands to DFSMShsm under TSO. Any user can issue
commands such as HLIST, HBACKDS, and HRECALL, and fail or
succeed depending upon the user’s authorization to the dataset in
question. A TSO user can successfully issue other commands such
as QUERY, DEFINE, and HOLD only if he is running APF-authorized
or is a DFSMShsm-authorized user. DFSMShsm authorization,
which is separate from the security system, is granted to userids that
have been made known to DFSMShsm via the AUTH command.
Only DFSMShsm-authorized users with the DATABASEAU-
THORITY attribute can issue the AUTH command, which defines
other DFSMShsm-authorized users.

Another important security resource used by DFSMShsm is the
group name ARCCATGP. Frequently used when DFSMShsm is
down or when an MCD record for a migrated dataset is damaged or
missing, TSO users who log on using this group id can issue
DELETE NOSCRATCH to remove entries for migrated datasets
from the catalog without triggering an automatic recall.

Security in FDRABR systems is enabled via the use of the ALL-
CALL option on the FDR default options table. This flag, which
must be set if the FDR system is to do any security processing,

enables the usual security checks such as READ authority to
datasets or volumes during DUMP processing and UPDATE or
ALTER authority during restore. As is the case with DFSMSdss
and DFSMShsm, the particular type of access required depends
upon the function being performed. For example, when a dataset is
restored to a new name, authority is checked not only for the new
name on the new volume, but also for the original name on the
original volume. This is necessary to prevent a user from restor-
ing a dataset for which he did not have authority at backup using
a new name to which authority is available.

SUMMARY

There are of course, many other assets that the storage adminis-
trator has an interest in protecting, and many other security con-
siderations that I have not touched on here. There are several
FACILITY class profiles for the IDCAMS SETCACHE command,
for example, as well as profiles for the DELETE NVR or VVR
functions, among others. Whatever the situation, the storage man-
ager who has an understanding of the basic operations of security
systems and can communicate well with those responsible for
administering security can be an important factor in the smooth run-
ning of the data center.
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ment, and disaster recovery for more than 20 years. He can be con-
tacted at pryor@atlanta.com.

Note that the ADMINISTRATOR keyword may be required if DASDVOL authority is not
available, even if the DFSMSdss user has OPERATIONS authority.

STGADMIN.ADR.STGADMIN.COMPRESS
STGADMIN.ADR.STGADMIN.COPY
STGADMIN.ADR.STGADMIN.COPY.DELETE
STGADMIN.ADR.STGADMIN.COPY.RENAME
STGADMIN.ADR.STGADMIN.DEFRAG
STGADMIN.ADR.STGADMIN.DUMP
STGADMIN.ADR.STGADMIN.DUMP.DELETE
STGADMIN.ADR.STGADMIN.PRINT
STGADMIN.ADR.STGADMIN.RELEASE
STGADMIN.ADR.STGADMIN.RESTORE
STGADMIN.ADR.STGADMIN.RESTORE.RENAME

FIGURE 1: DFSMSDSS ADMINISTRATOR
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