
BY THIERRY FALISSARD

ALTHOUGH cryptography is of paramount
importance in today’s open, wild,

Internet world, its accompanying buzzwords can be baffling:
PKI, VPN, IPSec, and last but not least, SSL. Compared to
previous security measures, cryptography is by far the best at
enforcing IT security. However, from a technical point of
view, cryptography does not make the lives of technical
support professionals any easier.

In my opinion, the first application of mainframe cryptog-
raphy should be to protect ordinary 3270 sessions that are
established over the Internet (or an insecure IP network). SSL
can help you do that in a few steps. This article demonstrates
how to implement SSL with TN3270E, as well as presents
some “basic basics” of cryptography.

SECURE SOCKETS LAYER (SSL)

SSL is a secure communication protocol invented by
Netscape. Famous cryptographers (such as Taher Elgamal,
chief scientist at Netscape at that time) have taken part in its
development. By its very nature, SSL has a strong “web”
orientation: It is the “engine” at work in the https servers to
which you confidently give your credit card number when
you shop on the web. Virtually all encrypted e-commerce
transactions are based on SSL. However, SSL can also be
used to connect to your favorite TSO, CICS, IMS monitors,
etc., through the TN3270 protocol (or rather TN3270E, the
enhanced TN3270 standard that came with OS/390 v2r5).

SSL differs from the Internet Protocol Security (IPSec) in
that IPSec inserts security at the network layer of network
communication, while SSL acts at the application layer.

SSL is a communication protocol based on the concept of
public/private key pair cryptography and digital certificates.
Keys are unique to each server, and optionally to each client
(with SSL v3). In this cursory introduction, I will only

consider SSL v2; I won’t tackle SSL v3, which is in very
limited use today, nor its successor v4, Transport Layer
Security (TLS).

The benefits of SSL are as follows:

● confidentiality of data is guaranteed by encryption —
symmetric algorithms (DES, 3DES, RC4) are used

● integrity of data is checked by using message
digest algorithms

● authentication of partners and non-repudiation of
operations are possible — asymmetric algorithms with
public/private keys (RSA) are used. With SSL v2, only
the server can be authenticated; but here I will
deliberately not discuss the PKI aspect.

To be precise, the key used by symmetric algorithms to
encrypt the data flow is a temporary one-time “session key”
that is encrypted by public/private keys before being transmitted.
The beauty of this protocol is that no secret information need
be disclosed or shared between parties (this is the remarkable
contribution made by public-key cryptography). The first
benefit, data confidentiality, is, in my opinion, the easiest to
attain, so I will focus on it.

SSL was first introduced to OS/390 in version v2r6. I have
tested it with OS/390 v2r7, v2r8 and v2r9 (which will be the
reference version here). To implement SSL with TN3270E,
the following steps may be performed in any order.

STEP 1: MODIFY THE PROFILE.TCPIP
CONFIGURATION DATA SET

You must update the TCP/IP profile to declare a new port
separate from the regular Telnet port (23): it will be dedicated
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to SSL. A TELNETPARMS/ENDTEL-
NETPARMS block must reference the port
(here 2323) and a file containing the
keyring (more about this later). The code
to modify the PROFILE.TCPIP configura-
tion data set is shown in Figure 1. The
BEGINVTAM/ENDVTAM block shown in
Figure 2 must also mention the secure port.

A note about algorithms: You may also
specify in Telnetparms what algorithms may
be used by SSL processes. For example:

ENCRYPT
SSL_3DES_SHA
ENDENCRYPT

would mean you want triple-DES for data
encryption and SHA (Secure Hash
Algorithm, the most used message digest
algorithm) for data integrity control (the
strongest choice). However, this specification
is optional and I do not recommend it.

The SSL feature is shipped with TCP/IP
as three different JTCPnnn FMIDs, corre-
sponding to three supported “Cipher Suites.”
Level 1 is 40-bit (weak) encryption; level 2
is 56-bit (DES); and level 3 is 128-bit and
higher (128-bit RC4 and 168-bit 3DES).
Check whether you have the applicable
Cipher Suite (note that level 2 is included
by default with OS/390 v2r9 and above).

STEP 2: CREATE A CERTIFICATE
FOR THE OS/390 SERVER

This is the most involved step. In order to
proceed, you must understand what a digital
certificate is, and learn how to generate one.

As I stated earlier, SSL uses public/private
key encryption. The server must have a key
pair (the keyring), which consists of a private
key and a signed public key. The server’s
private key must be kept secure in the server.
However, more concerns are raised by the
public key.

The server’s public key will be sent to the
client in the initial process (called the SSL
handshake). The public key is essential to
the client for the following two reasons:

1. the public key is used to encrypt the
symmetric session key (a random key
that it generates) so that only the server
can get it

2. the public key enables the client to
authenticate the server

The first reason is preliminary to the creation
of the “secure pipe” between client and

server. The server decrypts the session key
passed by the client and then uses it to
encrypt data for the duration of the session.
As no one outside the client and the server
knows the secret session key, a secure
channel has been established between the
client and the server.

The second reason is important to make
sure the right public key is used. The public
key itself never proves anything. Anyone
can generate a public key and claim that he
is XYZ Bank and would be happy to receive
your credit card number, “securely”
encrypted by you using the public key that
he supplies. To address this problem, SSL
requires that the server present a digital cer-
tificate that is the server’s public key
accompanied by a signature. Through this
signature, a certification authority (CA)
vouches that the server is who he claims to
be. The CA has signed the server’s public

key with his own private key, and anyone
can check this signature using the CA’s pub-
lic key. Thus, the digital certificate ensures
the identity of the server.

Note that during the exchanges the certifi-
cate alone is not sufficient (it might be easily
copied since it is not secret). The private key
of the owner must be involved at some
point, either to produce a “fresh” signature,
to make it impossible to replay a message
from an imposter, or to constitute a condi-
tion for the protocol to proceed further. A
digital signature is not similar to its written
counterpart because a digital signature must
be recognized as a timely emanation of some
data that is personal and secret. The SSL
protocol takes care of that in the simplest
way: The private key of the server is
involved when it receives the secret session
key because the server must be able to
decrypt it.
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TELNETPARMS                                        
SECUREPORT 2323 KEYRING HFS /u/p390/key.kdb
SSLTIMEOUT 30                                  

ENDTELNETPARMS

FIGURE 1: CODE TO MODIFY THE PROFILE.TCPIP
CONFIGURATION DATA SET (TELNET PARAMETERS)

BEGINVTAM                         
PORT 23 2323
...........

ENDVTAM

FIGURE 2: CODE TO MODIFY THE PROFILE.TCPIP
CONFIGURATION DATA SET (VTAM PARAMETERS) 

FIGURE 3: THE SSL V2 HANDSHAKE PROCESS SIMPLIFIED

EZZ0400I TELNET/VTAM (SECOND PASS) BEGINNING FOR FILE: DD:PROFILE 
EZZ6003I TELNET LISTENING ON PORT    23                           
EZZ6003I TELNET LISTENING ON PORT  2323                           
EZZ0403I TELNET/VTAM (SECOND PASS) COMPLETE FOR FILE: DD:PROFILE

FIGURE 4: TCP/IP MESSAGE LOG WITH NEW TELNET PORT ENABLED
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THE SSL V2 HANDSHAKE
PROCESS (SIMPLIFIED)

Figure 3 shows an example of the SSL v2
handshake process. For TN3270E-SSL,
let’s somewhat overlook the second reason
previously discussed (you will not use a
truly validated certificate). Hopefully, you
are connecting to the real OS/390 server and
not a fake server. However, keep in mind
that there is a remote possibility that
someone is located between you and the
mainframe and sends you a public key of
his own. This way, he could eavesdrop on
the session, while dutifully relaying the
flow of data (this is called the “man in the
middle” attack). Reason two is very impor-
tant for e-commerce web-based transac-
tions, where you must be sure that XYZ
Bank is actually at the other end.

Now the question becomes how to get a
certificate for your OS/390 server. You can
turn to a well-known certificate authority, a
specialized company such as Verisign, to
which you will have to send a “certificate
request.” Although I won’t cover Public Key
Infrastructures (PKIs) here, clearly, along
with public key encryption, PKIs are
unavoidable when confidentiality, integri-
ty and authentication are at stake on a
large scale (enterprise-wide or business-
to-business).

You can also create the keyring of the
server and sign it yourself. This is known as
a self-signed certificate. This type of certifi-
cate can not be used in commercial situa-
tions, for the aforementioned reasons, but it
is an appropriate option for starting, and we
will adopt it.

IBM provides a Unix Systems Services
(USS) utility to create and certify the HFS
keyring. It is a menu-driven program called
from OMVS that guides you through the nec-
essary steps. The utility to invoke depends on
the OS/390 version. For example:

● With v2r6 or v2r7, the utility is mkkf
(“make key file”),
which is part of the LDAP server (you
will usually find it in
/usr/lpp/ldap/sbin/). Mkkf is not 100
percent pure IBM; it uses the RSA
Bsafe toolkit. You will end up with a
keyring file with extension “.kyr” and a
“password stash file” that is used to
protect access to the private key.

● With v2r8 and above, SSL support is
provided by the System SSL element of

OS/390. The utility is gskkyman (GSK
key manager), which is found in library
GSK.SGSKLOAD and in
/usr/lpp/gskssl/bin/. The new file
extension for the key ring database
is “.kdb”.

Both utilities are very similar. Usually, your
USS profile must be adapted before invok-
ing these utilities (statements PATH and
NLSPATH). For mkkf, I found interesting
instructions in informational APAR
II11849. For gskkyman, refer to Chapter 5.2
of the OS/390 Cryptographic Services
System Secure Sockets Layer, Programming
Guide and Reference, under the section
“Using gskkyman and the RACDCERT
Command.”

The process of invoking gskkyman (for
mkkf, it would be very similar) is described
as follows:

1. Invoke OMVS from TSO.
2. Type: export

STEPLIB=GSK.SGSKLOAD. This is
required only if the DLLs for System
SSL are not installed in the link-list
or lpa-list.

3. Call gskkyman.
4. In the “IBM Key Management Utility”

menu, create a new key database.
5. When the key.kdb file is created,

select the following options in the
“Key database menu”:

● create a self-signed certificate
● set the key as the default in your

key database
● store encrypted database password

(this produces the key.sth file).

6.Once the keyring and the stash file are
ready, you can recycle TCP/IP. You
should expect the messages shown in
Figure 4.

If you don’t receive these messages, review
the installation of TCP/IP. I got weird S0C4
abends because job EZAISMKD in
TCPIP.SEZAINST had not been run on my
site and some “skit.dll” library was either
not authorized or not found.

STEP 3: DOES YOUR
EMULATION PROGRAM
SUPPORT SSL?

In the same way that web browsers
natively support SSL, your 3270 emulator
must contain some embedded SSL logic. This
may be a showstopper, because companies
often use old versions of emulators that
predated SSL (the emulator is a tool for
dinosaurs, why upgrade it?).

From IBM, you have two options: Host-on-
Demand or Personal Communications/3270.
Host-on-Demand is a Java-based emulator
that can be downloaded as an applet or
installed permanently on the client worksta-
tion. PComm is a conventional emulator
that needs to be installed on the PC. A
minimum of version 4.3.1 is required for
SSL support.

Many other companies offer SSL-compliant
solutions. Following are four different
products that are easy to test (an evaluation
version of each product may be downloaded
from the vendor’s web site):

● QWS3270 Secure from Jolly Giant
Software (www.jollygiant.com)
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FIGURE 5: SSL CONNECTION STATUS 
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● Extra! Bundle for TCP/IP from
Attachmate (www.attachmate.com)

● PASSPORT TN3270E from Zephyr
(www.zephyrcorp.com)

● BlueZone from Renex Corporation
(www.renex.com).

I most appreciate “verbose” emulators
that provide some basic information about
the current SSL session (after all, aren’t you
entitled to know the details, since your
security is at stake?). For example, Figure 5
shows the connection status of one of the
emulators when you click on the padlock
icon. Some emulators don’t accept self-signed
certificates. In this case they display the
certificate and ask whether you want to con-
tinue or not (because a self-signed certificate
cannot prove the identity of the server).

FURTHER STEPS INTO
MAINFRAME CRYPTOGRAPHY

I have no information regarding CPU
usage of SSL with TN3270E, but I believe it
is low (on the other hand, it is reputed that
SSL in a https server often bogs down the
CPU). Once the initial negotiation process
between the client and the server is finished,
only small blocks of data (the size of a 3270
screen) are encrypted. You can view SSL for
TN3270E as “light cryptography.”

The situation may be different when you
are asked to conduct the process further, and
ensure confidentiality and integrity of
company files, be it on-site or for transmittal
to external partners (isn’t ftp an extraordinary
tool?). Then you may have to use comple-
mentary products; for example, if encryption
speed is the issue, a hardware processor
adapted for intensive cryptography will be
necessary. If flexibility is an issue, consider
installing a versatile software encryption
tool. A good software encryption product
should have the following characteristics:

● implement only standard algorithms (no
snake-oil, vendor-made algorithms)

● implement public-key cryptography (to
avoid the chore and risk of transmitting
secret keys)

● have multiple interfaces with OS/390
(RACF, DFSMSdss, DB2, etc.)

● interoperate with encryption products
on other platforms

CONCLUSION

Even if this implementation of SSL
purposely overlooked the authentication
aspect, at least the flow of data is encrypted
and the regular RACF password, as well as
any sensitive company data, can be passed

without being compromised in the network.
It is surprisingly easy to “sniff “ data across
networks (some excellent sniffers may be
downloaded from the web, allowing you to
sniff all the traffic in your network segment).
SSL with TN3270E has the advantage of
being easy to install and it protects 3270 flows
both inside and outside your company.
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