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M any of my colleagues are either currently implementing
Windows 2000 servers with Active Directory into their
infrastructure or they will be doing so in the near future.

The implementation of Active Directory presents a rather large
challenge for network administrators who have well established
NetWare Directory Services (NDS) or NetWare Bindery databases.
For example, many organizations have elaborate NDS directory
trees containing Organizational Unit, Group and User objects that
reflect the structure of the company. When  a company implements
Active Directory into this existing infrastructure, the network
administrator must duplicate the NDS directory structure into
Active Directory. Once this directory structure has been duplicated,
the network administrator must ensure that the two directory
databases are maintained and kept synchronized with each other.
For example, if you add a new user, you must include this user in the
Active Directory and the NDS (or Bindery). Password changes
must also be reflected in both the NetWare and Active
Directory databases. The implementation of a single
Windows 2000 server running Active Directory
into a NetWare environment can effectively
double the network administrator’s work-
load. If you are currently involved in this
type of situation or will be shortly, this arti-
cle should help ease your workload.

Microsoft recognized the fact that
maintaining two separate directory
databases was cumbersome, error-prone
and time consuming. To help alleviate this
situation, they developed Microsoft Services
for NetWare version 5.0 (SFN5). SFN5 provides
the following three tools to help network adminis-
trators manage mixed NetWare and Windows 2000
environments and migrate from NetWare to Windows 2000:

◆ Microsoft Directory Synchronization Services (MSDSS)
◆ File Migration Utility (FMU)
◆ File and Print Services for NetWare v.5 (FPNW5)

This article examines the capabilities and features of MSDSS, as
well as the steps required to install, customize and implement
MSDSS into an existing network.

MICROSOFT DIRECTORY SYNCHRONIZATION
SERVICES OVERVIEW

Microsoft Directory Synchronization Services (MSDSS) pro-
vides features that help maintain a mixed Windows 2000/Active
Directory and NetWare NDS/Bindery environment.

When you look at the big picture, MSDSS really provides the
following two major functions:

◆ synchronization of Novell NDS or Novell Bindery objects
with Windows 2000 Active Directory

◆ migration of Novell NDS or Novell Bindery objects with
Windows 2000 Active Directory

The synchronization function works for environments where
Novell NDS and/or Bindery servers need to co-exist with

Windows 2000 Active Directory. You can use the
synchronization process to keep these directories

synchronized with each other. There are two
types of synchronization: one-way synchro-

nization and two-way synchronization. I
will discuss these synchronization methods
later in this article. The synchronization
process runs on a scheduled basis to
propagate directory changes between the
Windows 2000 and Novell networks.

The migration function is different
from the synchronization function in that

the migration function is a one-time
process. You run the migration function

once to copy the data in the NDS or Bindery
into the Windows 2000 Active Directory. The

migration function works in environments where
Novell servers are being migrated to Windows 2000 servers.
The migration function copied the information from the NDS or
Bindery into Active Directory, maintaining the same hierarchy
as defined in the NDS or Bindery. This article will not explore
the migration function. The File Migration Utility works in
conjunction with the migration function to copy files and their
associated rights and permissions from NetWare servers to
Windows 2000 servers.

The migration
function is different

from the synchronization
function in that the

migration function is a
one-time process.
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INSTALLING MICROSOFT
SERVICES FOR NETWARE

This section illustrates the requirements
for running Microsoft Services for
NetWare, obtaining the product, and the
steps for performing the actual software
installation. As with any software installation
in a production environment, you should
ensure that you have recent backups of the
affected components. This includes backups
of the Windows 2000 server on which you
will be installing the product, your Active
Directory database and the NDS database.

SFN5 Requirements
You must install SFN5 on a Windows

2000 Domain Controller. The product will
consume the following resources:

◆ up to 30MB RAM on Windows
2000 Server

◆ 15MB to 100MB disk space
depending on the number of objects
being synchronized

Microsoft provides a formula you can use to
help determine the amount of disk space
required by SFNW5: 1MB of disk space for
every 100 objects mapped. For example, if
you are planning to map (synchronize) 10,000
objects, SFN5 will consume approximately
100MB of disk space.

Note: The installation process will modify
the Active Directory schema. If you use the
two-way synchronization function, the NDS
schema will also be updated. Make sure you
have good backups of Active Directory and
NDS before implementing this product.

Obtaining SFN5
You can obtain a free trial version of

SFN5 by completing the form at the fol-
lowing web address: www.microsoft.com/
WINDOWS2000/guide/server/solutions/net
ware.asp. You will be shipped a fully
functional product that can be used for 120
days from the date of installation.

You can purchase SFN5 from a Microsoft
Authorized Distributor for an estimated
retail price of $149. This provides you
with an unlimited per-customer client and
server license.

Installing SFN5
You must install SFN5 on a Windows

2000 Domain Controller. After installing

SFN5 you will need to reboot the Windows
2000 Domain Controller on which the
software is installed twice.

Before installing SFN5, you must install
the latest NetWare client for Windows 2000
on the Windows 2000 Domain Controller
that you wish to install SFN5. As of this
writing, Version 4.8 is the latest release of the
NetWare Windows NT/2000 client. You can

obtain the NetWare client for Windows 2000
at www.novell.com/download/index.html.

Note: When the installation of the client
software completes, you must re-boot your
Windows 2000 server.

To install the actual SFN5 software, per-
form the following from your Windows
2000 Domain Controller:
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1. Insert the Microsoft Services for
NetWare CD-ROM in your
CD-ROM drive.

2. From Explorer double-click on
\MSDSS\MSDSS.MSI.

3. When prompted to select which
SFN product you wish to configure,
select “Microsoft Directory
Synchronization Services.”

4. Select the “Typical” installation.
Status screens will show you that
the Active Directory schema is
being updated, and files will be
copied to the Windows
2000 server.

Note: After installing SFN5 you must re-
boot your Windows 2000 Domain Controller.

After installation you will see the following
three new programs in Start > Programs >
Administrative Tools:

◆ Directory Synchronization
◆ File Migration Utility
◆ MSDSS Backup & Restore Utility

ONE-WAY SYNCHRONIZATION

With the one-way synchronization process,
changes made in the Windows 2000 Active
Directory will be propagated to the Novell
NDS or Bindery. For example, let’s assume
a user named DRHELPER resides in the
Active Directory and the NDS. The network
administrator deletes the DRHELPER
user from Active Directory. The one-way
synchronization process will then delete
the DRHELPER user account from the
NDS. Changes are only propagated in a
one-way direction; from the Active
Directory to NDS or Bindery. For example,
if the network administrator had deleted the
DRHELPER account in the NDS, the one-way
synchronization process would not propagate
this change and delete the DRHELPER
account in Active Directory.

The one-way synchronization function is
useful in situations where an organization
plans to migrate, over an extended time
period, from NetWare to Windows 2000.
During this time, the network administrator
wants to maintain a single point of adminis-
tration using Active Directory.

Running a One-Way
Synchronization Session

To set up and run a one-way synchroniza-
tion session, perform the following steps:

1. From your Windows 2000 Domain
Controller that is running MSDSS,
click on Start > Programs >
Administrative Tools > Directory
Synchronization.

2. Click on Action > New Session.
You must select the Novell database
to be synchronized. This can be either

NDS or Bindery. In this example,
you will synchronize an NDS server.
You must also select the “One-way
synchronization” option, as shown
in Figure 1.

3. In the next screen, shown in Figure 2,
you must select the Active Directory
Container that you wish to synchronize.
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FIGURE 3: SELECTING THE NDS OU TO BE SYNCHRONIZED 

FIGURE 4: YOU MUST RUN AN INITIAL REVERSE SYNCHRONIZATION 
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In this example, you will synchronize
the “corporate” container. You must
also select the Domain Controller that
is running the MSDSS product.

4. Specify the NDS container that will be
synchronized with the Active
Directory container, as shown in
Figure 3. Click on the “Browse” button
to browse through your NDS tree and
select an OU. You must also enter an
NDS administrator level account and
password on this screen.

5. The next screen, shown in Figure 4,
will ask you if you wish to perform an
initial reverse synchronization.
Before you can establish a one-way
synchronization session, you must
first perform an “initial reverse
synchronization.” This reverse
synchronization copies the objects
from the NDS tree or Bindery into
Active Directory.

You cannot copy passwords during an
initial session (in either direction). Because
of this limitation, you must do something to
address passwords. Click on the “Password
Options” button from the screen shown in
Figure 4 and you will be presented with the
screen in Figure 5. You can set all passwords
to blank, to the user name, to a random
value, or to a specific value.

The screen shown in Figure 6 allows you
to customize the way the synchronization
process maps and filters (excludes) objects.
In the “Object Mapping” section, you can
choose the “Default” option or the “Custom”
option. The Default option assumes that the
directory structures are the same in both the
NDS and the Active Directory trees. If your
directory trees are not identical, you can
choose the Custom option to manually
select which objects will be synchronized.

The “Filters” button allows you to exclude
the Active Directory Administrator account
from the synchronization process. The
Filters screen also allows you to specify the
types of objects to be synchronized. The
default object types to be synchronized are:
User, Group and Container.

The next screen will allow you to assign
a name to the session just created. A default
name that you can use will be supplied.

When you complete the steps in the
Wizard, you will see the initial reverse syn-
chronization process run. When this

process completes, click on the “View
Logs” button and look in the log to see if
there are any errors.

After the reverse synchronization process
completes, the one-way synchronization
process will run. When these processes
complete, carefully look at the users, groups
and containers in both your NDS and your

Active Directory to make sure the action
taken by the synchronization process is
what you desired.

Scheduling Future Synchronizations
After the initial synchronizations have

taken place, you will want to establish a
schedule specifying when subsequent

FIGURE 6: SELECTING MAPPING AND FILTER OPTIONS

FIGURE 5: WHAT TO DO WITH INITIAL PASSWORDS
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synchronizations will occur. To do this,
perform the following steps:

1. Right-click on the session from the
main MSDSS screen and then click on
the Properties tab.

2. Click on the Advanced tab, and then
click on Schedule. The screen shown
in Figure 7 will be displayed.

3. Select the days and times of day that
you wish to run the synchronization
process. In this example, I chose to
run the synchronization Monday
through Friday between 1 a.m. and
2 p.m.

TWO-WAY SYNCHRONIZATION

With two-way synchronization, changes
made in the Windows 2000 Active Directory
will be propagated to the Novell NDS and
changes made to the NDS will be propagated
back to Active Directory. The two-way
synchronization option is good for sites
that plan to maintain both Windows 2000
servers and Novell servers indefinitely.

Note: Two-way synchronization is not avail-
able for Bindery-based NetWare servers.

Running a Two-Way Synchronization
Session

Setting up and running the two-way
synchronization process is almost identical
to one-way synchronization. The only dif-
ferences between setting up and running a
one-way and a two-way synchronization are
outlined below:

◆ From the main MSDSS screen, shown
in Figure 1, you must select the
“Two-way synchronization” option.

◆ You will also be allowed to exclude
the NDS Admin account from
synchronization using the
Filters option.

All other options are the same between the
one-way and two-way synchronization
setups. Note that even though these two
setups are nearly identical, they do operate
in entirely different ways. With the two-way
synchronization, changes made to the NDS
will be propagated to Active Directory. If
you add, delete or change an NDS user,
group or container object, this change will

be reflected in Active Directory. Conversely,
if you add, delete or change an Active
Directory-based user, group or container
object, this change will be reflected in NDS.

MSDSS BACKUP AND RESTORE
UTILITY

When MSDSS is initially set up, the
MSDSS Backup and Restore Utility is

automatically set up as well. This utility,
by default, will back up the MSDSS data-
base (this database holds the session data)
each night after 22:00. The backup utility
will copy the MSDSS database to
\ W I N N T \ S y s t e m 3 2 \ D i r e c t o r y
Synchronization\backup.

You can modify the time of day that this
backup occurs, or you can manually start a
backup by performing the following steps:
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FIGURE 7: SETTING A SYNCHRONIZATION SCHEDULE

FIGURE 8: SCHEDULING A MSDSS BACKUP 
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1.Click on Start > Programs >
Administrative Tools > MSDSS
Backup and Restore Utility. The screen
shown in Figure 8 will be displayed.

2. To change the time of day that the
backup runs, modify the time shown
in the “Backup after” box, then click
on Apply.

3. To manual start a backup, click on
“Backup Now.” The MSDSS service
will be stopped and then the backup
will be performed. Once the backup
completes, you will be asked if you
want to restart the MSDSS service.

Note: You can check the Event Viewer
Application Log to see if the backup was
successful. You will also find other infor-
mational (or error) messages related to
MSDSS in this log.

In the event you need to restore the
MSDSS database, click on the “Restore
Now” button from the screen shown in
Figure 8. This will copy the database created
by the last backup back into MSDSS.

THE MSDSS PASSWORD
RESET UTILITY

There is one final feature of MSDSS that
I have not discussed that can be very useful
in many environments. This feature is the
MSDSS Password Reset Utility. Let’s
assume that an organization has established
a two-way synchronization. The administrator
has created a scheduled two-way synchro-
nization session that runs each night at
23:00. What happens when a user resets his
password on either NDS or Active
Directory? This password change would not
be propagated to the other directory until
23:00 that night. This is unacceptable in
most environments. The MSDSS Password
Reset Utility addresses this problem by
propagating password changes between
directories immediately. The MSDSS
Password Reset Utility runs as a web
application and must run on a Windows
2000 Server running Internet Information
Services (IIS). For more information on this
utility, please refer to the help files provided
with the product.

CONCLUSION

Corporations that plan to integrate
Active Directory into existing NetWare
environments must address the directory
synchronization issue. Small sites may
choose to manually manage the problem of
keeping the two directories in sync, but
larger environments must implement some
type of automated tool to take care of the
problem. MSDSS is a very good tool for
addressing this problem.
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