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DURING the past year, Linux has elbowed its way
to the front of public attention, bringing

with it numerous supporters as well as detractors. Linux is
presently the fastest growing operating system, with more
than 20 million end users and organizations worldwide. And
according to International Data Corp. (IDC) research, Linux-
based operating systems were the fastest-growing server
operating environment over the past two years.1

Other statistics reinforce the astonishing growth of Linux.
For example, research conducted by Idaya, sponsors of the
freeVSD project, led Idaya to project that the Linux market
could grow by more than 150 percent during 2001. The survey,
conducted between January and March 2001 among the
global top 1,000 Internet Service Providers (ISPs), also found
Linux is expected to become the dominant Web server
platform by mid-2002. Moreover, of those ISPs surveyed,
almost two-thirds (64 percent) feel Linux meets the standard
required for enterprise level applications, a level comparable
with proprietary software.2

Certainly, there is no question that Linux is making waves.
What people often question, however, is how Linux stacks up
against other operating systems, such as Windows, and
whether it really is the right solution to implement in a
business environment.

This article examines one company’s experience with both
Linux and Windows 2000, analyzes why they chose to use
one operating system over the other, and provides a brief
competitive summary of the two operating environments.

CASE STUDY

Based in Chandler, Ariz., OOPadelic Software, Inc. special-
izes in providing high quality software development tools as

well as Web-based application development, Windows-based
software and eye-catching graphics. The company uses a
combination of Linux and Microsoft operating systems to
meet the demands of their business.

Frustrated by Windows 2000’s lack of firewall capabilities
and configuration options, and its overall inability to meet their
various technical needs, OOPadelic sought an alternative solu-
tion, and installed Caldera OpenLinux as a company server.

“I was quickly impressed by the Linux desktop environment
and the package management tools provided,” said Dan
Esparza, product manager for OOPadelic. “It’s really a great
working environment for folks who like to ‘get stuff done.’”

OOPadelic had their Linux box up and running after an
easy install through Caldera’s LIZARD installation tool. And
after reading through a few how-to docs at www.linuxdoc.org,
the company was able to configure the machine to meet their
security needs. They also provided Internet access to all
client machines with no reconfiguration (using
ipchains/ipmasquerading), established a hardened firewall
for protecting the company’s internal users (using ipchains
and Snort — available at www.snort.org) and enabled their
mail and Web servers to send and receive requests through
the gateway/firewall (using ipfwadm).

The assets of Linux, according to Esparza, are its low cost,
stability and flexibility. It comes with a built-in kernel-level
firewall, while several free and stable add-ons make the
active firewall easy to use and maintain. OOPadelic also uses
Linux as a file server, a mail server and a Web server. It runs
on commodity-level hardware and is more stable and less
memory-intensive than Windows 2000.

In short, OOPadelic gained productivity and saved money
by choosing Caldera OpenLinux. This solution allowed them
to do the following:
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● automate changes to their network environment
● to be more proactive with network security — ipchains gives

them a lot of flexibility when responding to a network attack
● work in an environment that was comfortable to them —

OOPadelic could still use their familiar mail and Web servers,
but they were now protected by a very flexible firewall

● provide faster Internet connections to their users
● leverage tools that they already had, such as their mail and

Web servers
● gave them a low-cost operating system
● let them run an operating system efficiently on very

cost-effective hardware

“This solution fits in without any alteration to our existing environ-
ment,” Esparza said. “Our Windows 98 and Windows 2000
machines can access the Internet flawlessly through the firewall,
and through Linux we have the speed, reliability and security on
which our business can depend.”

COMPARISON

However, is Linux the best solution for everyone? A glance at
some of the technical operating system issues points out a few of
the reasons why Linux is a good choice. Those issues include
memory/paging, security management, threads, shell scripts, driver
support, and applications.

Memory/Paging (VM)
Although the issue of memory and paging models is largely

irrelevant to most server administrators, Linux provides a level of
flexibility in memory and paging models (and similar performance
factors) that is not possible with Windows NT/2000. For example:

● Many patches are available to the kernel that will modify how
a system uses memory and how the kernel talks to hardware.
The existing 2.4 kernel and the most recent 2.2 kernels provide
hooks to use raw I/O, which means users can (supposedly)
build faster drivers. While debate over whether this buys or
costs performance are ongoing, the point is this: Linux users
have a choice. With Windows, the only option is Microsoft; it
is a one-ballot election.

● If a customer is unhappy with the Virtual Machine (VM) system
in the latest Linux kernel for any reason, the Alan Cox kernel
patch list is a great resource. He is constantly experimenting
with different VM algorithms to improve performance. Again,
as unlikely as this would be for a typical system administrator,
it is easy to download one of his latest kernels and start using
the improvements immediately.3 This possibility does not exist
with Windows 2000, since there is no public access to the
incremental work being done on the kernel.

Security Management
The biggest advantage of Linux over Windows 2000 is historical.

Windows grew out of a single-user context, and most developers
build applications for Windows with that philosophy. In Windows,

users are not as isolated from one another as they are in Linux. In
Linux, each user gets his/her own separate user directory and can
run processes (programs) as one user or another. While many of
these things are possible in Windows 2000, most commercial
applications do not exploit this capability, nor do most Windows-
educated systems administrators take advantage of these features.
This is one of the reasons why so many NT/2000/Windows 9x
machines are vulnerable to problems such as email attacks.

For example, many people think that the way to avoid being
infected by a virus is to make it impossible for their email program
to run an attached application. While this works, it is easy to be safe
in Linux without having to give up this capability. First of all, Linux
can protect all system programs from being “touched” by any user
except “root.” That way, if a user runs a virus from his email
program, it is impossible for that virus to infect anything but
programs in his/her own home directory. Since “root” does not run
any of those programs, the user may experience difficulties, but the
system is safe.

Better still, the system administrator can simply create a user
account specifically for running email attachments and then isolate
that account (put it in “jail”). Here there are no files to infect and
no way to get out of the “jail” to infect any other parts of that
system. Then, the system administrator sets up the email programs
so that all users automatically run their mail attachments as this
“jailed” user. Now it is possible to run any attachment desired, and
it is impossible for any Trojan or virus to do harm to the system or
to the user’s own directory.

This technique can also be applied to protect a system from attacks
on services that users must leave open to the Internet. For example,
the media has propagated stories addressing a few malicious software
“worms.” These “invaders” infect Linux systems by exploiting a
known defect in older versions of BIND, the Berkeley Internet Name
Daemon. Clever system administrators run BIND as a “jailed” user.
This means that even if a “worm” can take control of BIND, it can do
no harm because BIND itself does not have sufficient privileges to
damage the system; it is safe even before the system administrator
upgrades to the latest fixed version of BIND.

Threads
Thread management, generally speaking, is currently more

manageable in Windows and may be the weakest aspect of Linux.
Currently, the task of getting a core dump of running threads in
the standard 2.4 kernel to make it easier to debug a program when
a thread fails is virtually impossible. To complicate the situation,
the process lister (ps) does not provide adequate information
about running threads. Moreover, most commercial server appli-
cations depend on a POSIX-like thread model. In short, Linux
does not accommodate a POSIX thread implementation at the
kernel level. This means that if a user wants to use POSIX
threads (or at least get close to it), he or she does not get the best
performance possible.

Nevertheless, it is incorrect to assume that because of this dif-
ference, threads perform more poorly in Linux than they do in
Windows 2000 in all cases. It all depends on how the application
implements the threads and uses them, and the available hardware
(i.e., multiprocessors, etc.).
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nels. Go to www.linuxhq.com/ or www.linux.org.uk/. For more information on VM, go to www.linuxguruz.org/foldoc/foldoc.php?VM.
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Shell Scripts
When an administrator needs a way to

automate a repetitive task, build a menu for
users, check if a certain program is running,
change the way Linux starts up, or any
number of other tasks, Linux shell scripts
become a lifelong friend. Most programs
and services in Linux are started, restarted
and stopped by executing a script. Because
each service and module generally has its
own configuration file, users can modify it
and restart the service or module without
requiring a reboot of the system. In fact,
short of making changes using fdisk or
incorporating a new kernel, there is no rea-
son to reboot the Linux operating system.
This is not the case with Windows 2000 and
NT, which, depending on the configuration
change being made, may require a reboot
to apply the change. This is not a good
enterprise solution.4

Shell scripts affect almost all Linux systems
administration tasks. For example, users can
write a script to use the ps command (used
to check running programs) to check to see
if a company’s Web server is running. If not,
it can start it functioning. Users can then use
cron (a program used to schedule the execu-
tion of a script or program) to execute that
script whenever desired. The company Web
server, then, is never another source of worry.

To summarize, shell scripts are very
powerful for a number of reasons. First,
each shell (the command prompt) in Linux
has its own programming language. The
language allows users to easily write
information to the screen, evaluate input,
use if statements and use case statements
and several looping commands. Second,

because Linux ships with more than 400 of
the GNU commands and utilities, the shell
scripts can use them to accomplish the task
at hand. Windows does not have such a shell
language by default, nor does it have the
breadth of commands. In essence, Linux
shell scripts are the Swiss Army Knife for
the Linux administrator.

Driver Support
Linux and Windows are comparable in

this area. Linux users have reported painless
installations on a new motherboard, while
people trying to get Windows 2000 working
properly on the same motherboard have
reported much less success. It is likely that
there are cases where the reverse is true —
Linux doesn’t support something that
Windows does — but it would seem pre-
sumptuous to say that Windows 2000 has all
the advantages over Linux. Moreover, as
mentioned earlier, Linux users have Alan
Cox, who churns out an updated kernel
every few days. Eventually, a kernel will
turn up that works with specific hardware
(especially if the user complains on the ker-
nel list or, better still, submits his or her
own patches).

Applications
Currently, Linux actually has the advantage

in server applications. This is especially true
when you consider that most of the required
applications are free and can be customized
to meet an organization’s needs because the
source code is available. Take OOPadelic’s
example of Snort. The company was unable
to do stateful packet inspection on
Windows, and they were willing to pay for

such a program. Meanwhile, it was available
for Linux and for free. More important
financially, customers pay no license fees
to run, modify, or redistribute open source
software. Windows 2000 software can be
extremely costly when you consider
license fees.

Ironically, Windows 2000 is enjoying the
benefit of Linux when it comes to the
plethora of Web development tools. Many
of the best free tools (e.g., PHP/MySQL,
Python, etc.) that are now available on
Windows have been ported from Linux/Unix.
If it were not for the immense popularity of
Linux as a Web development platform,
many of these tools would not be available
for Windows today.

SUMMARY

You must weigh the pros and cons for
each element of the Linux and Windows
operating systems when considering the
best solution. Many tip the scales in favor of
Linux, while others support Windows. One
may even, as in the case with OOPadelic,
select a combination of the two. More
important than the debate of one or the
other or both, however, is the fact that there
is a choice.

Erik Hughes is the director of product marketing
at Caldera International Inc. Hughes has held
product management positions at CallWare
Technologies, Computer Associates and
Cheyenne Software, and worked as a market
analyst for Novell.
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4To be fair, while Windows 2000 does not contain innate shell scripting abilities, it is worth mentioning that methods for achieving somewhat similar results do exist. For example, with Perl users
can perform a great deal of system level functionality similar to shell scripts. The drawback is that users are limited to the commands found in Perl, whereas with Linux the available commands
are quite extensive. An analogy would be that Windows tools are to Linux scripts what a handsaw is to a power saw: They can do many of the same tasks, but scripts are much more powerful.


