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L arge enterprises have millions of dollars invested in data
stored on mainframes hidden behind applications that are,
by today’s standards, difficult to learn and use. In fact,

most corporate data and applications continue to reside on IBM-
compatible mainframes. As corporations make the transition
from “brick-and-mortar” to “click-and-mortar” enterprises,
many are making the decision to integrate host data with web
applications for use by employees, or externally by customers
and partners via intranets, extranets and the Internet.

A host application access solution acts
as the intermediary between an external
application and the host application and
must perform the following functions:

◆ accept the request for host
application access from the
external application

◆ maintain a session, or the functional
equivalent of a session, between
the external application and the
host application

◆ receive input data from the
external application, and process
and transform the input data for
presentation to the host application
as input

◆ receive the output data sent from the
host application, and process and
transform the output data for
presentation to the external application

This article briefly addresses some of the traditional host access
solutions and explores alternative host access methods that
involve XML-enabling CICS applications.

TRADITIONAL HOST ACCESS SOLUTIONS

The goal of traditional host access solutions has been to make
information housed on mainframes more accessible and imme-
diately available to users. By leveraging their mainframe data
and applications, organizations increase productivity, reduce
costs, and reach a new group of users. Users may be internal to
the organization, in which case they may want to use the familiar
text-oriented (“green screen”) interface. Users may also be external

to the organization and prefer a point-
and-click web interface. In either case,
the following two approaches for host
application access emerged:

◆ web-to-host gateways
◆ re-engineering host applications

Web-to-Host Gateways
A wide variety of “web-to-host” solu-

tions provide access to 3270-based host
applications via the web. The most basic
solutions offer thick-client Java applets
that perform 3270 terminal emulation
over a TN3270 connection to the host.
These solutions make mainframe applica-
tions available to users without the costs
of designing new interfaces. This
approach is scalable because it requires
very little software, if any, running on a

middle-tier server. Because this kind of web-to-host solution
recreates the text-based application interface in a web browser,
these solutions are good for users already familiar with how to
use the applications. However, users who are not familiar with
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operating mainframe applications will
require training before they are productive.

Other solutions allow end users to interact
with text-based host applications through a
more usable HTML or graphical user inter-
face (GUI). The most advanced solutions
convert the 3270 data stream or screen space
to other types of data objects that can appear
within an entirely new web application. By
converting the 3270 data stream to HTML,
you can re-engineer the interface without
making changes to the host application and
without making changes to the business
logic. However, experience suggests that
this approach is best suited for situations in
which end users require only occasional
access to host applications. In high-volume
situations, or when the “end user” is really a
program running on another system, a dif-
ferent approach would prove more scalable.

Re-engineering Host Applications
An alternative to using a web-to-host

gateway is to create a web-based program to
“front-end” the host applications. This lets
companies create intuitive interfaces that
make host applications more accessible to a
broader range of users. It can even add new
functionality to the application by using
JavaScript, ActiveX, or Java to manipulate
data sent to and from the host.

However, custom interfaces require direct
linkages to host application screens so that
changes made to host screens will require
changes to the associated web page. In addi-
tion, if a host application has thousands of
screens, it may require the development of
thousands of web pages. The time and effort
needed to build and maintain custom web
interfaces make them impractical for most
organizations.

Extracting Usable Host Data
Companies that plan to integrate their

CICS applications with their e-Business
infrastructure must answer the following
question: How do web applications mine the
host applications for data and retrieve that
information in a usable form? The following
two key issues make extracting usable data
from host applications problematic.

◆ screen scraping
◆ end-user orientation

Screen Scraping
Underlying the vast majority of all tradi-

tional solutions is the use of 3270 data

streams as the means of communicating
between the host application and web-to-
host gateway. The web-to-host gateway then
uses techniques known as “screen scraping”
or “stream scraping” to extract information
out of the 3270 screen space or data stream.
Whether the web-to-host gateway performs
screen scraping on the client or the server, it
involves the same process: using row and
column coordinates to indicate the data
areas to process as input or output.
However, screen-scraping techniques are
particularly prone to scalability and applica-
tion maintenance problems. Any changes to
the host screens usually break the web-to-
host applications. This means that for every
change a CICS programmer makes to a host
application, the programmer must commu-
nicate the change to the web developer who
must make a corresponding change in the
web-to-host application. When using such
gateways, it is important to have formal
change control processes in place to prevent
the potential disruptions in service that can
result from uncoordinated efforts between
host developers and web developers. This

dependency greatly reduces the flexibility
of the solution.

End-User Orientation
Traditional methods for accessing host

applications serve the needs of organizations
that want to allow end users to access the
applications. For example, most web-to-host
products convert host data into HTML so
that it is readable through web browsers. This
strong end-user orientation of web-to-host
gateways makes them ill suited for present-
ing host application data to other applications
in a format that is meaningful and useful.

This kind of application-to-application
communication is becoming increasingly
important as companies engage in critical
business-to-business (B2B) projects with
their partners. For example, suppose a
company needs to run a daily check with a
distributor on the availability of all parts
for a new widget. Using a standard web-to-
host solution that translates the host appli-
cation data to HTML, the results of a query
to a CICS application might look similar to
Figure 1.

Delta Dental XML-Enables CICS
Delta Dental of California is embarking on a number of projects to XML-enable

legacy CICS programs using the HostBridge product from HostBridge Technology
to replace web-to-host solutions they already had in place. Delta Dental allows
intranet-connected customer support representatives and Internet-connected
customers to obtain patient data and dental insurance claim information using a
simple Web browser interface. In some cases, Delta Dental consolidates data from
80 CICS screens and two different CICS systems into a single HTML interface in
response to a user request.

“While our current solution is handling a load of approximately 500,000
transactions per day, we are hesitant to continue with this approach much
longer,” says Marshall Gordon, chief architect of the Caspian Consulting
Group, a vendor organization that provides distributed systems services to
Delta. “In our opinion, products that rely upon screen-scraping techniques are
not as robust or as expedient.”

The HostBridge solution delivers output from an existing CICS/BMS transaction
as an XML document containing order-independent, name-value pairs rather than
a fixed format, 3270 screen buffer. This eliminates the middle-tier application’s
dependence on screen formats as well as the need to synchronize changes to the
host and middle-tier applications. HostBridge is not sensitive to changes in the location
of fields on a 3270 screen because it uses the 3270 Bridge Interface to intercept
data into, and out of, a CICS transaction. No modifications to CICS applications
or per-transaction setup are required.

“HostBridge allows us to web-enable these legacy transactions without changing
them or writing any new code,” continues Gordon. “Our plans for expansion
include using this product to improve productivity, enhance performance and
reduce the cost of maintenance.”
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When web browsers process this page and present it to an end
user, it makes perfect sense. However, when processed as input data
to another program it would make little sense. To parse this HTML
and identify which items within the table definition tags are part
numbers, item descriptions, and number of units available is very
complex because HTML does not differentiate between the con-
tents of each pair of tags. In fact, parsing HTML is actually more
problematic than parsing 3270 data streams because HTML has
much less structure. Furthermore, changes in the host application
could easily change the 3270 data stream, which in turn would
change the HTML generated by the web-to-host gateway, which in
turn would affect the program’s ability to extract the data.

XML-Enabling CICS Applications
A new generation of host integration products solves the problems

of screen scraping and data recognition by converting returned host
data into XML for use by other server applications. Using XML
preserves the business logic of the host applications and provides
an industry-standard means of exchanging data between host appli-
cations and any other XML-enabled applications.

XML stands for eXtensible Markup Language, and is a data format
for structured document exchange between applications. Like
HTML, it is a markup language derived from Standard Generalized
Markup Language (SGML). However, unlike HTML, which the
Internet community created to format information and display it
across multiple platforms, XML is best suited to organize data for
structured document exchange between applications. While HTML
specifies how a document should appear, it does not describe what
kind of information the document contains or how it is organized.
XML allows you to organize information in a standard way that
can enable back-end systems to conduct business transactions in
a known format. For example, business partners can standardize
on specific XML syntax to describe purchase orders and can then
automate the transfer of that information across otherwise
incompatible systems.

The HTML document shown in Figure 1 could appear in XML
as shown in Figure 2. The XML syntax is not only readable by
humans, but the data can be easily parsed by applications or
imported directly into databases, since all major databases now
support the import and export of data in XML.

The key benefit of retrieving host data in XML is that the infor-
mation is completely independent of how you wish to display it.
Because XML is an industry-standard markup language, you can
use it for multiple purposes. For example, an eXtensible Style
Language Transformation (XSLT) allows you to map XML tags
and transform them into any other format. Using XSLT, the previ-
ous XML sample could be transformed into formats suitable for use
with BizTalk, ebXML, UDDI, or any of the other growing web ser-
vices or e-Business exchange technologies.

ARCHITECTURE OF XML-ENABLED
CICS APPLICATIONS

IBM has added functionality to its host systems to allow easier
access to host applications, and easier integration with external

applications. For example, with the release of CICS Transaction
Server 1.3, IBM has added important features that allow CICS trans-
actions to participate with scalable e-Business applications. Two
particular features that IBM has recently added to CICS Transaction
Server are CICS Web Support and 3270 Bridge Interface.

◆ CICS Web Support (CWS) enables an HTTP client (e.g., a web
browser or server-based program) to communicate directly with
mainframe CICS application programs without an intermediate
gateway or a separate web server (you can also communicate
through the OS/390 HTTP Server or WebSphere 390).

◆ The 3270 Bridge Interface makes it possible to develop a soft-
ware component that intercepts the flow of data into, and out
of, a CICS transaction before a 3270 data stream is generated
as output or expected as input. The Bridge Interface works by
intercepting the flow of control between the user transaction
and BMS, thereby allowing another software component to
handle input/output operations for the transaction.1

ARCHITECTURE

The diagram in Figure 3 shows the basic architecture of a system
using an XML application connector. Using this approach, a typical
transaction would consist of the following steps:

1. The external application sends an HTTP request to the host;
the specific application request and input data may be
expressed using a query string or an inbound XML document.

2. The host receives the HTTP request and validates access; if
access is authorized, the request is passed to the XML
application connector for processing.

3. The XML application connector starts the transaction on the
host, provides it with the relevant input data, and receives the
output from the transaction.
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1The vast majority of CICS transactions rely upon a component within CICS referred to as Basic Mapping Support (BMS) to interact with a 3270 terminal. When a transaction calls BMS, it specifies
the name of a 3270 screen “map” and a set of fields and values to be used with it. The map determines where on the screen the fields are to be placed and BMS generates the resulting 3270
data stream. BMS also accepts the 3270 terminal input and returns it to the program as values in the corresponding field(s). Thus, an often-overlooked fact is that CICS transactions that use BMS
to interact with a 3270 terminal “think” in field name/value pairs — not in 3270 data streams.

<html>
<head>
<title>Untitled Document</title>
</head>
<body bgcolor=”#FFFFFF”>
<table width=”75%” border=”1”>

<tr>
<td>Part #</td>
<td>Item description</td>
<td>Availability (units)</td>

</tr>
<tr>

<td>123-ABC</td>
<td>Component A</td>
<td>12 </td>

</tr>
<tr>

<td>456-DEF</td>
<td>Component B</td>
<td>5</td>

</tr>
</table>
</body>
</html>

FIGURE 1: HTML RESULTS OF A QUERY TO A CICS
APPLICATION USING A WEB-TO-HOST SOLUTION
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4. The XML application connector
converts the output data to XML and
sends it back to the external application
as part of the HTTP response.

FLEXIBILITY AND EASE OF USE

Because the XML application connector
uses XML to allow external applications to
access host data using tags, there is no need
to identify locations of fields and text on a
screen, which provides several key benefits
in a production environment.

Earlier, I said that screen scraping creates
dependencies between CICS applications
and the client applications that access
them. For example, if a change in the host
application shifts the position of the field,
the CICS developers must document the
changes for the web application developers
so they can modify the screen-scraping
tool to grab data from the new field
location. If the web developers do not
change their applications, the changes in
the host application will create errors
when the web application scrapes the
screens looking for the fields in the old
locations. The XML application connec-
tor removes this dependency because it
converts identifying elements for host
fields regardless of their physical loca-
tion, so web applications simply find the
information for the fields they need in the
XML files.

SCALABILITY

Because it converts CICS application
data directly to/from XML, the XML
application connector eliminates the need
to parse 3270 data streams. As a result, the
connector eliminates a significant number
of software processes and work. And,
because the XML application connector
runs on the mainframe, it does not incur
the overhead of passing data through
TN3270 clients/servers, SNA stacks or
HLLAPI running on an NT or UNIX box.
All of this allows the XML application
connector to run at the full speed of your
CICS applications.

SECURITY

Running a CICS transaction using CICS
Web Support and the XML application
connector is as secure as running the
transaction from a 3270 terminal. The XML

application connector works with standard
mainframe and Internet security methods so
that it can be utilized from within whatever
security model you have in place to protect
your applications and data.

◆ Username/password protection through
RACF, ACF/2, and TopSecret maintains
your existing host security that limits
user access to resources based on
userid authorizations.

◆ Client authentication through CICS
Web Support or OS/390 Unix
System Services (USS) ensures
that clients and external applications
are authorized to connect to the
host application.

◆ Data encryption with secure sockets
layer (SSL) protects data that passes
between the web server and the
client application using 56-bit or
128-bit encryption.

Attempts to access host applications from a
3270 terminal or emulator only provide
username/password protection. Moreover,
terminal emulators actually allow users to

login and conduct transactions by passing
text between the host and the client in clear
text. Because the XML application connector
works with web servers that authenticate
clients and encrypt data, it is a more secure
solution than 3270 emulation for accessing
CICS application.

CONCLUSION

The evolution of the market from simple
web-enablement to full-scale e-Business has
created increasingly complex Internet applica-
tions. To extend their mainframe applications
to the Internet for use in e-Business, organiza-
tions have certain choices:

◆ re-engineer their legacy applications to
create custom front-ends

◆ employ one of the many web-to-host
products that parse the 3270 data
stream from the host application and
convert the screen data to HTML

◆ use XML application connectors to
perform direct conversions of CICS
data to XML for use with other
XML-enabled applications
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<?xml version=”1.0” ?> 
<response>

<catalogue_item>
<partnum>123-ABC</partnum>
<description>Component A</description>
<units>12</units>

</catalogue_item>
<catalogue_item>

<partnum>456-DEF</partnum>
<description>Component B</description>
<units>5</units>

</catalogue_item>
</response>

Figure 3: The Basic Architecture of a System Using an XML Application Connector
<PDF>

FIGURE 2: XML RESULTS OF A QUERY TO A CICS
APPLICATION USING A WEB-TO-HOST SOLUTION 
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FIGURE 3: THE BASIC ARCHITECTURE OF A SYSTEM
USING AN XML APPLICATION CONNECTOR
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Given the complex requirements within
many organizations, it would not be
uncommon to find XML application connec-
tors coexisting with web-to-host gateways
and legacy re-engineering projects.
However, for companies doing enterprise
application integration (EAI) or engaging in
e-Business, XML application connectors pro-
vide a flexible, scalable, and secure solution
for integrating legacy CICS applications.
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