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e-Business in the Enterprise

A Perspective on CPS
and CP: Part II

L ast month, I examined the purpose and
content of a Certification Practice

Statement (CPS). This month, I’ll examine
what goes into a Certificate Policy (CP). 

Recall that the CPS describes specific
practices used within an organization to
ensure security surrounding the operation
of the Certificate Authority (CA), including
distribution and management of the end-user
certificates. A CP describes what a certificate
can be used for and why. Typically, there
will be one CPS per trusted domain or
instance of a CA. Similarly, for every CA
there should be one CP that describes how
certificates issued by that CA can be used.
Typically the CPS is considered an internal
document that isn’t shared outside the
organization whereas the CP should be
written so that any user community can
read it and understand what types of appli-
cations are supported by the CA while not
disclosing too much information about your
internal security practices. 

As mentioned last month, when CA
cross-certification takes place, it may be a
requirement for all parties involved to
reveal portions of their CPS in order to satiate
the trusting parties. A recent trend to
address this issue without having to hand
over your complete CPS is to create a short
(few page) summary, which should be
written as an “executive summary” of your
CPS. This document is called a PKI
Disclosure Statement. 

THE APPROACH

Like the CPS, there are guidelines but no
hard and fast rules for creating CP documents.
To reiterate from last month’s column, there is
a popular template available from the Internet
Engineering Task Force web site that you can
download and use as a guide for creating CPS

and CP drafts. This template is available at
www.ietf.org/rfc/rfc2527.txt.

One approach to CP creation is to correlate
policies for a specific application. For
example, I’ve seen a CP that includes an
acceptable use policy for secure email
(S/MIME) in one section, and use of digital
signatures in another. This would work best
for organizations with very few PKI-enabled
applications. However, if you envision
adding more applications to the PKI going
forward, then this approach would be inef-
ficient because the same certificate may be
used in several applications. 

A more common practice is to correlate
Certificate Policies with a specific level or
type of certificate. Certificate levels may be
defined by the liability associated with the
certificate use. For example, a Level I certifi-
cate may have no liability associated with its
use (i.e., can’t be used for financial transac-
tions or approvals), whereas Level II and III
certificates might allow transactions of up to
$25,000 and $50,000 respectively. Defining
certificate levels is a preferred approach when
the same certificate can be used across multi-
ple applications. For example, in addition to
allowing $50,000 transactions in purchasing
systems, a level III certificate may also be
used to authenticate to a database or operating
system (not related to purchasing) that I and II
level certificates are denied. 

Another common level-based naming con-
vention is “Silver,” “Gold,” and “Platinum.”
Regardless, it is common for higher liability
certificates to require (enforceable via tech-
nology) strong authentication using a
smartcard or biometric device. In addition,
the CP descriptor for the higher liability
certificates would likely describe more strin-
gent procedures for issuing the certificate,
including additional criteria for key recovery
and key renewal as compared to lower

liability certificates. The success of deploying
a level-based CP will depend a great deal on
the flexibility of your PKI system. Entrust
“enterprise” certificates, for example, can be
used for signing and encrypting documents
on the desktop, or in email, or authentication
to platforms, devices, and applications so the
level-based CP would work well. 

Conversely, other PKI systems may
require that a different certificate type be
used for different applications, thereby
making it a better strategy to base your CP
on certificate type. For example, Lotus
Notes and other email systems have a
“built-in” PKI that is designed specifically
to issue and manage certificates to be used
for S/MIME, but can’t be used outside the
client for operations such as encrypting
documents on the desktop or authentication
to third-party applications. Similarly, many
financial transaction applications require a
SET (Secure Electronic Transaction) type
certificate because it contains specific and
secure information regarding accounts and
financial institution details that are not sup-
ported in the X.509 specification. Because
one SET certificate can be used across
multiple applications, a hybrid level/type CP
may be appropriate. That is, your SET CP
may describe policies for different certificate
levels and liability as described earlier. 

Based on these examples, you can see that
the approach that will work best in your
organization will depend on the flexibility
and functionality provided by the PKI soft-
ware as well as the types of applications
being used in the PKI. 

CPS AND CP RELATIONS

There is much discussion today regarding
what comes first — the CP or CPS? When
you consider the intent of each, you’ll see that
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a CPS is designed to support its associated
CP. At a minimum, a working CPS needs only
to support the CP and applications being
used; however, it is not uncommon to find a
general purpose CPS that includes a lot of
abstract or ideal provisions for applications
not yet deployed (but then you’d rightly
question the applicability of a generic and
uncustomized CP, right?). Given that, it would
seem logical that the CP would be written first,
and then the CPS would be written to support
the policies described in the CP. In general, the
PKI, CPS, and CP development process tran-
spires in the following order:

1. Perform a risk analysis to identify
applications (new or existing) that
require digital security.

2. Evaluate products that meet or exceed
the requirements discovered in Step 1
(unless you want to write your own,
then add a minimum of six months to
a year to your roll out date).

3. Test and approve solutions identified
in Step 2. 

4. Define acceptable use policies and
procedures for the application(s) and
document them in the CP.

5. Create the operational CPS to support
the policies defined in Step 4.

Where there is much flexibility in the
approach and structure of CP and CPS doc-
uments, there is less room for interpretation
when it comes to meeting the prerequisites
for creating the documents. Some have tried
to first create a CP based on idealistic con-
cepts without identifying the applications that
the PKI will support. Granted a CP is a living
document and will change as applications and
needs change. However, writing a CP without
knowing what applications will be used
will ultimately lead to rewriting some or all
of the CP and is analogous to creating a
marketing brochure for a new product
before knowing what the product does. A
CP can be viewed, in a sense, as a sales or
marketing tool for the PKI because it
explains why you should trust your certs. 

SUMMARY

When it comes to deploying a production
PKI and trusted applications, the CPS and
CP are typically the most time- and
resource-consuming deliverables. This is

because of the legal issues that come with
the non-repudiation and liability aspects of
applications commonly used in a PKI. If
you’re a technology person like me, you’ll
need patience while Operations, Security,
and Legal staff work through the non-tech-
nical aspects of the CP and CPS. In the
mean time, have fun with the technology —
it is anything but boring, and it does work.
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