
Network attached storage (NAS) offers a simpler, less costly storage
alternative that companies are increasingly exploiting to accommodate

their heterogeneous mix of platforms and operating systems.

Storage is one of the most critical topics facing today’s IT
professionals. The Internet-fueled data explosion means big
money is being spent on storage solutions to accommodate

the volumes of mission-critical data. Carl Howe, storage analyst at
Forrester Research, predicts that the largest 2,500 companies will
go from spending $3.8 million each on storage last year to spending
$19.3 million each by 2003. This means
that the storage slice of the pie will increase
from 4 percent to 19 percent of the IT budgets
of these companies.1

As a result of this rapid growth, it’s not
surprising that companies are scrambling to
find the most cost-effective strategies to
best meet their enterprise-wide storage
needs. Their IT professionals are often
caught in the middle of a growing debate
over which of two emerging, competing
strategies is the best solution — Network
Attached Storage (NAS) or a Storage Area
Network (SAN).

In implementing a SAN, companies build
an entirely separate network that is com-
pletely dedicated to storage, backup and
retrieval. This speeds the movement of data
on both the original LAN and the SAN because of reduced traffic
on each. However, building parallel networks with enormous tape
drives for storage that can encompass all the disparate operating
systems within an enterprise is quite a complicated and pricey
option. NAS offers a simpler, less costly alternative that compa-
nies are increasingly exploiting. As well as being less expensive,
NAS can accommodate a heterogeneous mix of platforms and
operating systems.

NAS: A SIMPLER, LESS COSTLY SOLUTION

NAS refers to large dedicated storage devices (also often called
“filers” and “appliances”) that connect directly to a network and
provide high speed and high availability file access services in both
Unix and Windows environments. Comparable to large disk arrays
or disk “farms,” NAS filers are attached directly to the network,
not through a server, and thus are both platform- and operating
system-independent.

These NAS filers contain an embedded processor running a
pared-down operating system or microkernel
with about 30 commands. This simplified
operating system understands network
protocols and is optimized for input/output
(I/O) services. This puts these systems in a
unique position of being neither a traditional
“dumb” peripheral device nor a server with
a full operating system. Since it is dedicated
solely to storage availability, a NAS operating
system does not have the conflicting
demands on it that a general-purpose operat-
ing system does. This allows a heterogeneous
collection of servers to access more than a
terabyte of storage on a single NAS appliance
(and the storage amount will only keep
growing with new technology). A terabyte
holds quite a lot of mission-critical data, all
of which it is imperative to back up. With

the advent of NAS, however, the industry still faced a major hurdle:
how to manage the backup of NAS devices.

BACKING UP WITH NDMP

The introduction of NAS prompted the development of a
Network Data Management Protocol (NDMP) as a specific
solution to backing up NAS devices. NDMP is an open protocol
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that standardizes all the specs and
requirements to manage the backup of a
diverse network.

NDMP was co-developed by Network
Appliances Inc. and PDC Software (now
Intelliguard Software) in the mid-90s to
define common functional interfaces
between a filer’s operating system subset
and backup software. Their goal was to create
a simplified and standardized protocol to
control the backup of heterogeneous
devices on a network. While they designed
the protocol to meet their own business
needs, the developers also made it open
and standardized to allow anyone to easily
adopt and incorporate it into software and
devices. At the time, most software backup
tools were tied to specific hardware con-
figurations. With the advent of NDMP,
backup applications written to the NDMP
protocol could manage backups between
disparate storage management and database
software that complied with the NDMP
specifications. NDMP is a solid, reliable
protocol with built-in error checking, and
ongoing upgrades are further clarifying and
simplifying its commands.

NDMP was upgraded in Versions 2 and
3 by the co-developers, and in early 2000
they turned over the development of
Version 4 to the Storage Networking
Industry Association (SNIA) to further
facilitate standardization and provide an
open forum for NDMP’s development.
This officially integrated the protocol into
the industry repertoire of backup solu-
tions. The official adoption of NDMP as a
standard will increase the already large
number of companies that incorporate it
into their products and utilize it in their
enterprise systems.

The NDMP architecture is based on a
client/server model. Backup software run-
ning on a host machine is the client to the
NDMP device attached to the backup
hardware, such as a tape drive. There are
several different configurations that can
be used, and each has its own advantages
and disadvantages, depending on the
needs of the user.

MULTI-HOSTING WITH
DIRECT-ATTACHED SCSI

A distributed backup system allows
multi-hosting, providing the ability to attach
backup devices to any type of server on a
network while maintaining centralized

control and a single catalog for the entire
enterprise. Any combination of Unix,
Linux, Windows NT/2000, NetWare servers,
or NDMP-compliant devices can be directly
connected by a SCSI adapter to one or more
drives in a single, multi-tape library. As
shown in Figure 1, all of these servers can
stream data directly to the library, regardless
of which operating system is being used.
This permits faster backups while simulta-
neously reducing network traffic. It also
provides the added security of continuous
operation: If one drive fails or is unavailable,
the distributed backup software finds an
alternative path through any of the other
servers on the LAN.

NAS-TO-SERVER BACKUP VIA
NDMP

For those shops that have fast, high-
bandwidth networks such as Gigabit or
asynchronous transfer mode (ATM), a dif-
ferent configuration that offers benefits is
the filer-to-server backup. In the example in
Figure 2, both NAS appliances and all other
machines on the network back up their data
through a Unix server to a tape library.

This has several advantages. First, all tape
drives in the library can be shared by all
machines (NAS/NDMP, Unix, Windows
NT/2000, and NetWare), which can increase
throughput of the backup. Second, some
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FIGURE 1: MULTI-HOSTING ALLOWS SERVERS TO BE
DIRECTLY CONNECTED TO TAPE LIBRARY DRIVES 

FIGURE 2: NAS APPLIANCES AND UNIX, WINDOWS NT/2000, AND
NETWARE MACHINES BACK UP TO A TAPE LIBRARY ATTACHED TO A
UNIX SERVER USING SCSI AND/OR FIBRE CHANNEL (FC)
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tape drives may not be supported from a
NAS device, whereas a general-purpose
operating system contains the drivers for
a wider array of devices. Third, differ-
ences in SCSI cabling have made it more
convenient to place tape libraries attached
to a general-purpose Unix server rather
than to a NAS appliance.

NAS-TO-NAS BACKUP
VIA NDMP

The previous configurations demonstrate
high-speed, locally attached backup with
NAS appliances. In those topologies, data
can be backed up from a NAS appliance
directly to SCSI-attached tape drives or
automated tape libraries (ATLs) according
to the NDMP commands sent by the backup
software. Figure 3 shows a slightly different
configuration in which two NAS appliances
are attached to a high-speed network.

For backup purposes, the NAS device
directly attached to the tape library is
considered the primary NAS device,
which sends data directly to the tape
library attached to it for backup. The
other, or secondary NAS device, sends
data for backup across the network to the
tape library attached to the primary NAS
device. This strategy is called three-way
or remote backup, and allows additional
NAS devices to be added to a system
without creating the need for more tape
libraries, keeping costs down and archi-
tecture simplified. Backup Express from
Syncsort is an example of one of the few
distributed backup software products

available that can accommodate three-way
or remote backup.

NDMP STRENGTHENS DAR
SUPPORT

Version 4 of NDMP significantly
improved interoperability by clarifying and
removing ambiguity from the NDMP
Version 3 specification. One particularly
important area was support for Direct
Access Restore (DAR). Especially relevant
for large, multi-tape backup jobs, DAR
allows DAR-supporting backup software to
record the exact location of the tape and of
the file on the tape so that it can go directly
to the specific file requested when retrieval
for restore is needed. This eliminates
spooling through all the tapes in the library
to find the location of the requested file and
vastly increases the efficiency of restores,
especially when the backups include many
small files. Syncsort’s Backup Express
supports this feature.

THE FUTURE OF NAS AND NDMP

However, NDMP is very much a work in
progress. Ongoing issues remain to be
addressed. A stream translation framework
to enable functions such as multiplexing,
encryption, and compression is one goal, as
is supporting the ability to restart backup
and restore procedures. Another goal is to
provide an interface for backup applications
to create, label, use, and destroy snapshots.
A common tape format is also an objective,
and it is likely that System Independent
Data Format (SIDF), which is already in
widespread use, will be adopted.

As enterprises become increasingly
dynamic 24/7 environments, storage needs
will only grow. NDMP-compliant filers and

appliances will become more fault tolerant,
strengthening their ability to host Enterprise
Resource Planning (ERP) or Customer
Relationship Management (CRM) applica-
tions. At some point, it seems likely that
SAN and NAS will become complementary,
rather than competing, technologies. Future
hardware compatibility would permit them
both to be incorporated into larger storage
solutions on an ad hoc basis, allowing
increased scalability — handling not only
Terabytes, but even Petabytes. In the
meantime, however, NAS/NDMP-compliant
devices and networks offer an excellent
cost-efficient alternative to the architectural
complexities and financial outlay associated
with SANS.
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FIGURE 3: TWO NAS DEVICES ARE CONNECTED ON A HIGH-SPEED NETWORK WITH
SCSI AND/OR FIBRE CHANNEL (FC) CONNECTIONS TO THE TAPE LIBRARY 
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