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WITH enterprises becoming increasingly dependent
on IT for their day-to-day operations, and cus-

tomers expecting instant access around the clock, companies
must keep all network elements at optimum performance.
This is the job of a network management system. Trying to
run a network without a network man-
agement system is like driving a car
without any gauges: You have to wait
for a breakdown before you know
something is wrong.

To put support personnel into a
more proactive mode, several man-
agement framework vendors provide
a wide array of tools and reports to
manage even the largest of networks.

Unfortunately, a full framework
installation can run over a million
dollars, and deployment can take any-
where from several months to a year
or more. Once in place, you need
trained specialists to manage the soft-
ware. While this approach works well
for many large enterprises, most small
and medium-size companies find management frameworks
overly burdensome.

This was the experience of the IT department of Central
Maine Power (CMP) in Augusta, Maine. A part of Energy
East Corporation, CMP has a staff of 1,200 and services
400,000 customers in central and southern Maine. The
company uses mainframes managed by its tech support
staff as well as a mixed network that includes servers run-
ning on IBM AIX, Windows NT 4.0 and 2000, and Linux,
all tied together with Novell Directory Services (NDS).
Clients primarily use some flavor of Windows, but there
are also boxes running on the Macintosh operating system,

as well as Palm PDAs. ATM and private fiber links connect
its 20 sites.

CMP continually ran into problems with disk utilization on
its 150 servers. To address this, the company began deploying
a management framework from one of the large vendors.

Based on many months of deploy-
ment and usage, however, CMP
decided that this vendor’s solution did
not meet its needs. Besides being
expensive, staff found they were
spending more time managing the soft-
ware than the data they were getting
was worth.

Fortunately, simpler, lower-cost
network management toolkits have
arrived over the last several years from
vendors such as Quest, Micromuse,
Somix and Ipswitch. While lacking
the full range of functions that the
frameworks offer, these solutions are
often more than adequate for manag-
ing small, medium and sometimes
even larger networks. In this case,

CMP elected to replace its framework suite with WebNM
from Somix Technologies, Inc. WebNM is a browser-based
software suite for the monitoring and controlling of any
Simple Network Management Protocol (SNMP) enabled
asset — including servers, routers, bridges, switches and
workstations — in a Microsoft Windows NT or 2000 envi-
ronment. A consultant came onsite, installed much of the
software in a day, configured the core servers, and took a few
hours to train CMP server staff to continue on their own.

CMP set up more than 600 reports to monitor performance
on all its servers, routers and switches, as well as to verify
compliance with the company’s service level agreements. 

How to Set Up a Network
Management System

Without Breaking the Bank

As this case study demonstrates, an understanding of the basic steps involved in getting the
network management system up and running will help an administrator prepare for and

manage the software after installation.
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The company also uses the software to reduce service calls within
its mobile dispatch wireless LAN. The remote devices are first
generation, pre-802.11 standard, and are constantly locking up and
freezing. When this happened, it meant a technician would have to
drive out to the remote location and reset the device. Since
installing the new management application, CMP purchased
SNMP-controllable power strips and plugged the wireless devices
into them. When a device misses a poll, the program automatically
sends a command to reset the outlet box, which is far easier than
sending technicians around the state just to push a reset button.

While in most cases an enterprise will want to bring in someone
with experience to get the project rolling, you can install many of
these simpler toolkits and run them without such help.

Regardless of whether a consultant is used or not, and regardless
of the product selected, an understanding of the basic steps
involved in getting the network management system up and running
will help an administrator prepare for and manage the software
after installation.

GETTING READY

Before installing the software, you must perform the following:

● Set up the Server — The WebNM Server is an Apache server
running on a Windows NT/2000 box. This particular network
management solution requires at least a PIII 450 or faster CPU
with 192MB RAM and a CD-ROM to load the software. The
hard drive should be at least 1GB. Although installations
typically use less than 300MB to store all their data, you want
to make sure that you have more than adequate storage so that
you do not unexpectedly run out of storage while you are
trying to debug the network.

● Make an IP address list — You will need a complete list of
all the devices you want to manage. It is best if the data is in a
text file or Microsoft Excel spreadsheet so you can directly
import it into the server.

● Enable SNMP —You may already have Simple Network
Management Protocol (SNMP) enabled on all devices.
However, if you do not, now is the time to install it. Use the
READ ONLY SNMP community string to prevent
unauthorized access. WebNM uses SNMP data to generate
the trending reports. If a device does not have SNMP installed,
the software will still be able to monitor its up/down
connectivity status, but will not be able to monitor the
other parameters that can be vital in predicting outages or
future situations.

● Locate network drawings — When using this software to
manage a network, the user will view a network map and click
on devices or links to display their status. If you already have
created network physical or logical drawings using a CAD
program, Microsoft Visio, Microsoft PowerPoint, WhatsUp
Gold, or a similar application, you can import these drawings
directly into WebNM. However, even if all you have is a paper
drawing, it will be easier to use this during set up than trying
to figure it out from memory.

● Gather frame relay information — Make sure you gather
basic frame relay information including burst rate, DLCI (Data
Link Connection Identifier — a unique number assigned to a

Permanent Virtual Connection [PVC] end point in a frame
relay network) and CIR (Committed Information Rate —
the bandwidth an ISP agrees to provide over a particular
connection). Fortunately, you do not need to have all of this
information during the configuration, as WebNM can
automatically discover the DLCIs during discovery. When
finished, these graphs will help you ensure that you are
receiving all the bandwidth you are paying for.

● Download MIB files — Here we are not talking about secret
Men in Black files concerning aliens living on Earth, but
Management Information Base (MIB) files — formal
descriptions of network objects that can be managed using
SNMP. WebNM comes preloaded with 200 common
performance templates, but if you want to graph SNMP
information that is not contained in one of them you will need
to get the MIB for that piece of equipment. You can download
any necessary MIBs from the Somix Web site in order to
create your own customized reports.

● Install Web cameras (Webcams) — If you plan to use any
Webcams to monitor remote sites or equipment, it is best to
install, connect and configure them before installing the
network management system.

INSTALLING THE SOFTWARE

This is probably the easiest step. In the case of the Somix
solution, you insert the CD and the InstallShield Wizard walks
you through the process. The disk also contains OStivity (an
inventory management application by Somix) and Apache Web
Server. Once these are loaded, install any third-party monitoring
or alarm software you plan to use. Ipswitch Inc.’s WhatsUp Gold
comes as part of the software package, and most enterprises use
that to monitor devices’ up/down status. If you are already using
some other Web-based monitoring tool, you should be able to
access it directly through WebNM. Once all the software is
loaded, reboot the server.

CONFIGURATION

Once the server reboots, launch a browser and access the server by
navigating to the local system (http://127.0.0.1 or http://localhost). At
the WebNM interface, log on by entering “webnm” as both the user
name and password. Next, click on the Security Manager and
change the settings to reflect the actual network administrator log
on. Since this is the first time that a user has logged on, the config-
uration screen will be displayed. Enter the IP address, licensing
information, the installer’s name, and the administrator’s contact
information. After you enter this information, click on the
Configure button to continue.

Next, you will set up the monitoring and reporting parameters.
Import the IP addresses and community strings of all SNMP-
enabled devices from the lists created earlier using Administrative
Tools. Once you save this host file, a hyperlink will appear.
Clicking on it causes the program to query each device and create
an inventory report of all devices.

After creating the inventory, it is time to specify the kind of
reports you will need. Three types of reports are available: net-
work trending reports, performance report log files and events.
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When you click on an IP address, the software communicates to
that device, tests for vendor-specific and MIB-II statistics, and
generates a list of possible reports. Specify which ones you want
by clicking in the checkboxes next to those reports and then
specifying the report parameters. Click on the Configure button
and the software will collect any information it can from the
device. You be prompted for any additional information needed.
If the standard reports are not what you need, click on the
Report Wizard to create customized reports.

Repeat these actions until you have all the reports you need for
all network devices. There is no extra licensing fee for monitoring
additional items or creating more reports. On the other hand, you
do not want to make the system too complicated or eat up resources
unnecessarily. Just set up what you think will give you the data that
you will actually use to do a better job managing the network. You
can always add or delete reports later as you gain experience with
using the system.

BELLS AND WHISTLES

At this point, you have the basics of a working network manage-
ment system. However, just like when you buy a new car, a lot of
the real benefit and fun is in the extras. You are probably less
interested in the engine than in figuring out how to program the CD
player and how many different ways you can adjust the seats.

With WebNM, this is the time for all the bells and whistles —
importing the network diagrams, installing the desktop remote control

agents, and activating the trouble ticketing, alarms, Webcams and
desktop inventory software. While none of these actions poses any
real difficulty, I am afraid that not all of the details will fit in this
article. The later pages of a comprehensive user’s guide will walk
you through the set up step-by-step.

The result is a fully functioning network management system
at a fraction of the cost of a management framework. While the
software is relatively easy to install and configure, with wizards
to walk you through the steps, most users still end up hiring a
consultant. After all, each system has its own peculiarities and
special needs, and it works best to have an experienced techni-
cian on hand who knows the best way to get it to do exactly what
you want it to do in a minimal amount of time. Typically, it takes
a single consultant three days to install and configure the soft-
ware, set up the reports, and train the staff on how to operate the
system. While you could eventually figure it all out yourself,
there is no need to repeat the mistakes that others have made in
setting up their systems. It is more economical to let someone
who has done it before get the system running, and then you can
continually tweak it yourself as you think of new ways to get
more use out of it.

Stephanie Greschuk is a freelance writer specializing in technology
and business. She lives in Abbotsford, British Columbia. She can be
contacted at grassy@uniserve.com.
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