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MINUTES after the first of two planes plunged
into the World Trade Center’s Twin

Towers on September 11, 2001, Morgan Stanley Dean Witter,
Inc., the largest tenant in the World Trade Center, declared a
disaster and jettisoned its disaster recovery plan into place
with the help of SunGard Recovery Solutions, a third-party
disaster recovery service provider. At the same time, about
seven other tenants in the World Trade Center followed suit
and contacted SunGard.

The events of September made disaster recovery planning
rise to the top of every organization’s IT department priority
list. Until the first attack on the World Trade Center (WTC) in
1993, few companies had even invested in shared data backups.

Raging Wire Telecommunications, a California disaster
recovery firm, estimates that the 1993 bombing put half of
the 350 companies in the WTC out of business because of the
disruption. Thanks to improvements in disaster recovery
planning, more tenants of the recent WTC disaster will be
spared, according to Raging Wire. However, Raging Wire
estimates that about 82 percent of all companies still do not
have adequate disaster recovery plans.

Too often, it takes a catastrophic event to propel organizations
to consider more rigorous disaster recovery plans. After all,
the purpose of a disaster recovery plan is to allow an organi-
zation to recover in case of an unforeseen event. These events
range from everything from a major systems outage, such as
a tornado demolishing a data center, to a building fire
destroying the facility and everything in it. A study by the
University of Texas found that 85 percent of businesses
depend totally or heavily on information technology systems
to stay in business, and that a loss of those systems would
cost businesses up to 40 percent of their daily revenues.

A disaster can strike at any time. Disasters can range from the
most common — power outages — to the most catastrophic —
earthquakes. In essence, a disaster includes any type of

interruption of service that results from some force beyond
the organization’s control. Disaster recovery provides sys-
tematic procedures for how to react to and recover from that
ominous external or internal force. Disaster recovery
planning, which complements business continuity and
contingency planning, ensures the ability of the organization
to function effectively if an unforeseen event severely disrupts
normal operations.

The following template will help the key individuals in
your organization to go through the thought process for
preparing a disaster recovery plan, which is aimed at restoring
all critical business functions, rather than disparate functions
such as the data center, alone.

GATHER INFORMATION

Organize the Project
A successful initiative of this magnitude requires the fol-

lowing: support from the organization’s senior management,
a dedicated disaster recovery team whose members have
knowledge of critical business systems, and a well thought
out planning and testing strategy.

Senior executives responsible for disaster recovery plan-
ning will execute the first two steps. The disaster recovery
coordinator, working with the appropriate team leaders,
should perform steps 3 through 7.

1. Determine which senior executive(s) will have overall
responsibility for disaster recovery.

2. Have this executive appoint a disaster recovery coordinator.
3. Appoint a disaster recovery team leader for each

operational unit, such as the server backup or the
telephone system.

4. Convene the disaster recovery planning team and
sub-teams as appropriate.  Working with senior executives

How to Create a Disaster
Recovery Plan Before

Trouble Strikes
Using this template as a guide, the key individuals in your organization can prepare a disaster

recovery plan that is aimed at restoring all critical business functions.
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responsible for disaster recovery, the disaster recovery
coordinator should identify the following:

● Scope — the areas to be covered by the disaster recovery plan
● Objectives — what is worked toward and the course of

action that the disaster recovery team intends to follow
● Assumptions — what is being taken for granted or accepted

as true without proof?

5. Set a project timetable and draft project plan, including
assignment of task responsibilities.

6. Obtain senior management’s approval for scope, objections,
assumptions and project plan.

Conduct the Business Impact Analysis
The disaster recovery planning team should identify which business

departments, functions or systems are most vulnerable to potential
threats, what the potential types of threat are, and what effect each
identified potential threat would have on each of the vulnerable
areas within the organization.

1. Identify functions, processes and systems.
2. Interview information systems support personnel.
3. Interview business unit personnel.
4. Analyze results to determine critical systems, applications

and business processes.
5. Prepare impact analysis on interruption on critical systems.

Conduct Risk Assessment
The disaster recovery planning team should work with the

organization’s technical and security person to determine the prob-
ability of each functional business units’ critical systems becoming
severely disrupted. They also need to document the amount of
acceptable risk the business unit can tolerate. For each critical
system, the following information needs to be provided:

1. Review physical security. (i.e., secure office, building access
off hours, etc.).

2. Review backup systems and data security.
3. Review policies on personnel termination and transfer.
4. Identify systems supporting mission-critical functions.
5. Identify vulnerabilities, such as physical attacks, or acts of

God, such as floods.
6. Assess probability of system failure or disruption.
7. Prepare risk and security analysis.

Develop Strategic Outline for Recovery
This outline will provide all of the components necessary to

perform a recovery.  These steps will help pull together information
about the operations of all systems, especially those owned or
managed by non-technical managers with help from technical
support personnel.  Steps 1 through 4 mainly apply to functional
business units that manage technology systems to process critical
functions. The disaster planning recovery team and the functional
business unit may wish to appoint other appropriate individuals to
perform subsequent tasks.

1. Assemble groups as appropriate for the following:

● hardware and operating systems
● communications
● applications
● facilities
● other critical functions and business processes as identified

in the Business Impact Analysis step

2. For each of the above systems/processes quantify the following
processing requirements:

● light, normal, and heavy processing days
● transaction volumes
● dollar volume, if any
● estimated process time
● allowable delays (days, hours, minutes, etc.)

3. Detail all the steps in your workflow for each critical business
function. (For example, for payroll processing, include all of the
steps and the order in which the steps must be completed.)

4. Identify systems and applications:

● component name and technical identification, if any
● type (online, batch process, script)
● frequency
● run time
● allowable delay (days, hours, minutes, etc.)

5. Identify all vital records:

● name and description
● type (backup, original, master, history)
● storage location
● source of item or record
● ease of replacement by another source
● backup and backup generation frequency
● number of backup generations available onsite and offsite
● location of backups
● media key, retention period, rotation cycle
● person authorized for backup retrieval

6. Identify what the minimum requirements or replacement of
the critical function during the disruption would be if a
severe disruption occurred:

● type (server hardware, software, research materials, etc.)
● item name and description
● quantity required
● location of inventory, alternative, or offsite storage
● vendor/supplier

7. Identify if alternative methods of processing either exist or could
be developed, quantify processing (include manual processes).

8. Identify person(s) who support the system or the application.
9. Identify both primary and secondary person to contact if system

or application cannot function as normal.
10. Identify all vendors associated with the system or application.
11. Document business unit strategy during recovery (conceptually

how the unit will function).
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12. Quantify resources required for recovery by time frame.
13. Develop and document recovery strategy, including priorities for

recovering system/function components, and recovery schedule.

Review Onsite and Offsite Backup and Recovery Procedures
The disaster recovery planning team should perform this task to

provide a current backup of critical programs and data that can be
used in the event of a disaster. To this end, the disaster recovery
planning team can reduce downtime and speed recovery.

1. Review current records (operating systems, code).
2. Review current offsite storage facility or arrange for facility.
3. Review backup and offsite backup storage policies or

create them.
4. Present to functional business unit leader for approval.

Select Alternate Facility
The disaster recovery team should look for a location, other than

the normal facility, that can be used in the event of a disaster to
process data and/or conduct business.

1. Determine resource requirements.
2. Assess platform uniqueness of unit systems (Macintosh,

IBM, Oracle, etc.).
3. Identify alternative facilities.
4. Review cost/benefit.
5. Evaluate and make recommendation.
6. Present to business unit leader for approval.
7. Make selection.

PLAN DEVELOPMENT AND TESTING

Develop Recovery Plan
This section defines the resources, actions, tasks, and data required to

manage the recovery in the event of an interruption. The plan is
designed to assist in restoring the business process within the stated
recovery goals. The disaster recovery coordinator, assisted by the disas-
ter planning committee as needed, should perform the following steps.

1. Determine objective — This may have been documented in
the information gathering phase.  Establish information for
each business unit.

2. Plan assumptions.
3. Develop criteria for invoking the plan:

● Document emergency response procedures to occur during
and after an emergency is declared for that business unit,
and after the emergency check the building before allowing
individuals to enter.

● Document procedures for assessment and declaring a state
of emergency.

● Document notification procedures for alerting all senior
management executives, disaster recovery team members,
and business unit executives.

● Document notification procedures for alerting business
unit’s personnel of alternate location.

4. Define role responsibilities and authority:

● Identify disaster recovery team and business unit personnel.
● Determine recovery team description and charge.
● Determine recovery team staffing.
● Create transportation schedules for media and teams.

5. Create procedures for operating in contingency mode:

● Create process descriptions.
● Determine minimum processing requirements.
● Determine categories for vital records.
● Identify location of vital records.
● Identify forms requirements.
● Document critical forms.
● Establish equipment descriptions.
● Document equipment — at the recovery site and in the

business unit.
● Create software descriptions.
● Determine software used in recovery and in production.
● Produce logical drawings of communication and data

networks in the business unit.
● Produce logical drawings of communication and data

networks during recovery.
● Produce a list of all vendors.
● Review vendor restrictions.
● Determine miscellaneous inventory.
● Determine communications needs — production and in the

recovery site.

6. Document resource plan for operating in contingency mode.
7. Develop criteria for returning to normal operating mode.
8. Develop procedures for returning to normal operating mode.
9. Perform testing and training:

● Document testing data.
● Complete disaster/disruption scenarios.
● Develop action plans for each scenario.

10. Implement plan maintenance:

● Document maintenance review schedule (yearly, quarterly, etc.).
● Develop maintenance review action plans.
● Create maintenance review for recovery teams.
● Perform maintenance review of team activities.
● Perform maintenance review/revise tasks.
● Perform maintenance review/revise documentation.

11. Include appendices:

● inventory and report forms
● maintenance forms
● hardware lists and serial numbers
● software lists and license numbers
● contact list for vendors
● contact list for all staff with telephone numbers for home,

work numbers, cell phone, and pager
● network schematic diagrams
● equipment room floor grid diagrams
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● contract and maintenance agreements
● special operating instructions for

sensitive equipment
● cellular telephone inventory

and agreement

TEST THE PLAN

Testing the plan enables the disaster
recovery planning team to see how their
recovery plan and procedures work in
practice.  It enables everyone to get a rea-
sonable assurance that a plan will make
the grade when it really counts — in an
actual disaster.

1. Develop test strategy.
2. Develop test plans.
3. Conduct tests.
4. Modify the plan as necessary.

MAINTAINING THE PLAN

Disaster recovery plans can have a shelf
life between six to 12 months depending on
the changes in the organization’s procedures,

systems and personnel. Having a program
in place to maintain the plan will ensure that
everyone, especially the disaster recovery
planning team, will be ready if a real emer-
gency occurs.

The senior management executive
responsible for disaster recovery assisted by
the disaster recovery coordinator should
oversee the following:

1. Review changes in the environment,
technology and procedures.

2. Develop maintenance triggers
and procedures.

3. Submit changes for system
development procedures.

4. Modify unit change management
procedures.

5. Produce plan updates and distribute.
6. Establish periodic review and

update procedures.

SUMMARY

Disaster recovery planning consists of
an extensive set of tasks that should be

performed.  However, planning comes
with many potential pitfalls that even the
best-meaning, intelligent people in the
organization can overlook. External disaster
recovery planning professionals can help
leverage the expertise of an organization’s
internal resources.

Disaster recovery planning is an essential
process for organizations. In fact, it can make
the different between an organization’s sur-
vival or demise. 

Elizabeth M. Ferrarini is a freelance writer
based in Boston, Mass. She can be contacted
via email at lswive@aol.com. 

TECHNICAL SUPPORT • DECEMBER 2001WWW.NASPA.COM


