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LIKE any other client/server applications, a directory
server does not begin to show dividends in a busi-

ness situation until there are client applications in place to
exploit the technology. The IBM OS/390 Security Server
includes a directory service that is built upon the Lightweight
Directory Access Protocol (LDAP) specification, but without
popular client applications, the server has no purpose.
Fortunately, the LDAP protocol has been adopted by many
popular off-the-shelf applications as a means of distribut-
ing information in an effective and controlled
manner. Mail applications such as Microsoft
Outlook Express, Pegasus Mail, Netscape
Communicator, Lotus Notes and
Eudora have the ability to take
advantage of LDAP technology,
thus moving the burden of informa-
tion management from the end user
to the company’s home office.

This article will demonstrate how
to configure many of these popular
applications so that they can use
information stored on an LDAP server
configured on an OS/390 host. I will
discuss the specifics of the OS/390 server
configuration as needed, but the actual config-
uration procedures for the server itself will not be
examined. Since many of these programs are mail applications,
their purposes will overlap and their use of LDAP to serve
“address book” type information will be similar except for the
implementation. To avoid redundancy, I will limit program
descriptions and concentrate on the required steps to configure
these mail programs to use an LDAP server. Additionally, I
will discuss implementation details only where necessary.

While the intent of this article is not to discuss LDAP itself, a
word or two about LDAP directory objects and schema is in order.

WHAT IS A DIRECTORY SERVER?

A directory server offers a way to manage and organize
data. A common use of LDAP servers is to store address
book information, listings of people with their name,
address, or phone number information that is relevant to
business or personal needs. These listings are stored as
“objects” or “entries” within the directory server. All objects

in a directory server are defined by the server’s “schema.”
A schema is simply a set of rules that all directory

objects must follow. As defined by the
schema, objects have certain attributes

such as common name, surname, tele-
phone number, or any information
that is appropriate for a particular
type of object.

The schema defines what attrib-
utes each object may (and must)
contain. Therefore, it is important
to match an application’s intended

use of an object with how that object
is defined in the schema. In the

accompanying examples, address book
information will be presented. Not all

address books contain the same information.
A personal address book has little use for a

department name, while a corporate address book will not
likely contain information about an employee’s home address
or other personal information.

With that in mind, I chose an “ePerson” object as defined
in an IBM-supplied schema definition file since it contains
both personal and business attributes and thus will work well
with all of the email applications covered in this article. (See
the sidebar “What is Schema?”) The schema definition for an
ePerson is shown in Figure 1. An example of an “ePerson”
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object as defined in my LDAP Data
Interchange Format (LDIF) file is shown in
Figure 2.

WORKSTATION AND SERVER
SETUP

All of the client applications documented
in this article were installed on a Windows
NT Version 4 workstation. For the sake of
brevity, the product installations will not be
discussed here. Let’s assume that each
application has been properly installed
according to the vendor’s instructions and
configured for use.

The OS/390 LDAP server has been con-
figured as follows:

● Internet Address:
dceimguc.endicott.ibm.com

● Port: 389
● Suffix (root): o=IBM,c=US

Note that no access controls (ACLs) have
been assigned to our test LDAP server, nor
has it been configured to use Secure Socket
Layer (SSL) connections. In other words,
there are no restrictions on who can access
the information in the LDAP server other
than the default controls which, for OS/390,
allow everyone read access and restrict
write access to the LDAP administrator. The
user does not have to provide a digital
certificate nor a userid/password pair to
authenticate himself to the server. Each mail
application described in this article has the
ability to provide user authentication infor-
mation, but these implementations will not be
discussed. To learn more about these features,
consult the help screens of the application.

MICROSOFT OUTLOOK EXPRESS

These instructions were verified with
version 5.00.2314.1300 of Microsoft
Outlook Express (OE). To configure
Microsoft Outlook Express to make use of
an LDAP server for address book information,
perform the following steps:

1. From the main OE window, select
“tools” from the action bar and click
on “accounts.”

2. Click on the “add” button and select
“Directory Service...” to add a new
entry for your LDAP server. This will
lead you into a wizard to create a new
account for an LDAP server.

3. On the first page of the wizard specify
the hostname or IP address of your
LDAP server, as shown in Figure 3.
Click on “Next” to continue.
Note: My server is not set up with

ACL restrictions, so users do not
have to login before executing
searches. In this case, the “My LDAP
server requires me to log on” box is
left unchecked.
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objectclasses: (1.3.18.0.2.6.73
NAME ‘ePerson’
DESC ‘This auxiliary class collects commonly used attributes from a number of dif-

ferent industry-defined person classes.  It also has several DN pointers to help
integrate these entries into other CIM-based classes.’
SUP top 
Auxiliary
MAY ( accessHint $ accountHint $ audio $ businessCategory $ c 

$ carLicense $ configPtr $ departmentNumber $ description 
$ destinationIndicator $ displayName $ employeeNumber 
$ employeeType $ facsimileTelephoneNumber $ generationQualifier 
$ givenName $ homeFax $ homePhone $ homePostalAddress $ initials $
internationalISDNNumber $ jpegPhoto $ l $ labeledURI $ mail 
$ manager $ middleName $ mobile $ o $ organizationalStatus 
$ otherMailbox $ ou $ pager $ personalTitle $ photo 
$ physicalDeliveryOfficeName $ postalAddress $ postalCode 
$ postOfficeBox $ preferredDeliveryMethod $ preferredLanguage 
$ registeredAddress $ roomNumber $ secretary $ seeAlso $ st 
$ street $ telephoneNumber $ teletexTerminalIdentifier 
$ telexNumber $ thumbNailLogo $ thumbNailPhoto $ title $ uid 
$ uniqueIdentifier $ userCertificate $ userPassword $ userPKCS12 $
userSMIMECertificate $ x121Address $ x500UniqueIdentifier )

FIGURE 1: SCHEMA DEFINITION FOR AN EPERSON

dn: cn=John Doe, o=IBM, c=US
objectclass: ePerson
objectclass: person
cn: John Doe
sn: Doe
title: Program Manager
telephoneNumber: 555-1234
mail: jdoe@company.com

FIGURE 2: AN EXAMPLE OF AN EPERSON ENTRY IN THE DIRECTORY 

FIGURE 3: OUTLOOK EXPRESS: SPECIFYING LDAP SERVER HOSTNAME
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4. If you want OE to check the addresses of your incoming
emails against the LDAP server, check “yes” on the next
wizard page; however, I chose “no” and clicked on “Next.”

5. Click “finish” to complete the addition.

At this point, the entry for the LDAP server has been added to
your accounts.

Configuring the Advanced Options
To further customize your directory service entry, perform the

following steps:

1. Select your entry and click on the “Properties” button.
2. Under the “General” tab is much of the same information

previously entered on the wizard pages, but with an additional
field for “Directory Service Account” which allows you to
add a descriptive name to the entry. See Figure 4.

3. Under the “Advanced” tab supply a root suffix to use during
searches. My LDAP server has a root suffix of “o=IBM,c=US”.
I opted for simple searches, as shown in Figure 5.

4. Click on “OK” to save your changes.

Using the LDAP Server

1. Return to the main OE panel and click on the “Addresses”
icon in the tool bar. This will bring up the Address Book
application.

2. Click on the “Find People” icon in the tool bar to bring up a
search screen.

3. Select the name of your LDAP server from the list provided
in the “Look In” drop-down box. You can search for an
address by entering a person’s name or email address and
clicking on the “Find Now” button. The search results will be
shown in the panel beneath the search arguments, as shown
in Figure 6.

4. Select the result and click on the “Properties” button 
for a full view of the person’s information in the
LDAP server.

5. Clicking on the “Add to address book” button will create a
local copy of the person’s information so that it can be used
in the future to address email messages.
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FIGURE 4: OUTLOOK EXPRESS: ADDING
DESCRIPTIVE NAME OF LDAP SERVER

FIGURE 5: OUTLOOK EXPRESS: SPECIFYING
BASE SEARCH SUFFIX 

FIGURE 6: OUTLOOK EXPRESS: SEARCH RESULTS 

©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



PEGASUS MAIL

These instructions were verified using version 3.1 for Win32 of
Pegasus. Pegasus Mail comes with an application named, aptly
enough, “LDAP Client.” To access this application, select
“Addresses” from the action bar on the main panel and choose the
“LDAP Client” option, which will launch the LDAP client application,
as shown in Figure 7.

To configure Pegasus Mail to make use of an LDAP server for
address book information, perform the following steps:

1. Add a new entry for your LDAP server by clicking on the
“Setup” icon and clicking on the “New” button, as shown in
Figure 8.

2. Enter the “title,” which is a descriptive name of your directory
server that can be anything you wish.

3. Enter the Internet address for your server in the
“hostname” field.

4. Enter the port number for your server (if applicable) in the
appropriate field.

5. Specify the “root” or “suffix” to be used for searching
through the LDAP directory in the “search” field. The suffix
in our LDAP server is “o=IBM,c=US”.

6. Unless your server requires client authentication, select the
“anonymous” button.
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FIGURE 7: PEGASUS: LDAP CLIENT 

FIGURE 8: PEGASUS: ADDING LDAP SERVER FIGURE 10: NETSCAPE: NEW DIRECTORY SETTINGS NOTEBOOK 

FIGURE 11: NETSCAPE: ADVANCED LDAP SEARCH 

FIGURE 12: NETSCAPE: LDAP SEARCH RESULTS 

FIGURE 9: PEGASUS: LDAP SEARCH RESULTS 
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7. Click on “OK” and an entry for your LDAP server will
be created.

You are now ready to perform a lookup or search against your
LDAP server. Note that your server has been selected in the “Use
this directory definition” selection box. A simple search argument
like “surname=Doe” can yield more than one match in the directory.
All matches are shown, and the details for the selected match are
displayed below the selection box, as shown in Figure 9. Double
clicking on one of the search results will open a new message with
the “To:” address already filled in.

NETSCAPE COMMUNICATOR

These instructions were tested using version 4.7 of Netscape
Communicator. Netscape Navigator comes with a mail client that
has an address book application. If you click on “Communicator”
from the action bar and select “Address Book,” the Address Book
application will be launched.

To configure Netscape Communicator to make use of an
LDAP server for address book information, perform the
following steps:

1. Click on “File” from the action bar and select “New
Directory.” This which will launch a settings notebook for the
new directory server entry, as shown in Figure 10.

2. Enter a descriptive name for the LDAP server in the
“Description” field.

3. Enter the hostname or IP address of the LDAP server in the
“LDAP Server” field.

4. Enter the suffix of the directory which will be the root of all
searches in the “search Root” field.

5. Enter the port number for the LDAP server in the “Port
Number” field.

6. Enter the maximum number of entries returned on a search in
the “Don’t show more than” field.

7. Ignore the “secure” and “Login with name and password”
boxes (leave them unchecked) because you are not running
with ACLs or an SSL connection.

8. Click on “OK” to save these settings. An entry for your
LDAP server will be added to Directory” list box.

Conducting Advanced Searches
To use the LDAP server directory information for searches, per-

form the following steps:

1. Select (highlight) your LDAP directory and click onthe
“Search For” button to bring up the simple search window.

2. To perform more complex searches, click on the “Advanced
Search” button to launch the Advanced Search window, as
shown in Figure 11.

3. Enter a search argument and click on the “Search” button and
the search results will be presented in a list box, as shown in
Figure 12. Selecting one of the search results and clicking on
the “New Msg” button will create a new mail message with
the “To:” address field already filled in.

4. Double click on one of the items in the list to present a new
window, which shows the LDAP attributes and their values
for that particular entry.

LOTUS NOTES

These instructions were verified with version 5.0 of Lotus Notes.
You can start the “Address Book” application within Lotus Notes
by clicking on the Address Book icon in the main panel.

To configure Lotus Notes to make use of an LDAP server for
address book information, perform the following steps:

1. Click on “Create” in the action bar and select “Account”
which will launch a settings notebook, as shown in Figure 13.
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FIGURE 13: LOTUS NOTES: “CREATE ACCOUNT”
SETTINGS NOTEBOOK 

FIGURE 14: LOTUS NOTES: “PROTOCOL
CONFIGURATION” SETTINGS PAGE 

©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



2. Enter a descriptive name that you can assign to your LDAP
server in the Account name field.

3. Enter the hostname or IP address of the LDAP server in the
Account server name field.

4. Leave the other fields blank (or with their defaults) because
your server is not using SSL or basic authentication.

5. Click on the “Protocol Configuration” tab and enter your
server-specific information in the “Search Base” field (search
root, or suffix), which in our case is “o=IBM,c=US”, as
shown in Figure 14.

6. Define the server port in the Advanced tab, which is the final
tab in the settings notebook. See Figure 15.

7. Click on “Save and Close” to save the settings and create a
new account for your LDAP server.

Conducting Advanced Searches

1. Click on the “Directories” button and select your LDAP server
from the drop-down-list.

2. Enter a simple search argument (like a person’s name) in the
“In” box and click on the “Search” button. You will be presented
with the search results, as shown in Figure 16.
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FIGURE 15: LOTUS NOTES: “ADVANCED” SETTINGS PAGE 

FIGURE 16: LOTUS NOTES: LDAP SEARCH RESULTS 

FIGURE 17: LOTUS NOTES: ADVANCED LDAP SEARCH FACILITY 

FIGURE 18: EUDORA: “ADDRESS BOOK” WINDOW 

FIGURE 19: EUDORA: “ADD DIRECTORY” SETTINGS NOTEBOOK 

©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



3. You can also use advanced search capabilities by clicking on
the “Detailed Search” caret shown in Figure 17.

4. If you select one of the search results and click on the
“Details” button, you will be presented with a full-page view
of the person’s address book entry in the LDAP server.

5. Selecting one of the search results activates the “Add to
address book” button which allows the user to create an entry
in their local address book which they can use to address
mail messages. Additionally, the user can select the LDAP
server from the “Address Assistant” function when creating
new mail messages.

EUDORA

These instructions were verified with the version 4.3.2 —
Sponsored Mode version of Eudora. The Eudora interface is built
around the notebook concept with tabbed pages. If you select the
“Directories” tab, you can enable the mail client to use your LDAP
server to search for address and information.

To configure Eudora to make use of an LDAP server for address
book information, perform the following steps:

1. Add your LDAP server to the list of configured databases by
selecting “LDAP” from the list of Protocols and clicking on
the “Add Database” button shown in Figure 18. This will
launch a settings notebook to gather information about the
LDAP server.

2. Specify on the first page of the notebook the general server
information, a descriptive name, the hostname or IP address
of the server, and the port on which it is listening. See Figure
19. Note again that we have omitted any userid/password
information since our server is running without basic
authentication in place.

3. The “Search Options” tab is where you specify the “Search
Base” (root or suffix) that will be used for all search against
the LDAP server. See Figure 20. Click on “OK” to add an
entry for this database to the list of configured databases.

Conducting Advanced Searches
To use the LDAP server directory information for searches, perform

the following steps:

1. To use the LDAP server for searches, you must check the box
next to the server entry in the “Databases” list. At this point,
you are ready to perform searches against the server.

2. Enter a search argument in the “Query” field and click on
the “Start” button. The search results will be shown in
the box beneath the search arguments. Selecting one
of the search results will cause the “To”, “Cc”, and “Bcc”
buttons to become active, thus allowing the user to
automatically address email messages with the LDAP
search results.

CONCLUSION

While mail applications are just one of many users of an LDAP
server, they are very popular. In fact, many of the mail applications
described in this article come pre-loaded with information about
LDAP servers that exist on the public Internet which contain phone
book style information.

While all of these mail applications implement LDAP support
differently, they all have the following common traits:
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What is “Schema”?
Schema is nothing more than a set of rules used to define the format of

entries in a directory server. This is best explained by an example.
Let’s think of an LDAP server that is used as a back-end to a catalog

application. Objects in the directory are products listed in the catalog. The
schema, then, will define an object class that describes the entries in a
catalog. This “catalogEntry” object class will have certain attributes such as
“itemNumber,” “price,” “manufacturer,” etc. These attributes are the
pieces of information used to describe an item in a catalog and, as such,
are part of the directory object as defined by the schema. Some of these
attributes are required and will be reflected as “MUST” attributes in the
object class definition. Others will be optional and will be shown as
“MAY” attributes. The attributes themselves are also clearly defined in the
schema as having certain “syntax”, such as character string, integer, etc.,
which lets the server know how to handle the data.

For a more detailed discussion of schema, refer to e-Directories:
Enterprise Software, Solutions, and Services, Addison-Wesley, 2000,
ISBN 0-201-70039-5.

FIGURE 20: EUDORA: “SEARCH OPTIONS” PAGE 
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● The specification of a “Search Base,” or suffix, which restricts
the client’s search to a particular portion of the LDAP directory.

● The ability to specify user credentials for reasons of
authentication. Although our server did not implement ACL
restrictions on the address book information, it certainly is not
an uncommon occurrence.

● The ability to specify search arguments, and in some instances
complex search queries. The ability to perform complex
searches is the heart and soul of an LDAP directory server.

● The ability to view details of a person’s entry in the LDAP
directory. In some cases you see actual LDAP attribute/value
pairs, while other applications format this data into a next nice
graphical presentation.

● The “email” attribute of the directory object is used to address
email messages.
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