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FORthe past few years, Novell has been trying to tell
corporations that Novell Directory Services (NDS)

can help them organize and distribute all types of information.
NDS strives to provide a method for an organization to main-
tain a single database for all of the corporation’s applications.
For example, NDS can identify and authenticate the network
user accounts, including NetWare, UNIX and
Windows NT/2000 users. NDS can also serve
as the directory for email users. Business-to-
business (B2B) and business-to-
consumer (B2C) Internet companies
use NDS to maintain information on
their clients.

ScheMax is an NDS-based tool
that provides a mechanism to easily
expand the NDS database by
adding new data fields to the NDS
database. You can link these new
fields to existing NDS database
objects. For example, ScheMax could
be used to add a new field containing a
user’s employee number. This new field
could then be linked to the NDS user object.
ScheMax is a great tool that almost anyone can use to
quickly develop applications that display and manipulate the
data with the NDS. You can even use ScheMax to add your
own objects to the NDS. This extends the look, content and
overall usefulness of the information contained in the NDS.
Before you go off screaming in terror at the possibility of
users adding objects to your NDS, rest assured, ScheMax has
a tremendous amount of built-in security. You can securely
build applications that only allow your end users to view
selected pieces of information within your NDS. The ability
to add new objects to the NDS would (of course) only be
available to high-level network engineers or administrators.

In this article, I will demonstrate how to use ScheMax to
add a Photo attribute to the NDS user object. Then, I will
examine how to build a snapin to NWADMIN that will allow
you to view and manipulate this photo attribute. Finally, I will
provide a step-by-step process to build a small, secure
application that will allow selected end users to view the

photo object.

INSTALLING SCHEMAX

You can obtain ScheMax from the
Novell web site at www.novell.com.
Go to the Download page and
select “Schemax 1.11” (the file
name is schmx111a.exe). To
install ScheMax, from your work-
station, open schmx111a.exe from

Windows Explorer. Follow the
prompts on the Installation Wizard to

perform the installation.

Running ScheMax for the First Time
Start NWADMIN to launch ScheMax. You

will see the screen shown in Figure 1. To add the ScheMax
Modifications to your NDS, click on “Install Schema
Modifications.” You can remove these modifications later
if necessary.

ADDING A PHOTO TO THE USER NDS OBJECT

Now that you have ScheMax installed, you are ready to
modify your NDS to add the Photo attribute to the NDS User
object. The following steps are required:

1. Start NWDAMIN.

How to Quickly Develop
Applications Using the Data

Within the Novell NDS

The Novell Directory Services (NDS) is a very powerful and flexible database. The free Novell
tool ScheMax allows you to tap into this rich database and quickly, easily and securely

develop applications using this information.

ScheMax is an NDS-based
tool that provides a
mechanism to easily

expand the NDS database
by adding new data fields

to the NDS database.

TECHNICAL SUPPORT • OCTOBER 2000©2000 Technical Enterprises, Inc. Reproduction of this document without permission is prohibited.



2. Click on Object > Create > ScheMax Snapin.
3. Give the new snapin a name. In this example, I chose the

name ScheMax Photo.
4. Make sure that the User Object is in the “Object class that

this page is for” box.
5. Click on Snapin Builder and the screen shown in Figure 2

will be displayed.
6. Click on the “Create a new attribute” icon (the icon that

looks like a magic wand). The Create NDS Attribute Wizard
will start.

7. Select “Create a new attribute.”
8. Enter an Attribute Prefix and an Attribute Name. In this

example, I chose ScheMax for the prefix and Photo for the
name.

9. Define the syntax for the new attribute. In this case, I chose
“Picture.”

10. Click Next until you see the screen shown in Figure 3. Select
“Add the attribute now” and press Finish.

11. The confirmation screen will be displayed. Press “Define
Now” to complete the addition of the attribute. Before
you return to the Snapin Builder you should receive a
“Success” message.

Now that you have added the Photo attribute to the NDS User
object, you need to create a NWADMIN Snapin that allows you to
view and manipulate the Photo object.
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FIGURE 1: FIRST TIME - INSTALLS SCHEMA MODIFICATIONS FIGURE 2: THE SCHEMAX SNAPIN BUILDER 

FIGURE 3: ADDING THE ATTRIBUTE TO THE NDS 

FIGURE 4: ADDING A  PICTURE LINK TO THE NWADMIN SNAPIN  
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1. From the Snapin Builder, select the “Schemax:Photo” attribute
and select the “Picture Link” control as shown in Figure 4.

2. Click on the “Create New Control” icon, which is the icon
with the white arrow. This will allow you to drag a box to the
snapin grid as shown in Figure 5. When you have the box in
the desired position, click on OK.

3. From the NWADMIN application, select a user. On the
right-hand side of the box, scroll down to and click on your
new “ScheMax Photo” snapin. The screen shown in Figure 6
will be displayed.

4. Click on the Select button and you can browse through your
file system to select the photo associated with the user.

BUILDING A SIMPLE VIEWER APPLICATION

What can you do with the photos of your users contained within
the NDS? It is unreasonable to allow your users to run NWADMIN

to view the photos. Luckily, ScheMax includes an NDS Content
Viewer tool. This Viewer allows you to create applications that allow
end users to view the information stored in the NDS without com-
promising security or requiring that they use the NWADMIN utility.

In this section, you will learn how to build a small application
that allows selected users to view the photos that you populated into
the NDS.

NDS Security
Before you begin to allow your users to access NDS data, you

should review and/or modify the rights your users have to the NDS
data. In the example, selected users have access to the photos
attached to the User NDS object. To allow this access, you can give
the selected user rights to view the ScheMax:Photo property for all
users with an Organizational Unit (OU). The screen shown in
Figure 7 shows how to use NWADMIN to grant such access to a
single user.

Building the Application
Now that you have NDS security established, you are ready to

build your Viewer application.

1. From NWADMIN, highlight the OU that is to contain the
view, and click on Create > ScheMax View.

2. Enter a name for the view. In this example, I named the view
“ScheMax Photo View.”

3. The screen shown in Figure 8 will be displayed. Make sure the
User object is in the “Object Classes that this view displays” box.

4. Click on the “View Builder” tab. Click on the arrow next to
“Distinguished Name” and the “Control Properties” dialog
box will be displayed.

5. Using the “Control Properties” dialog box, add the “Full
Name” and the “ScheMax:Photo” objects to the view.

6. Click on the “Popup Pages” tab, and click on Add. Select the
Photo attribute created earlier.

7. Click on the “Data Source” tab, and browse your NDS tree to
select where the data for this view will come from. In this
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FIGURE 5: DRAGGING THE PHOTO BOX TO THE SNAPIN GRID FIGURE 6: THE FINISHED PRODUCT 

FIGURE 7: GRANTING NDS RIGHTS
FOR A USER TO VIEW THE PHOTOS 
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example, I restricted the data to only come from the
Corporate OU within our NDS tree.

8. Click on the Associations tab, and select the users or groups
with permission to use this application.

9. Click on OK to complete the process.

Starting the Application
You can view the application that you created on any workstation

connected to your network by running SYS:\PUBLIC\WIN32\
SNAPINS\NETORIA\SMXVIEW.EXE.

Note: You do not have to install Schemax on your end users’
workstations in order to utilize the Viewer applications.

When you start SMXVIEW.EXE it will provide you with a list of
views that you are authorized to run. Click on the Photo View and
the screen shown in Figure 9 will be displayed. If you double-click
on a user who has a photo, your snapin will be displayed, as shown
in Figure 10.

CONCLUSION

The NDS is a very powerful and flexible database. ScheMax
allows you to tap into this rich database and quickly, easily, and
securely develop applications using this information. Most of us
keep our NDS up to date with current information such as user
names, telephone extensions, etc. A great application for ScheMax
would be a company-wide telephone directory. ScheMax would
allow you to display only the users’ telephone numbers to everyone
within the organization. Best of all, the information would always
be up to date. Once used, Schemax will prove to be a tool that you
cannot live without in your organization.

There is no doubt that this product can save your organization
time and money. To make this even better, Novell is currently giving
ScheMax away, free of charge! Visit their web site and get your
copy today.  

Questions or comments? Please email editor@naspa.com.

NaSPA member John E. Johnston is the owner of a web development
company that specializes in e-commerce. John also performs contract
work on Novell, NT and UNIX networks. He can be contacted via email
at johnj@fast.net.
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FIGURE 8: THE MAIN SCHEMAX VIEW BUILDER SCREEN 

FIGURE 9: OUR PHOTO VIEW APPLICATION 

FIGURE 10: VIEWING OUR SNAPIN
VIA THE VIEWER APPLICATION 


