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M any OS/390 sites have installed TCP/IP to take
advantage of TN3270, but these sites have not
further utilized the capabilities of TCP/IP.

However, the TCP/IP sockets interface for CICS, which has
been available since CICS Version 3.3, and OS/390 Version 2.5
enable CICS applications to do things that are not possible in
the 327x-world. TCP/IP and sockets offered two new capabili-
ties to our CICS application — the transport of binary
data and the transmission of email directly to a
mail server.

In trying to take advantage of these capa-
bilities, we were faced with a situation that
affects today’s IBM system developer.
Although IBM has raced to web enable its
applications, the structures and protocols
underlying the new features do not owe
their origins or development to IBM.
TCP/IP, SMTP, MIME, HTML, and
XML all are standards born and raised in
the “other” world of UNIX.

This article will examine how we developed
a CICS application to send email alerts when
triggered by certain events on the host. This strategy
was inspired by Lionel Dyck’s June 1999 Technical
Support article, “Distributing Reports from Batch Jobs via
Email,” which presented a sophisticated email program for the TSO
batch environment. 

We hope this article will demonstrate that developing CICS-
originated email is basically a straightforward process. Here we
describe the basic system components and application code needed
to send an email message from the innards of CICS to an SMTP
server anywhere in the world. It should be noted that the application
we present here only supports sending a simple text message; it
does not support a file attachment or binary data such as a JPEG or
an executable. To send one of the latter elements, the same basic
elements are employed, but additional application coding is needed
to implement the MIME extensions to the SMTP protocol. Also
note that we did not develop a SMTP server application in
CICS, although we know of no technical reasons why this could
not be done. 

SYSTEM REQUIREMENTS

In order to send email from CICS to an SMTP server, the following
systems software components must first be installed:
◆ OS/390 Version V2.R5 or higher
◆ CICS 3.3 or higher
◆ Open Edition (which needs SMS)

◆ TCP/IP Stack
◆ CICS TCP/IP installation (EZAO, etc.)

◆ IP address of your SMTP server and/or
DNS name
◆ DOS “PING” command (should be on

your PC workstation) 
◆ an SMTP server (ours is running

Microsoft Outlook on an NT server)

Note: Because our application adheres
to the simple SMTP standard, there

should be few incompatibilities with other
SMTP servers

DOCUMENTATION

We reviewed the IP CICS Sockets Guide, SC-
318518-00; the newer guide is -01. This document provides a

good explanation of sockets, but it primarily explains the CICS
TCP/IP Listener, CSKL. In other words, it details how a TCP/IP
message is handled upon arrival in the CICS environment and the
set of steps required to hand the acquired socket connection to the
application program. However, we were interested in the reverse
route, that is, having a CICS application initiate the opening of a
socket connection to the outside world. Unfortunately, the documen-
tation really does not examine this topic. Initially we did not even
know if it was possible.

The TCPIP library SEZAINST has several sample members,
including EZACICSC, which is a sample TCP/IP application.
We first looked at EZACICSC because it has all the vital work-
ing storage definitions that are needed for building a socket
interface application program, although it is a “listener
spawned” program. 

This article examines how the authors developed a CICS TCP/IP sockets
application to send email alerts when triggered by certain events on the

host and describes the basic system components and application code needed to
send an email message from CICS to an SMTP server.
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Other useful members in this library all
begin with EZACIC**, including RDO defi-
nitions, DCT entries for logging TCPIP
events, and a sample server program. Another
TCPIP library, SEZACMAC, also has useful
samples. Other valuable references are:

◆ RFC (Request for Comment) 821 —
Here we enter the “other” world of
UNIX developed protocols, to which
IBM does not hold all the keys. Once
we determined that we could connect to
our mail server, we did a World Wide
Web search on SMTP, and found RFC
821, written by Jonathan B. Postel in
August 1982. This is the founding
document for SMTP that lays out the
elements of the protocol, the specific
sequence of events, and possible error
conditions for each event. It is also a
good document to start with because
the other RFCs that we have read
previously seem to look and feel a lot
like this one.

◆ OS/390 eNetwork Communications
Server V2R7; TCP/IP Implementation
Guide Volume 3: MVS Applications.
SG24-5229-01 — Chapter 1 of
this Redbook describes the CICS
sockets interface.

◆ IBM CICS SupportPak CA1H — This
support pack download from the IBM
Web page contains several samples of
sending email from CICS. We developed
our application before this was available,
so this may have some better ideas.

SYSTEMS COMPONENTS

Although this article focuses on the use of
sockets to send email from CICS, our installa-
tion of the supporting systems components
includes the CICS TCP/IP Listener, which
handles incoming data through sockets. You
could skip the steps related to installing the
Listener, but you may run into some unex-
pected side effects. Besides, you will probably
want to use the Listener at some point.

Our site’s systems staff handled the
installation of SMS, OpenEdition and
TCP/IP to OS/390 V2R6 without any major
problems. (TCP/IP required OpenEdition,
which required SMS.) Port 3101 was
defined in our TCPIP Profile as a TCP port
for CICSKT51, the APPLID of the region
being used for testing sockets.

Our first step in installing sockets was to
change our CICS PROC to add the DD

cards for SEZALINK in our STEPLIB
concatenation, SEZATCP in our RPL, and
the TCPDATA SYSOUT data set. We then
used the sample RDO entries in EZACICCT
to build a new RDO group (USERSOCK).
A word of caution: Make sure the LSRPOOL
for EZACONFIG (and EZACACHE, if
you use it) are different from any pool
you currently have defined, unless they
are the same key length. We also used the
sample provided in the TCPIP library
SEZAINST in member ECACICDT to add
the DESTID TCPM to our DCT for
TCP/IP messages.

Two new VSAM datasets are part of the
CICS installation: EZACONFG, a configura-
tion dataset that contains TCP/IP definitions
local to a CICS region, and EZACACHE, a
cache dataset used to quickly resolve DNS
names. We did not install the EZACACHE
dataset, as we did not think it would be worth
the trouble, given the limited number of IP
addresses we expected to use.

Defining EZACONFIG was more trou-
ble than it should have been, since we
could not find any sample job in any
SEZA... library. Section 2.5.1 of the IP
Sockets Guide covers the configuration
file, and Figure 34 in the guide illustrates a
job stream used to define a configuration
file. We did a little cut-and-paste from the
CD-ROM version of the manual to build
our job. The job includes the IDCAMS to
define the file and the assembly, link, and
execution of the EZACICD macro state-
ments to define the TYPE=CICS and
TYPE=LISTENER. 

When you’re done with the file definitions,
you will have a dataset and a transaction
(EZAC) that looks a lot like the RDO
dataset and the CEDA transaction. 

After having our LPAR go through an
initial program load (IPL) with SMS,
OpenEdition, and TCP/IP, we were ready to
try CICS with sockets. We used the EZAO
transaction to start the CICS connection
and the Listener (this can go in the
Program List Table (PLT) calling program
EZACIC20, after you get things working).
However, we encountered an error with
the Listener; it failed at the GETCLIENTID
call with errno=156. Our IBM rep searched
the RETAIN database and found other
customers who had similar problems. In
our case, the problem pointed to external
security problems. Our ACF2 group
found a fix, and soon we had our Listener
successfully listening.

As mentioned previously, we used the
sample child server, EZACICSC, to test our
socket’s functionality. You must link edit
EZACICSC with an INCLUDE SYSLIB
(EZACICAL) to avoid a nasty ASRA abend.

APPLICATION COMPONENTS 

The CICS COBOL II program relies on the
Extended Application Programming Socket
interface. This interface is implemented as a
call to the EZASOKET program. The
EZASOKET program in turn talks to the
TCP/IP stack. All COBOL programs must
be link-edited with EZACICAL.

For flexibility, we stored the IP address
and port of our SMTP server in a DB2 table.
Note that we stored the IP address in so-called
dot format (255.255.255.255) for ease of
human editing. However, the program must
convert this address to a binary full-word
before use. We also stored the email
addresses in another DB2 table, giving the
full email address, along with a process ID
(the idea being that different processes could
send messages to different recipients).

A note on error-handling: If the program
encounters socket operation errors or SMTP
fatal errors, we log them, but the program
does not attempt to salvage the situation by
queuing the message for a later attempt. In
practice, we have found the email process
quite robust.

The basic idea of SMTP is straightfor-
ward — one party initiates a conversation,
the other party responds, and the conver-
sation proceeds according to definite
rules, each command in sequence. Note
that CRLF is vitally important to the
SMTP protocol. Also, SMTP commands
are not case-sensitive but email addresses
and source routes are case-sensitive.

The following details the steps our CICS
application takes to send email:

1. Obtain the IP address and port from
the DB2 table and convert them to
binary. Also, retrieve the addresses of
the intended recipients. We will use
them twice.

2. Create a socket — that is — establish
a TCP/IP socket. This call syntax is
similar for all the socket commands.
The first parameter is a 16-byte socket
function; the no error (errno) and the
return code (retcode) fields tell you
what happened. Figure 1 shows an
example of the syntax. The peculiarity
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of the “socket” function is that the
return code (retcode), when not less
than zero, is the actual socket
connection number you will need
for future socket calls.

3. Open a TCP connection to the Mail
server. Again, we issue the following
socket command:

Call ‘EZASOKET’ using SOKET-connect
sockid client-name errno retcode

Here the client name is a block of
data containing the IP address and
port of the mail server. At this point,
our program retrieved from the DB2
address table all the intended recipi-
ents of the email message and stored
them internally. (According to RFC
821, an SMTP server is only required to
buffer a maximum of 100 recipients.)

If the connect operation succeeds,
we can start the mail “conversation.”
To carry on the conversation, we must
send the SMTP server specific
commands in a certain order. We need
to terminate our command sequences
correctly. All SMTP commands must
be terminated with CRLF. Before
sending any text we need to convert it
to ASCII. Then we must receive the
response from the SMTP server,
convert it to EBCDIC, and check the
response code, which is in the first
three bytes of the received data.

4. Issue a Socket Recv (receive) command
to get a ‘220’ response from the server
indicating it is ready to talk. If you do
not get a ‘220’ response here, the
conversation cannot continue. 

5. Send a Helo command identifying
your host name. From our experience,
the host name can be anything, as the
mail server doesn’t validate it in any
way. The COBOL code fragment in
Figure 2 shows the simple operations
necessary to send the Helo command. 

6. Issue a Mail command using the
following syntax: (Note in the following
sections “send” is shorthand for the
operations described previously: for-
mat the command, convert it to ASCII,
Socket Write, Socket Recv, and convert
the received data to EBCDIC.)

Send ‘Mail From: < your.domain.name>
‘ ws-cr

Your.domain.name identifies the
SMTP “reverse route.” We used a

name representing the sending CICS
region (since we have several), but
perhaps this is not really the best idea,
since the “reverse route” is used by
SMTP to deliver notification messages

about non-delivery. Therefore, if you
want to be notified that the email
did not reach one or more of its
intended recipients, a real mailbox
address should be specified here. This
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Call ‘EZASOKET’ using SOKET-socket af-inet soctype proto errno retcode 
If retcode < zero

Record the function, errno and retcode
Else

Move retcode to sockid
End-if.

FIGURE 1: SYNTAX OF THE CALL TO THE EXTENDED APPLICATION
PROGRAMMING SOCKETS INTERFACE TO OBTAIN A SOCKET 

Note that in the actual program most of this was moved to paragraphs, since each command must do the same set
of operations.

Working Storage.
03 tcpleng  pic S9(8) comp.
03 recv-flag                   pic s9(8) comp.
03 toebcdic-token                  pic x(16) value ‘TCPIPTOEBCDICXLT’.
03 toascii-token                     pic x(16) value  ‘TCPIPTOASCIIXLAT’. 
03 domain-nm-host               pic x(16) value ‘Your host name here’.
03 ws-smtp-response    pic x(3).

88 ws-smtp-rcpt-okay values ‘250’ ‘251’.
88 ws-smtp-data-okay values ‘250’ ‘354’.

03 ws-cr                         pic x(2) value X’0D15’.

PROCEDURE DIVISION. — — — — — — — — — — — — — — — — — — — — — — — — 
MOVE 1 TO TCPLENG                                     
* create command, all commands terminate with crlf.         

STRING ‘HELO ‘ DOMAIN-NM-HOST   WS-CR                 
DELIMITED BY SIZE                                  
INTO TCP-OUTPUT-BUF                                

POINTER TCPLENG                                    
SUBTRACT 1 FROM TCPLENG                             

* Convert EBCDIC to ASCII before sending 
CALL ‘EZACIC04’                                       

USING TOASCII-TOKEN TCP-OUTPUT-BUF TCPLENG 
* Now write the “packet”       

CALL ‘EZASOKET’ USING SOKET-WRITE SOCKID TCPLENG            
TCP-OUTPUT-BUF ERRNO RETCODE.                          

IF RETCODE <  0 THEN                                     
MOVE WRITE-ERR TO ERR-MSG                                
MOVE SOCKID TO ERR-SOCKET                                
MOVE RETCODE TO ERR-RETCODE                              
MOVE ERRNO TO ERR-ERRNO                                  

PERFORM TCP-ERROR-ROUTINE
END-IF

* Issue the TCP receive to get the response. TCPLENG is set the maximum number of 
* Bytes expected on the receive.
MOVE ZERO TO RECV-FLAG

MOVE 1000 TO TCPLENG
CALL ‘EZASOKET’ USING SOKET-RECV, SOCKID ,

RECV-FLAG, TCPLENG, TCP-OUTPUT-BUF ,ERRNO, RETCODE.

IF RETCODE <  0 THEN
PERFORM TCP-ERROR- ROUTINE

END-IF
* if positive, retcode tells you how many bytes you received.

MOVE RETCODE TO TCPLENG

*  convert from ASCII
CALL ‘EZACIC05’ USING TOEBCDIC-TOKEN TCP-OUTPUT-BUF TCPLENG

* check the SMTP response
MOVE TCP-OUTPUT-BUF(1:3) TO

WS-SMTP-RESPONSE
IF WS-SMTP-RESPONSE NOT = ‘250’

PERFORM SMTP-ERROR-ROUTINE
END-IF

FIGURE 2: A COBOL FRAGMENT SHOWING HOW TO SEND THE HELO COMMAND 
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mailbox will then receive the
non-delivery notifications.

7. Issue the Rcpt To: command. Here
we send a separate command for each
of the intended recipients using the
following syntax:

Send ‘Rcpt to: < e-mail.address.goes.
here >’ ws-cr

If not ws-smtp-rcpt-okay, perform
smtp-error-routine.

A conversation with an SMTP server
is cleverly intended to conserve
bandwidth by sending the text of the
message only once, although there are
many recipients. The SMTP server has
the responsibility of sending the
message to each recipient. 

In our environment, the response
to each Rcpt To command is ‘250’
(good) whether or not the email
address is valid. According to what
I read in RFC 821, we could get a
450 or 550 response when the mailbox
is unavailable. However, we always
get a good response even when
sending a non-existent address.
Also note that an individual Rcpt To
command can fail, but the email will
still be sent if just one of the recipients
is valid.

8. Issue the Data command using the
following syntax:

Send ‘data’ ws-cr. 

This notifies the SMTP server that the
text of the message is coming.

9. Use the Socket Write command to
write the actual message text. There
are two parts to this, the header and
the message body. The header contains
the Subject, From, Date and To tagged
lines that show up in the email
message. From, Date and To header
lines are required. (SMTP is pretty
meticulous about date format.) We
generate the Subject, From and Date
lines only once. However, we generate
a To line for each recipient, just as we
did for the Rcpt To command. To
terminate the header section, write a
blank line. In the UNIX world a blank
line is just a CRLF.

Following that blank line is the
actual message text body. Each line of
the message is terminated with a

CRLF and then written via socket
Write. (The maximum length of a line
is 1000 bytes including CRLF.)

The message is terminated with a
period and a CRLF. In fact, the server
won’t recognize the message has
ended until it receives CRLF period
CRLF. But unlike other SMTP
sequences, the SMTP server does not
respond to the data sent until the final
period + CRLF. Therefore, in this part
of your program, you will do socket
writes for each message line, but you
won’t issue a receive to check the
response until you send the final
period and CRLF. If you don’t send
this end-of-message correctly, your
email will go into the bit bucket,
because the server will not recognize
that you have finished, and will
eventually time-out. 

10. Issue the following Quit command:

Send “Quit” ws-cr

This tells the mail server you have
completed the conversation. Your
email is on the way.

11. Close the socket by issuing the
following syntax:

Call “EZASOKET” using SOKET-CLOSE,...

PROBLEMS AND IRREGULARITIES

There were a number of bumps along
the way. Those worth noting include the
following:

◆ Differing response codes in different
environments. In our development
environment we got a ‘250’ response to
the Data command. However, in our
production environment, connecting to
the same mail server, we got a ‘354’
response. When checking response
codes, make sure your code includes
all the possibilities.

◆ According to the RFC, you can receive
‘450’ and ‘550’ response codes (errors)
when you send invalid email addresses
in the Rcpt To commands. We always
got ‘250’, regardless of the mailbox.
Different servers many behave differently.

◆ Once we got our local mail server’s IP
address, we verified that we could

connect by using the PC DOS “PING”
command from our workstation.
However, when the COBOL program
tried to connect to the same address it
failed. The program failed because the
IP router (firewall) would not route
packets coming from the IP address of
the CICS region. The router’s tables
had to be changed. 

◆ We misread the RFC. We assumed that
after we had a TCP/IP connection, we
could issue the Helo command. When
we did, we didn’t get the expected
‘220’ response. However, we managed
to circumvent this problem by sending
a NOOP command, which returned a
response of ‘220’, and allowed us to
send Helo. We should have executed a
Socket Recv, as indicated by Step 4.

CONCLUSION

We hope this article will be useful if you
intend to try out sockets and email in CICS.
Lacking a mainframe email server, we
found CICS to be a good platform to use for
sending email, especially since the event
triggering the email was a CICS program.
We also found this project quite useful in
getting our feet wet as we explore the
swamps of Web-enabled CICS. We are
looking into using sockets to replace our
3270-based communications in a client/
server application. Implementing adequate
security for incoming sockets data will be a
major concern, since any existing security
facilities are not well-integrated.  
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