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T he Windows 2000 implementation of
Domain Naming System (DNS) provides
the option of storing the DNS data within

the Active Directory database. This article will
present the steps required to implement a
Windows 2000 DNS system using Active
Directory as the data repository. Additionally, I
will examine the Windows 2000 DNS dynamic
update facility. Dynamic update provides a facility
for clients and servers to register themselves auto-
matically into the DNS database. Dynamic
update can be a great time saver for
network administrators.

Note: This article is not
meant to be a complete
tutorial on the fundamen-
tals of DNS. Therefore, I
will not delve into any
of the DNS concepts or
principles of operation.

ADVANTAGES OF
STORING DNS DATA
IN ACTIVE DIRECTORY

Most of the benefits of storing
the DNS data within the Active
Directory revolve around the Active Directory
multi-master replication system. Active Directory
stores information about your network resources
in a hierarchical tree-like structure. The Active
Directory database is located on a set of
Windows 2000 domain controllers. (A domain
controller is a Windows 2000 server that has
been designated to hold a copy of the Active
Directory database.) When an update is made to
any of the Active Directory objects, this update is
propagated to all of the Windows 2000 Domain
Controllers in your network.

This database update method allows each
domain controller to contain a master copy of the
Active Directory database. Changes can be made

to the Active Directory database in any of the
domain controllers, and this change will be
propagated to all other domain controllers.

To see how the Active multi-master replication
system can help us with DNS, let’s look at how
traditional DNS systems manage the DNS data.
Traditional DNS systems maintain a single-master
database. A primary DNS server is responsible
for updating a master database with the DNS
changes. This primary DNS server is also respon-

sible for updating the DNS databases on all
of the secondary DNS servers.

By integrating the DNS data
within Active Directory, the

DNS servers are no longer
required to worry about the
replication of the DNS
database. The replication
process is handled com-
pletely by Active
Directory. Storing DNS
data with Active

Directory also eliminates
the single point of failure

inherent in the primary DNS
server by making the DNS

servers multi-mastered. Active
Directory replication is also faster than

traditional DNS replication.

Note: The Windows 2000 DNS server supports
the old DNS single-master data storage mechanism.
This is useful in environments where non-Windows
2000 DNS servers and previous versions of the
Microsoft DNS server exist in a network and
must still be supported.

INSTALLING THE WINDOWS 2000
DNS SERVER

The Windows 2000 DNS server must be
installed on a machine running Windows 2000
Server or Windows 2000 Advanced Server. In
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order for the Windows 2000 DNS server to store its data in the
Active Directory, the DNS server must also be running on a
machine that is designated as a Domain Controller.

The following steps illustrate how to implement a Windows 2000
DNS server on a Windows 2000 Advanced Server Domain
Controller. This method utilizes the “Configure DNS Server
Wizard.” You can also install and configure DNS using the Active
Directory Installation Wizard (which is not covered in this article).

To install the Windows 2000 DNS server, perform the following
steps from a Windows 2000 Domain Controller:

1. Click on Start > Settings > Control Panel > Add/Remove
Programs > Add/Remove Windows Components.

2. Click on Networking Services, and click on Details.

3. Click on Domain Name System (DNS), and click on OK.

4. You will be prompted to insert the Windows 2000 CD-ROM.
When completed, you should see the “DNS Server” service
running on the server.

CONFIGURING THE DNS SERVER USING
THE CONFIGURE DNS SERVER WIZARD

Now that you have the Windows 2000 DNS server running on a
domain controller, you are ready to configure DNS.

1. Click on Start > Programs > Administrative Tools > DNS.
2. Right click on the Server name and then click on “Configure

the Server,” as shown in Figure 1.
3. The wizard will ask if this is the first DNS server on the

network or if other DNS servers are deployed. In this
example, this is the first DNS server on the network.

4. The wizard will then ask you if you wish to create a “forward
lookup zone.” Reply “Yes.”

5. If Active Directory has already been installed, you will be
asked if you wish to integrate the DNS zone into Active
Directory, as shown in Figure 2. Since you have no other
DNS servers on this network, you will choose to integrate
DNS into AD. If you had other DNS servers on
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FIGURE 1: STARTING THE “CONFIGURE DNS SERVER WIZARD FIGURE 2: DIRECTING DNS TO INTEGRATE THE
ZONE INFORMATION INTO ACTIVE DIRECTORY 

FIGURE 3: ENTERING THE NETWORK ID
FOR THE REVERSE LOOKUP ZONE 

FIGURE 4: VIEWING THE DSN ZONES
STORED IN ACTIVE DIRECTORY 
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non-Windows 2000 platforms, you
could not choose this option.

6. You will be prompted for a zone
name. In this example, we chose
the following zone name:
“corporate.drenpress.com”.

7. You will then be asked if you wish to
create a reverse lookup zone. In most
cases, you will want to create the
reverse lookup zone. If you do choose
to implement the reverse lookup zone,
you will asked if you wish to
integrate the reverse lookup zone
into Active Directory.

8. You will be prompted to enter the
network ID for the reverse lookup zone,
as shown in Figure 3. In this example,
you are using a class B Internet address.

This means that the network ID consists
of the first two nodes in your TCP/IP
numbering scheme. Notice how the
“Reverse lookup zone name” is
automatically named.

9. After entering the reverse zone
information, the wizard will complete.
To check the integration of the DNS
zones with Active Directory, perform
the following: Click on Start >
Programs > Administrative Tools >
Active Directory Users and Groups.
From the Active Directory Users and
Groups program, click on View >
Advanced Features. Expand the
System folder, and then expand the
MicrosoftDNS folder. You should see
your DNS zones, as shown in Figure 4.

DYNAMIC UPDATES

One of the features of the Windows 2000
DNS system is the Dynamic Updates feature.
This feature allows clients (workstations
and servers) to automatically register their
machines into DNS. This can be a great
time saver for network administrators, as it
relieves them from performing manual
updates to the DNS database. In order for
the dynamic update feature to work, the
following conditions must be met:

◆ The DNS zones must be configured to
accept dynamic updates

◆ The client must support the
dynamic update feature or the 
Windows 2000 DHCP server must
be implemented to proxy the
requests for the clients.

CONFIGURING THE DNS ZONES
TO ACCEPT DYNAMIC UPDATES

The following steps are required to modify
the DNS zones to accept the dynamic
update feature:

1. From the Windows 2000 machine
running the DNS server, click on
Start > Programs > Administrative
Tools > DNS.

2. Right click on your Forward Lookup
Zone, and then click on the Properties.
Click on the General tab. Click on the
arrow next to the “Allow dynamic
updates?” field. You will see the
following three options for dynamic

updates, as shown in Figure 5:

◆ No
◆ Yes
◆ Only secure updates

If you select “No,” dynamic updates will not
be allowed. If you select “Yes,” dynamic
updates will be allowed from non-secured
connections. If you select “Only secure
updates,” DNS dynamic updates will only
be performed for clients that can negotiate a
secure connection.

CLIENT CONSIDERATIONS FOR
DNS DYNAMIC UPDATE

In order for the DNS dynamic update
feature to work, the client, as well as the
DNS server, must support this feature. The
Windows 2000 Professional and the Windows
2000 Server product lines do provide
client-side support of DNS dynamic updates.

To enable the DNS dynamic update fea-
ture on a Windows 2000 Professional or
Server machine you must modify the
TCP/IP properties to enable the “Register
this connection’s address in DNS” property,
as shown in Figure 6.

When a DNS client (workstation or
server) attempts to initiate a DNS dynamic
update, the request is actually handled by
the DHCP client service running on the
client. This is true even for clients that are
using a static TCP/IP address. When
Windows 2000 Professional or Server is
installed, the DHCP client service is auto-
matically installed and started. You must
not stop or disable the DHCP client service
if you wish to utilize the DNS dynamic
update feature.

After modifying a Windows 2000
Professional or Server client to enable the
DNS dynamic update feature, you can initiate
the following command from a command
prompt to cause the registration process to
occur immediately: ipconfig /registerdns.

To see if the dynamic update was success-
ful, start the DNS Management Console
from your DNS server machine by clicking
on Start > Programs > Administrative Tools
> DNS. Double-click on your Forward
Lookup Zone and you should see an entry
for the client, as shown in Figure 7. You
should also check to make sure an entry was
made in your Reverse Lookup Zone.
Additionally, an object for the client should
also be placed in your Active Directory. To
check this, perform the following from a
Domain Controller:

FIGURE 5: MODIFYING THE DNS ZONE
TO ACCEPT DYNAMIC UPDATES 

FIGURE 6: MODIFYING A
CLIENT TO AUTOMATICALLY 
REGISTER ITS NAME IN DNS 
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1. Click on Start > Programs > Administrative Tools > Active
Directory Users and Computers.

2. Click on View > Advanced Features, and then expand the
MicrosoftDNS folder. Double-click on your DNS zone and
you should see an entry for the client, as shown in Figure 8.

USING DNS DYNAMIC UPDATE ON
BACK-LEVEL CLIENTS

Older clients, such as Windows 95, can also take advantage of
DNS dynamic updates even though this support is not build into
these clients. This is accomplished via the Windows 2000 DHCP
server. The Windows 2000 DHCP server will proxy the DNS
dynamic update request on behalf of the client. To use this DHCP
function, you must select the “Enable updates for DNS clients that
do not support dynamic update” in your DHCP server configuration,
as shown in Figure 9.

CONCLUSION

Don’t you sometimes wish that you could just rip your entire
networking infrastructure down and implement all new servers
and clients? If you could do that it would be so simple to imple-
ment all of the latest and greatest features, such as the Windows
2000 DNS and Active Directory. This article has shown you the
features and benefits of using the Windows 2000 DNS with
Active Directory. However, what is not explored is how to implement
this technology into an existing network. Most networks have
non-Windows 2000 DNS servers already in place. If you wish to
take advantage of integrating DNS with Active Directory, you
must develop a plan to replace all of your current DNS servers
with Windows 2000 servers, which can be a daunting task. A
good migration strategy might include the implementation of
Windows 2000 DNS servers using the traditional DNS zone
replication mechanism until you have replaced all of your older
DNS servers. After all of the DNS servers are running on
Windows 2000, you can then switch to the Active Directory DNS
integration mode.  
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