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Group Policy Objects — No
More Config.pol

One of the most costly parts of today's
distributed computing environment is

the desktop. Over the past few years, the
industry has been developing management
tools for all facets of the computing envi-
ronment: network management tools, server
management tools and desktop manage-
ment tools. Desktop management has been
the hardest to achieve for any of the NOS,
hardware or third-party management software
firms. This month's column focuses on how
desktop management is integrated with
Windows 2000 Server.

In the past, desktop management in the
NT world was not a simple undertaking.
You had to install Policy Editor, configure
policies for the various operating systems,
save this to the config.pol file and place the
config.pol file in the netlogon directory of
the primary domain controller. This was
clumsy and took a bit of tweaking to get it
work. Microsoft tried to help matters with
ZAK (Zero Administration Kit) for
Windows. While this provided some nice
templates for policies, it didn't make the file
administration any easier.

Novell had the right idea with ZENworks
(Zero Effort Networks), in which they
made desktop management part of the
directory. You didn't have to squabble with
files and directory locations; you managed
a policy as a Novell Directory Services
(NDS) object. You managed your desktop
policies in the same place you managed
your users and associated those policies
with your users — all through one inter-
face. Group Policy objects in Windows
2000 work in a similar manner. It is tightly
integrated with Active Directory Services.
It is a snap-in to the MMC (Microsoft
Management Console) and allows you to
configure the following things:

● Registry-based policies:
Administrative Templates on how to
control the registry of individual
workstations. This allows you to control
and lock down a user's environment.
It allows you to disable the run
command, restrict access to the user's
desktop and other system control items
that you'd rather not give your users the
ability to do.

● Security options: Includes options to
configure security settings for the
local computer, domain and network
security parameters.

● Software installation and maintenance
options: Used to centrally manage
application installation, updates and
removal. (To a degree there are much
better third-party products that do this.)

● Scripts options: Allows you to create
VB or Java scripts for user logon and
logoff. It allows you to automate the
user's environment or tasks that need to
be performed every time they log in.

● IntelliMirror: Off-Line File
Synchronization (See April's Column
for a detailed view on IntelliMirror).

SOME GOTCHA'S

Although Group Policies can be a very
effective management tool, you should be
aware of the following gotcha's:

● Legacy Windows 9x and NT 4 
workstations: This snap-in does not
enforce policies on these legacy
platforms. To enforce policies on
these boxes, you will need to use
poledit and save the .pol file into the
netlogon directory of the primary
domain controller.

● Order of Enforcement and
Inheritance: When assigning multiple
group policies to an organizational
unit, or user, make sure that the order
of enforcement matches your desired
policy level. The order in which they
appear in the list is the order that they
are applied (top level has the highest
precedence). Also, if you have a sub-level
OU in which you applied a Group
Policy to its parent OU, the objects in
the sub-level OU will inherit the policy
from the parent OU. You want to make
sure that the inherited policies do not
conflict with any applied policies. You
can block the inheritance of policies.

● Security Group Filtering: You can
refine the effects of any Group Policy
object by modifying the computer or
user membership in an Active
Directory security group. To do this,
you use the Security tab in the Policy
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Object. By default, all Group Policy
Objects affect all users and machines
that are contained in the associated OU.
By using the security tab the effect of
any policy can be modified to exclude
or include the members of any security
group. Again, be careful not to have
conflicting policies with inheritance or
enforcement order.

With the use of Group Policy Objects,
Microsoft has made significant strides in the

desktop management arena. However, there
are still some significant gotcha's when it
comes to a heterogeneous workstation envi-
ronment. If you're not an NT shop, but are
rather a Novell shop, ZENworks is a signifi-
cantly better desktop management product. If
you are truly a heterogeneous environment
(NT, 9x, Novell and 2000) there are third-
party applications; although pricey, they will
enable a single strong management platform,
reducing the total cost of ownership of the
desktop.  
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