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e-Business in the Enterprise

Leveraging Metadirectories
for e-Business

Last month, I examined fundamental
concepts of the metadirectory and its

administrative benefits. In this issue, I'll
look further into why a metadirectory is
ideal for leveraging e-business and PKI
applications, and how directory information
can be made accessible by web- and non-
web-based applications.

E-BUSINESS APPS ARE
REACHING DEEPER

I don't see the actual number of e-Business
applications being implemented today as
being astonishing or beyond our wildest
dreams. However, I am somewhat surprised
at the type and depth of new applications
being deployed. This is being driven pri-
marily by online business-to-business
(B2B) initiatives. Specifically, many new
B2B applications require access to mature
corporate systems that hold day-to-day
transactional data, many of which are con-
sidered legacy applications and traditionally
have been accessed only by internal
employees. This trend is moving us away
from the view of e-business being imple-
mented on a few isolated web servers sitting
an organization's DMZ Internet segment.
Instead, we're moving e-business applica-
tions behind the firewall and deeper into
the enterprise.

Due to the nature of information made
available on metadirectories, you won't
want to hang a metadirectory "out there" for
the public to beat on like a simple public
key LDAP repository. Consequently, security
is a major concern. To help matters, metadi-
rectories can be used to pull information off
of many different enterprise platforms,
thereby reducing the number of systems
that require connectivity to B2B applications.
Security technology, therefore, can be

concentrated around the metadirectory and
its supported connections rather than being
implemented on all of the various platforms
from which B2B data originates.

At the same time, recall from last
month's column that major benefits of
metadirectories come from internal use. So,
in addition to being capable of managing
the organization's connected directories, a
metadirectory must also secure sensitive
information and distribution to both internal
and external clients.

Implementing metadirectory security
using a PKI can ensure strong authentica-
tion, authorization, data integrity and
auditing so that central administration per-
sonnel know who is changing or accessing
specific information.

There is another security advantage of
metadirectories. Tried and proven web-based
security access control (SSL, RADIUS, etc.)
can be used for accessing information
because most metadirectory products offer

an inherent web-access and publication
interface in addition to LDAP and various
directory connectors. This means that all
users (internal and external) using a standard
browser can authenticate and securely access
information stored in the metadirectory.

Next, let's examine how information
stored in a metadirectory (or directory) can
be accessed using web applications.

ACCESSING DIRECTORY
INFORMATION FROM WEB
APPLICATIONS

XML (eXtensible Markup Language) has
gained acceptance as the core language of
e-business. It is very dynamic in nature.
Unlike HTML, it is not a visual presentation
language per se, but it specifies a syntax for
how information is shared between web-based
applications. That is, it lets other applica-
tions know about the data structures, field
definitions and data types that are imbedded
in the application. With that information,
programmers can write applications that
inter-operate and exchange data without
having prior knowledge about the other
application's inner workings.

DSML (Directory Services Markup
Language) can be thought of as a subset of
XML that is specific to enabling data
exchange and communications between
different directories. It is a proposed stan-
dard that, when enabled on a directory, will
return schema and directory entry information
in XML format.

Don't confuse DSML with LDAP. LDAP
is an actual directory-specific data exchange
protocol that fits the client/server model
whereas DSML is simply a way to represent
directory service information in XML format.
DSML depends on an access protocol such
as LDAP to transfer data between individual
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directories. They are not competing protocols,
but are complimentary. For example, picture
an application that needs to pull information
from two directory implementations in dif-
ferent organizations (Novell NDS and
Microsoft AD). The application doesn't
know either directory schema structure or
exactly what types of objects are defined by
the directory services, but using DSML, the
application can query both directories about
the structure of the schema and their contents.
Therefore, this allows the application to
dynamically create a communication link
between the two directories. Of course, secu-
rity is an integral concern when dealing with
directory-to-directory communication and
the latest DSML standards proposal
describes how authentication and authorization
can be enforced using a variety of security
mechanisms, including integration of PKI
using X.509 certificates (PKIX).

DSML's creator and champion is a pri-
vately held company, Bowstreet Software.
Major vendors such as IBM, Microsoft,
Novell, Oracle and the Sun-Netscape
Alliance have pledged their support for the
proposed standard in hopes of hastening
directory-to-directory interoperability.

Although we can't expect these vendors to
agree on standardized schema, it is a positive
step that they have agreed on how they
describe their schema and its contents.

You can obtain more information about
the DSML initiative and its commercial
supporters from www.dsml.org/.

SUMMARY

When you think about it, DSML is ideal
for metadirectory products to synchronize
data between enterprise directories while
providing a standards-based mechanism for
centralized directory management.
However, DSML hasn't hit widespread sup-
port in currently available metadirectory
products. Today, most of the links between
different directories are enabled using hard
coded scripts written in proprietary lan-
guages that vary from one vendor to anoth-
er. In order to write the scripts, a program-
mer must have detailed information about
all the directories and data structures that
the metadirectory will consolidate.

Once a metadirectory is in place, howev-
er, usage will demand 100 percent availabili-
ty. The most common form of fail-over insur-

ance is implemented using OS and hardware
level mirroring rather than by the metadi-
rectory product itself.

Your experiences, comments and feed-
back are welcome. As always, thanks for
reading Technical Support magazine.  
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